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PREFACE OF THE PROJECT PARTNER

Digital sovereignty is more than just a technological 
challenge – it encompasses political, economic, and societal 
dimensions. It addresses the urgent need for organizations, 
institutions, and governments to ensure control over their 
data, digital infrastructures, and value creation. This makes it 
a topic of high strategic relevance, especially in the context 
of global dependencies, regulatory frameworks, and the 
rapid rise of new digital technologies.

Partnering with CDTM on the seminar “The Future of Digital 
Sovereignty” was a natural choice. We were excited to 
collaborate with 26 interdisciplinary students who, under the 
guidance of an established framework, explored how digital 
sovereignty might evolve by 2040. Together, we investigated 
key questions: How can Europe strengthen its digital 
resilience? What role do technological innovations, political 
strategies, and economic ecosystems play? And how can 
businesses and institutions actively contribute to shaping a 
sovereign digital future?

The students analyzed a wide spectrum of trends – from 
geopolitical dynamics and societal shifts to emerging 
business models and disruptive technologies. The broad 
scope and complexity of this challenge required them to 
think holistically, bridging technological feasibility with 
ethical, legal, and cultural considerations. We were highly 
impressed by the depth of analysis, the creativity of ideas, 
and the professionalism shown throughout the seminar.

We would like to extend our sincere thanks to the students 

for their remarkable dedication and innovative spirit, which 
resulted in inspiring discussions and valuable insights. Our 
gratitude also goes to the seminar supervisors, whose 
guidance and close collaboration with us ensured a highly 
productive and enriching exchange.

Thank you all for seven intense weeks of research, 
exploration, and foresight – and for helping to define what 
digital sovereignty could mean for the decades ahead.

Dr. Alexander Schellong 
Managing Director (GL), Member of the Executive Board

Dr. Patricia Köpfer
Cyber Education Manager

Dr. Alexander Schellong

Dr. Patricia Köpfer
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PREFACE OF THE EDITORS

“The future belongs to those who prepare for it 
today.“ “

Malcolm X

From the phones in our pockets to the platforms that 
mediate civic debate and commerce, our lives increasingly 
unfold in digital spaces we neither design nor control. That 
is why digital sovereignty has become a defining issue of our 
time: the capacity of societies to shape their digital destiny. 
If we want technology to serve open markets, democratic 
values, and individual rights, we must build systems that 
are transparent, interoperable, and accountable. Open by 
default, not governed by gatekeepers.

At CDTM, our mission is to connect, educate, and empower 
the innovators of tomorrow. We equip our students with 
the tools and mindset to become responsible leaders who 
actively shape their future environments rather than merely 
respond to change.

This Trend Report is the outcome of the Trend Seminar within 
our interdisciplinary Technology Management program. 
Over seven intensive weeks, 26 students from fields 
including Architecture, Business, Psychology, Philosophy, 
Computer Science, and Engineering investigated “The 
Future of Digital Sovereignty”. Working in interdisciplinary 
teams, they conducted rigorous trend research, developed 
forward-looking scenarios, and translated their insights into 
actionable product and service ideas as well as concrete 
business concepts by combining domain expertise with fresh 
perspectives and an entrepreneurial mindset.

We would like to thank everyone who contributed to making 
this CDTM Trend Report possible. We are especially grateful 

to Schwarz Digits for its support of this seminar. Our special 
thanks go to Alexander for the collaboration, insightful 
discussions, and steady feedback throughout the project. We 
also extend our gratitude to our lecturers, whose expertise 
and commitment were instrumental to the success of this 
report.

We hope these insights equip practitioners and policymakers 
alike to make timely, informed choices, as the architecture 
of digital sovereignty will shape not only innovation and 
competitiveness, but also the quality of everyday life for all 
of us.

In addition, we very much thank all our lecturers, who shared 
their knowledge and largely contributed to this project’s 
success:

Aaron Defort (BCG)
Bernd Pichlmayer (FTGG Cyber)
Carmen Mas Machuca (University of the Bundeswehr Munich)
Elena Carlotta Herzog (CDTM)
Franz Waltenberger (CDTM)
Jakob Mayer (CDTM)
José Adrián Vega Vermehren (CDTM)
Kai Hermsen (DECAID)
Lisa Antonia Thiergart (CDTM)
Marie-Luise Wegg (NeoMINT)
Martin Hullin (Bertelsmann Stiftung)
Martin Wessel (CDTM)
Matthias Möller (CDTM)

Michael Fröhlich (CDTM)
Nadine Schmidt (CDTM)
Nina Feussner (Lakestar)
Oliver Schoppe (UVC)
Philipp Müller (DriveLock SE)
Ricardo Schaefer (Zone 2)
Sven-Christian Hörner (CDTM)
Tiemo von Hinckeldey (Valantic)
Zhenya Loginov (Accel)

Last but not least, we would like to thank the CDTM students 
of the Fall 2025 class. They put great energy and enthusiasm 
into this project, which made it a pleasure for us to supervise 
the course and coach the individual teams. Special thanks to 
the Heads of the editing, layout, sources, marketing, and QA 
teams (Malte, Katy, Danit, Hanano, and Karolina) for finalizing 
the report.

Vera Eger and Raunaq Jain

Center for Digital Technology and Management

Vera Eger

Raunaq Jain

Editorial
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METHODOLOGY
The objective of the Trend Seminar is to provide a metho- 
dological approach for diving into a specific subject or in-
dustry sector and contemplating its future trajectory. The 
seminar guides its participants through three phases of 
trend research: trend, exploration, and ideation. Following 
this approach, the seminar first analyzes current trends and 
developments using in-depth desk research, site visits, and 
interviews with leading experts to establish a shared industry 
understanding. Next, participants identify areas within the 
sector where problems and opportunities will likely arise. In 
the final seminar phase, the students generate future-proof 
business ideas for products and services, addressing the 
identified problems and opportunities.

Up to twenty-six students, supervised by two doctoral can-
didates, pursue the Trend Seminar for seven weeks full-time 
during their semester break. The sector and framing for the 
seminar is provided by project partners from within the in-
dustry, who share their expertise and feedback, acting as 
sparring partners to the participants. In each phase, interdis-
ciplinary subteams are formed with students from business, 
technology, and other disciplines. This interdisciplinarity 
allows for novel ways of thinking and the development of 
non-obvious ideas as well as leveraging the students’ profes-
sional and personal growth throughout the course. 

During the introduction week, the participants are prepared 
for the intense trend research ahead. First and foremost, the 
students are introduced to the specific industry the seminar 
is diving into. Project partners and industry experts present 
past and current industry developments from their individual 
stakeholder perspectives, engaging in open discussions with 
the students. Additionally, interactive sessions teach trend 
research methodologies and refine the participants’ commu-
nication and teamwork skills.

Following the introduction, the trends phase of the seminar 
covers desk research, expert interviews, and expert lectures, 
enabling the participants to dive deep into the topic at hand. 
During the expert interviews, students are empowered to 
pose specific questions to challenge their initial assumptions 
on how the industry will develop. Beyond that, site visits 
at the project partners’ facilities complement the students’ 
body of research and allow for further verification of their hy-
potheses. The derived trends are extrapolated 15 years into 
the future, providing a long-term perspective. 

The first half of the ideation phase is about exploring. Fu-
ture opportunities and problems are clustered into specific 
spaces based on the research done in the preceding phase. 
The students are reshuffled into new teams and explore 
these spaces by looking into existing start-ups and projects. 
Through interviews and discussions with industry experts, the 
teams validate their hypotheses to identify unmet needs and 
existing gaps in the industry landscape. 

During the second half of the ideation phase, students brain-
storm business solutions addressing the previously identi-
fied gaps. To facilitate the ideation process, the students are 
introduced to structured and unstructured ideation meth-
ods. This allows them to generate many ideas before con-
solidating them and building comprehensive business mod-
els. Finally, the research results and the business ideas are 
pitched to the project partners, industry stakeholders, and 
the general public. 

7 Weeks

Trends Phase Ideation Phase Communication 
PhaseIntro Phase

1 Week

Today Future+15 
Years

3 Weeks

Basic 
Research

Trend 
Analysis

Scenario 
Thinking Exploration Ideation

Report, 
Presentation, 
Communication

2 Weeks 1 Week

Five Product Pitches 

Technology Trends
Societal Trends
Legal Trendfs

Economic Trends
Environmental Trends
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AI 
Artificial Intelligence

API 
Application Programming 
Interface

ASAT 
Anti-satellite

AWS 
Amazon Web Services

AfD 
Alternative für Deutschland 

CAGR 
Compound Annual Growth 
Rate

CISA 
Cybersecurity and 
Infrastructure Security 
Agency

CRA 
Cyber Resilience Act

CRM 
Customer Relationship 
Management

CRMA 
Critical Raw Materials Act

DDoS 
Distributed Denial of Service 
 
 

DORA 
Digital Operational 
Resilience Act

EBIT
Earnings Before Interest 
and Taxes

EC 
Edge Computing

ECC 
Elliptic Curve Cryptography

EEA 
European Environment 
Agency

EED 
Energy Efficiency Directive

EIB
European Investment Bank

EIC
European Innovation Council

EOSC
European Open Science 
Cloud

EPI 
European Payment Initiative 
 
EPRS
European Parliamentary 
Research Service

 

ESA 
European Space Agency

ESRS
European Sustainability 
Reporting Standards

EU
European Union

EU-CyCLONe 
European Cyber Crisis 
Liaison Organisation 
Network

GDP 
Gross Domestic Product

GDPR 
General Data Protection 
Regulation 
 
GPS
Global Positioning System

GPU 
Graphics Processing Unit

ICT 
Information and 
Communication 
Technologies

IP 
Intellectual Property

 
 

IPCEI 
Important Projects of 
Common European Interest 
 
IPO 
Initial Public Offering

IT 
Information Technology

ITU 
International 
Telecommunication Union

IoT 
Internet of Things

KPI 
Key Performance Indicator

LLM 
Large Language Model

LMS 
Learning Management 
System

ML 
Machine Learning

MQTT 
Message Queuing 
Telemetry Transport

Mt 
Megatonnes 
 
 

LIST OF ABBREVIATIONS
NATO 
North Atlantic Treaty 
Organization 
 
NIS2 
EU Directive on Network 
and Information Security

NPU  
Neural Processing Unit

O-RAN 
Open Radio Access 
Network

OS 
Operating System

OSS 
Open-Source Software

PCI DSS 
Payment Card Industry Data 
Security Standard

PPA 
Power Purchase Agreement

PSD3 
Payment Services 
Directive 3

PUE 
Power Usage Effectiveness

R&D 
Research & Development 
 

RSA 
Rivest-Shamir-Adleman 
 
SME 
Small and Medium-sized 
Enterprise

TWh 
Terrawatt Hours

UNECE 
United Nations Economic 
Commission for Europe

UNITAR 
United Nations Institute for 
Training and Research

UPI 
Unified Payments Interface

US
United States

VLA 
Vision-language-action

WEEE 
Waste Electrical and 
Electronic Equipment 
(Directive)

Abbreviations
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SOCIETAL TRENDS ........................................17

LEGAL TRENDS .............................................24

ECONOMIC TRENDS .....................................31

ENVIRONMENTAL TRENDS ..........................38

TECHNOLOGICAL TRENDS ...........................10

The following chapter lists current trends that have a strong influence on the development and long-term strategic  
orientation of The Future of Digital Sovereignty. In accordance with the Trends Phase methodology, trends and related 
driving forces are structured into five areas: technological trends, societal trends, legal trends, economic trends, and 
environmental trends.

TRENDS
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TECHNOLOGICAL TRENDS
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Leveraging Edge Computing
Harnessing Advanced Robotics
Fostering Interoperability
Enhancing Cybersecurity
Securing Connectivity in the 6G Era

Atomium in Brussels, Belgium



TECHNOLOGICAL TRENDS
Influencing the Future of Digital Sovereignty

Today technology underpins Europe’s most vital infrastruc-
ture, and control over it has become a key source of geopo-
litical power. Nations leading in areas like semiconductors, 
cloud computing, and communication networks hold a sig-
nificant strategic advantage in global competition. Europe 
remains reliant on foreign providers for its digital backbone, 
creating strategic vulnerabilities [1]. Digital sovereignty em-
powered by technological advancements is not a one-time 
achievement but a continuous process of building capabili-
ties layer by layer. To preserve its sovereignty, Europe must 
continue to invest sustainably in critical technologies [2]. Over 
two decades, Europe’s share of the global tech, media, and 
telecom market capitalization fell from 30% to 7%, represent-
ing an 8T EUR missed opportunity [3]. Europe also lags be-
hind the United States (US) and China in eight of ten critical 
technologies, including artificial intelligence (AI), platforms, 
chips, and advanced computing [4]. Yet the building blocks 
for improvement exist: world-class research, a growing deep-
tech ecosystem, and a tradition of industrial excellence. The 
share of European investment in deep tech has risen from 
10% to 19% of global funding within four years, with strong 

momentum in AI, quantum, and robotics [5]. If Europe is able 
to transform these assets into scalable industrial capabilities, 
it will have a rare opportunity to reset its innovation engine 
and establish leadership in the next wave of technologies [6]. 
Five technological trends are particularly decisive for Eu-
rope’s sovereignty. A key pillar is edge computing (EC), 
which brings processing closer to where data is generated, 
enabling real-time AI applications while keeping sensitive 
information under European control [7]. Building on this, ad-
vanced robotics translates digital intelligence into the physi-
cal world, boosting productivity, addressing labor shortages, 
and extending autonomy across industries [8]. For these in-
frastructures to interconnect, interoperability through open 
protocols is essential, allowing data and services to flow free-
ly without dependence on dominant providers [9]. Moreover, 
advanced cybersecurity is necessary to protect critical data 
against evolving threats, including those posed by quantum 
computing [10]. Ultimately, 6G infrastructure will provide the 
future backbone, offering intelligent and secure connectivity 
that integrates people, devices, and industries on a global 
scale [11]. These trends share drivers of innovation, compet-

itiveness, energy efficiency, and resilience, yet remain con-
strained by structural gaps. Europe leads in regulation and 
research but struggles to scale industrially. Dependencies 
on chips, batteries, and proprietary platforms persist across 
domains [12, 13]. Closing this “sovereignty gap” will re-
quire coordinated public-private investments, secure supply 
chains, and pan-European collaboration to ensure initiatives 
like Hexa-X, EuroQCI, or the Digital Decade Policy Program 
translate into lasting technological capabilities [1, 14, 15]. 
Looking forward, the trajectory of technological sovereignty 
will be determined by Europe’s ability to build and integrate 
these technologies into resilient ecosystems. If Europe can 
effectively scale EC, robotics, interoperability, cybersecurity, 
and 6G, it can move from being primarily a regulator and 
consumer to a builder of sovereign digital infrastructures. 
Failure to do so risks deeper dependencies at a time of grow-
ing geopolitical and economic uncertainty.

Gjergj Kukaj

Anjella Klaiber

Danit Niwattananan

Andriani Nikolaou

Joseph Gawlik

Nikolas Keller

Technological Trends
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LEVERAGING 
EDGE 
COMPUTING
Transforming the Internet of Things 
Through European Edge Nodes 
EC is a distributed computing paradigm that moves compu-
tation closer to the data source, thereby reducing the need 
for large data transfers to centralized cloud servers [7]. Edge 
nodes, which are computing devices located near the data 
generation, enable this shift. They range from small Internet 
of Things (IoT) sensors and gateways to local servers capable 
of on-site analysis. This is crucial for maintaining the local 
control of sensitive data in industries such as healthcare, 
mobility, or defense. Processing data locally also reduces 
latency. EC combined with AI inference makes it possible for 
autonomous systems, for example, defense drones, robotics, 
and smart grids, to operate reliably without constant cloud 
connection. These systems cannot rely on distant cloud 
servers, as they require instant decisions for safety and reli-
ability [7]. Building on this, IoT and robotics are the primary 
beneficiaries, since they generate vast amounts of data and 
demand both fast processing and secure handling. Recog-
nizing this potential, the European Commission is investing 
heavily in EC and IoT, viewing them as central to the digitiza-
tion of the economy [16].

Facts
	■ Edge AI enhances technologies in autonomous vehicles, 

healthcare, IoT, drones, and security systems [17]. 
	■ In 2024, 70.9% of EU citizens used IoT devices, indicating 

strong adoption potential, especially in consumer IoT [18].
	■ Integrating EC into hybrid cloud-edge architectures can 

cut energy use by 19–28% compared to centralized setups 
and can help to offset the growing energy demands of 
digital infrastructure [19].

	■ Strategic European initiatives, such as 8ra, are pursuing a 
digital infrastructure that relies on multiple providers and 
edge nodes designed to counteract the dependency on 
American hyperscalers by building a hybrid cloud [20].

Key Drivers
	■ EC is projected to grow from 564.6B USD in 2025 to over 

5T USD by 2034 with a Compound Annual Growth Rate 
(CAGR) of 28%. Industrial IoT, which accounts for over 33% 
of market revenue, is a major driver of this growth [21].

	■ The EU has committed to deploying 10,000 climate- 
neutral, highly secure edge nodes by 2030 under the 
Digital Decade Policy Programme [22].

	■ Open IoT standards such as Message Queuing Telemetry 
Transport (MQTT) and European open-source frame-
works like FIWARE make IoT easier by reducing integra-
tion complexity and by supporting deployments that are 
secure, scalable, and adaptable [23].

Challenges
	■ Non-European computing services and AI models domi-

nate the European market [1]. Achieving independence 
throughout the value chain of edge AI, requires either 
relying on less advanced open-source models or investing 
heavily in proprietary models [24].

	■ Edge devices have limited computing power and strict 
low-latency requirements. Current cloud orchestration 
frameworks, such as Kubernetes, were designed for 
centralized data centers and do not meet the criteria 
for efficient task scheduling, workload distribution, and 
resource management in highly distributed edge environ-
ments [25].

Impact on European Digital Sovereignty
The European Commission acknowledges that ensuring 
Europe’s digital autonomy in information and communication 
technologies (ICT) requires strong computing capacity [16]. 
Many data-intensive applications, including Extended Reality 
and Digital Twins, rely on EC and benefit from local control 
over sensitive industrial and consumer data [7]. Looking 
ahead, many technological trends, including AI-powered 
robotics and drones, will depend on the capabilities of edge 
infrastructure. As EC matures, it will become an essential 
pillar of Europe’s digital sovereignty, transforming entire 
industries by enabling more intelligent factories, autono-
mous mobility systems, and a more digital society.

Technological Trends
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HARNESSING 
ADVANCED 
ROBOTICS 
Driving Productivity with AI-Powered 
Robots for Novel Applications
The integration of AI and robotics is reshaping economies. 
Advanced robotics combines AI and Machine Learning (ML) 
methods such as computer vision, reinforcement learning, 
and large language models (LLMs) with robotic systems to 
perform tasks with greater precision, adaptability, and au-
tonomy compared to traditional robots [26]. The global op-
erational stock of industrial robots has been growing at an 
average annual rate of 12%. In 2023, Europe held a share of 
~18%, ranking second after China [8]. With this intelligence, 
robotic applications are rapidly expanding beyond manu-
facturing [26]. Robots boost productivity and create safer 
workplaces by collaborating seamlessly with humans through 
advanced sensing and safety features [27]. Autonomous mo-
bile robots operate independently in dynamic environments, 
optimizing logistics and material handling with minimal over-
sight. Furthermore, humanoid robots, equipped with sensors 
and cognitive abilities, can converse and assist with daily, re-
petitive tasks [28].

Facts
	■ Robots are becoming smarter and are increasingly used 

outside traditional manufacturing, with usage growing by 
20–35% annually in logistics, hospitality, and agriculture 
[26].

	■ Chinese companies predominantly manufacture the nec-
essary hardware for intelligent robots. In contrast, the pro-
duction of advanced AI chips that enable their capabilities 
is dominated by US companies and Taiwanese manufac-
turers [13].

	■ Neural processing units (NPUs) are experiencing growing 
adoption for running AI predictions in robotic edge devic-
es. They are being integrated more closely into chip pro-
cessors, with the market size projected to grow at a CAGR 
of 18.95% from 2025 to 2033 [29].

Key Drivers
	■ Over the last 30 years, labor costs in the EU have increased 

by 40%, while labor shortages have emerged. At the same 
time, production costs incurred by robots have declined 
by 20%, making the technology more accessible and eco-
nomically viable [30]. 

	■ AI and ML methods enable robots to perceive environ-
ments more effectively, perform smarter adaptive tasks, 
and facilitate more natural human-robot interaction [31].

	■ NPUs excel in specific neural network tasks while providing 
lower latency and power consumption. This is a critical ad-
vantage for robotics, where decisions must be made in real 
time and devices often run on battery power [32].

Challenges
	■ There is insufficient data to train foundational models to 

perform complex tasks and perform reliably on novel situa-
tions [26]. While this is partially addressed by supplement-
ing synthetic simulation data, the transfer to the real world 
remains challenging [33].

	■ The complete automation of robots as AI agents using 
visual-language-action (VLA) models remains unreliable 
compared to logic-based programming, which prevents 
them from being deployed safely in unpredictable re-
al-world situations [34].

	■ Mobile robotic platforms face hardware limitations, which 
limit their operation duration or ability to perform more 
complex computations for complicated tasks [35, 36].

Impact on European Digital Sovereignty
The adoption of advanced robotics is central to Europe’s 
industrial competitiveness and labor shortage problem. 
Still, the continent’s reliance on non-European suppliers for 
critical hardware and proprietary data generation software 
creates strategic vulnerabilities. This reliance risks limiting 
Europe’s autonomy in scaling advanced robotics across in-
dustries. Strengthening domestic production capabilities and 
fostering innovation and collaboration in the components 
mentioned, including key technologies such as NPUs, will 
therefore be crucial to ensuring that Europe not only benefits 
from robotics-driven productivity gains but also preserves its 
technological sovereignty in an increasingly volatile global 
economy.

Technological Trends
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FOSTERING 
INTER-
OPERABILITY
Creating a Sovereign Digital Ecosystem 
Through Software Interoperability
The European Union is striving to strengthen digital 
interoperability by leveraging open–source solutions to 
dismantle proprietary silos, which create closed ecosystems 
that trap user data and limit competition [37]. While 
interoperability can be fostered through closed-source 
methods, such exclusive approaches allow only limited 
connections and often maintain dependence on a single 
vendor’s infrastructure. By contrast, open protocols and 
open-source reference implementations allow any provider 
to adopt and extend the standard, creating a level playing 
field where users can switch providers without losing access 
to their data or functionality. This lowers switching costs, 
prevents market lock-in, and encourages competition based 
on service quality rather than ecosystem control [37]. The EU’s 
focus on interoperability is therefore not merely technical but 
strategic: it is a deliberate response to the market dominance 
of large technology companies, designed to redistribute 
power, stimulate innovation, and make the European digital 
ecosystem more resilient [37].

Facts
	■ Companies estimate their software costs would be 3.5 

times higher without open-source alternatives [38].
	■ The global open-source software (OSS) market, a key 

driver of interoperability, was estimated at 25.03B USD 
in 2022 and is projected to reach 83.87B USD by 2030, 
growing at a CAGR of 16.9% through 2030 [39].

	■ The global Application Programming Interface (API) 
management market is projected to grow from 8.86B 
USD in 2025 to 19.28B USD by 2030, at a CAGR of 16.8%, 
reflecting the shift in enterprise solutions [40].

	■ Public investment in open-source infrastructure is rising. 
Germany established a Sovereign Tech Fund in 2022 with 
a budget of 17M EUR to support critical open-source 
projects [41].

Key Drivers
	■ The success of open solutions is demonstrated 

internationally by initiatives such as India’s Unified 
Payments Interface (UPI), which utilizes an open protocol 
to facilitate instant, direct bank-to-bank payments across 
various applications [42].

	■ Cost savings and simplified service integration are driving 
industrial adoption of OSS, with OSS constituting 70–80% 
of any given piece of modern software [43].

	■ Institutional support for OSS is growing in Europe. The 
European Data Protection Supervisor has launched pilot 
projects using decentralized alternatives to centralized 
platforms, such as Mastodon and PeerTube, to enable 
users to freely move their data and identity [44].

Challenges
	■ Established platforms benefit from strong network effects, 

which make it difficult for new interoperable alternatives 
to gain traction. The scale of this is clearly reflected in 
the user numbers, as e.g., Mastodon has about 255,000 
monthly active users, while Instagram has over 2B [45, 46].

	■ Organizations resist sharing their data openly due to 
concerns about power and control, fearing a loss of 
strategic advantage. This resistance reinforces data lock-
in and slows the adoption of interoperable solutions [47].

	■ Content moderation and data security are difficult to 
implement consistently across interoperable networks. 
Addressing these issues requires new governance and 
funding models [48].

Impact on European Digital Sovereignty
Interoperability enabled by open solutions strengthens the 
EU’s digital sovereignty by lowering entry barriers, fostering 
innovation among European companies, and reducing the 
market power of dominant technology platforms [9, 47]. It 
provides users with greater control by enabling seamless 
data portability between services, preventing vendor lock-in, 
and upholding the principles of the General Data Protection 
Regulation (GDPR) [37]. Europe will only achieve true digital 
sovereignty if it actively develops the capabilities, platforms, 
and infrastructures that are enabled by open protocols and 
interoperability [2].

Technological Trends
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ENHANCING 
CYBER-
SECURITY
Ensuring Long-Term Data Resilience 
Through Post-Quantum Security
As quantum computing advances, many of today’s widely 
used cryptographic methods will eventually become obso-
lete. This development poses a risk, particularly in sectors 
that handle sensitive data, such as finance, defense, and 
healthcare. In 2023, the latter experienced a significant  
increase in Distributed Denial-of-Service (DDoS) attacks, 
which attempt to overwhelm networks with high traffic, 
resulting in nearly 100 attacks per day [49]. To counter this, 
Europe is investing heavily in long-term cyber resilience. The 
EuroQCI project aims to establish a quantum-secure com-
munication network across all EU member states by 2027, 
utilizing fiber cables and satellites to distribute encryption 
keys, thereby enhancing security. [15]. Meanwhile, organiza-
tions are preparing to adopt post-quantum standards [10], 
with policymakers stressing the need for agility in cyberse-
curity, ensuring that systems can transition smoothly as new 
protections emerge [10, 50]. To ensure Europe’s data remains 
secure in the long term, it is crucial to begin developing and 
implementing post-quantum technologies today [10].

Facts
	■ The European post-quantum cryptography market was 

valued at 162.8M USD in 2024 and is expected to grow 
annually by 42.16%, reaching 5.5B USD by 2034 [51].

	■ Global cyberattacks increased by 21% year-over-year from 
2024 to 2025 [52].

	■ The healthcare sector experienced a surge in attacks in 
2023, with nearly 100 attacks per day, exposing it as one 
of the most vulnerable sectors [49].

	■ Quantum computers could potentially break standard en-
cryption methods, such as Rivest-Shamir-Adleman (RSA) 
and Elliptic Curve Cryptography (ECC), which rely on 
mathematical complexity for secure key exchange [53].

Key Drivers
	■ The Network and Information Security Directive (NIS) 1 

and 2 are EU-wide regulations designed to strengthen 
cybersecurity across critical sectors and set baseline 
security requirements for operators of essential and digital 
services [54].

	■ Europe has the capabilities to develop new quantum tech-
nologies, exemplified by Anton Zeilinger. The Austrian 
physicist won the 2022 Nobel Prize for pioneering work 
in quantum entanglement, which has inspired research in 
quantum communication [55, 56].

	■ Policymakers emphasize the need for systems to transi-
tion seamlessly to post-quantum security. All EU member 
states are expected to begin this shift by the end of 2026 
[50].

Challenges
	■ In 2022, the EU faced a shortage of 260,000–500,000 

cybersecurity professionals, out of an estimated need of 
~883,000, significantly hindering the deployment of ad-
vanced technologies [57].

	■ As of July 2025, only 14 out of 27 EU member states had 
incorporated the NIS2 directive into national law [58].

	■ Integrating advanced solutions into legacy infrastructure 
is costly and technically challenging. Industrial systems of-
ten cannot adapt to post-quantum models without major 
redesign [59].

	■ Europe’s diverse vendor landscape and evolving certifica-
tion schemes create integration and compliance burdens, 
slowing adoption [60].

Impact European Digital Sovereignty
The rise of quantum computing and the shift toward 
post-quantum cryptography have significant implications 
for Europe’s digital sovereignty. Reliance on traditional 
cryptographic standards could expose sensitive data 
to external control or compromise its integrity. Europe 
can maintain control over its critical data flows and 
communications by deploying modern quantum-secure 
infrastructure and adopting post-quantum algorithms. 
Furthermore, strengthening crypto-agility ensures that 
Europe can rapidly adapt to emerging threats without relying 
on external actors, thereby safeguarding its long-term 
strategic autonomy in finance, healthcare, defense, and other 
critical sectors.
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SECURING 
CONNECTIVITY 
IN THE 6G ERA
Advancing Europe’s Path to Resilient 
Networks Through 6G
Positioned as the next standard for global communication, 
6G is designed to integrate mobile and satellite-based in-
ternet networks into a unified, intelligent infrastructure. 
Within 6G, devices will seamlessly switch to the best avail-
able connection, extending reliable coverage to previously 
uncovered areas. This “network of networks” enables re-
al-time coordination of billions of endpoints [11]. Future 
applications include autonomous cars exchanging updates 
within milliseconds to avoid collisions or thousands of sen-
sors reporting continuously [61]. This growing data exchange 
makes high-throughput data transmission and thus new fre-
quency bands essential [62]. For this to work, EC nodes will 
enable local AI to manage the network with near-zero latency 
[12]. The strategic importance of 6G lies in determining who 
sets the global standards and holds the key patents, as this 
will shape the technologies adopted worldwide and dictate 
where value and influence accrue. Europe’s experience with 
Huawei during the 5G rollout illustrates the risks: while Hua-
wei offered cost-effective and advanced equipment, its dom-
inant role triggered widespread security concerns, leading 
several countries to restrict or phase out its gear from critical 
networks. The rollout of 6G, therefore, is a critical chance to 
make our critical infrastructure more sovereign and reduce 
dependencies [61, 62].

Facts
	■ The first commercial 6G networks are expected to be avail-

able around the early 2030s [63].
	■ Europe has committed at least 1.8B EUR to 6G research, 

with member countries developing local programs that 
contribute to the broader European agenda [64, 65].

	■ There is intense global competition, with China filing 
40.3% of 6G patents, the US 35.2%, and Europe account-
ing for only 8.9% [66].

	■ The EU flagship programs Hexa-X and Hexa-X-II, led by 
Nokia and Ericsson with over 40 partners, are researching 
and developing the first 6G concepts to secure the Euro-
pean influence in global standard-setting [11, 67].

Key Drivers
	■ The need for strategic autonomy pushes Europe to invest 

in 6G, as the control over standard-setting not only defines 
the global technological landscape but also determines 
who collects royalties [62, 68].

	■ The rise of digital media, Industry 4.0, and real-time AI is 
driving latency and throughput demands that far exceed 
the abilities of 5G [61, 62].

	■ Rising cyber and military threats make secure, resilient net-
works indispensable, since future hospitals, energy grids, 
and armed forces will depend on uninterrupted and tam-
per-proof connectivity [11, 69].

Challenges
	■ Europe depends on highly specialized chips, rare earths, 

and patented processes from abroad, creating supply 
chain and licensing vulnerabilities for the 6G infrastructure 
[12].

	■ Current hardware cannot efficiently process the extreme 
6G bandwidths. Handling vastly larger data volumes re-
quires new chip architectures, faster converters, and en-
ergy-efficient processors. Without these breakthroughs, 
power consumption will rise to unsustainable levels [70].

	■ The high frequencies used in 6G have very short ranges 
and are easily blocked by obstacles. Overcoming this re-
quires new hardware, such as advanced antenna technol-
ogies [70].

Impact on European Digital Sovereignty
6G will be decisive for Europe’s sovereignty as it deter-
mines who owns the licensing of future communication. By 
shaping standards and securing patents, Europe can avoid 
dependence on foreign technologies that dictate costs, 
technical frameworks, and security protocols. Without se-
cure, always-available networks, Europe risks disruptions to 
vital services, making robust, tamper-resistant connectivity a 
cornerstone of sovereignty. Therefore, building knowledge 
through European-led programs like Hexa-X is essential to 
ensure that future digital infrastructures reflect European pri-
orities of trust, security, and autonomy.
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Rising Demand for European Digital Tech
Intensifying Tech Talent War
Widening Digital Literacy Gap
Building European Big Tech Alternatives
Reconciling Europe’s Paradox of Identity

SOCIETAL TRENDS
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY
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SOCIETAL TRENDS
Influencing the Future of Digital Sovereignty

Digital sovereignty is usually described in terms of policies, 
technologies, and regulations designed to limit dependence 
on foreign providers. However, focusing only on these struc-
tural aspects overlooks a deeper reality: sovereignty in the 
digital age is ultimately shaped within society itself. It unfolds 
through three interconnected dimensions: consumer choices, 
innovation capacity, and collective identity. These dimensions 
determine whether citizens, firms, and institutions can create, 
adopt, and sustain European digital alternatives. Without 
societal demand, practical skills, and shared legitimacy, any 
measures will have limited impact and remain largely sym-
bolic.
Consumer choices shape the market for European digital 
products, as Europeans increasingly value privacy, fairness, 
and transparency over raw functionality, driving demand for 
trusted alternatives [71]. Yet adoption is constrained by price 
sensitivity and entrenched vendor lock-in, while foreign pro-
viders often adapt to local rules without ceding control [72, 
73]. European values may guide consumer preferences, but 
economic and structural barriers frequently prevent them 
from translating into substantial market share or lasting com-

petitive advantage for European alternatives.
Moreover, innovation capacity determines whether Europe 
can convert demand into supply. Digital technologies evolve 
faster than people’s ability to use them, producing gaps in 
basic digital literacy and advanced Information and Com-
munication Technology (ICT) skills [74, 75]. Europe trains 
world-class AI specialists at competitive per-capita rates, 
yet many leave for more lucrative positions abroad [76, 77]. 
These shortfalls, ranging from insufficient baseline skills to 
persistent “brain drain,” both blunt consumer agency and 
limit the region’s capacity to design, scale, and secure home-
grown technologies. Without closing both gaps, European 
supply cannot reliably meet European demand [78].
Ultimately, collective identity shapes both consumption and 
political will. Although trust in EU institutions is rising and a 
sense of European identity is strengthening, national attach-
ments remain stronger for most citizens [79, 80, 81]. Many 
people adopt hybrid positions, combining national pride with 
support for European cooperation, and leaders often reflect 
this duality. That ambivalence can mobilize broad coalitions 
for shared projects, but it also creates openings for Euro-

sceptic narratives that undermine long-term commitment to 
collective solutions [82]. Political legitimacy, therefore, de-
termines whether social preferences translate into sustained 
public policy and private investment.
These dimensions are tightly interlinked and mutually rein-
forcing. Consumer choices generate demand signals. Inno-
vation capacities determine whether those signals result in 
usable, secure products. Collective identity underpins the 
social consent required for coordinated public action and 
investment. Left unaddressed, the combination of price 
sensitivity, skills shortfalls, and contested identities risks a 
counterproductive equilibrium: Europe trains talent that 
benefits foreign competitors, regulates systems it does not 
control, and struggles to align consumer preferences with 
durable political and industrial strategies. Achieving digital 
sovereignty, therefore, requires integrated approaches that 
strengthen market conditions, upskill populations, and build 
political consensus so societal demand can be converted into 
resilient European alternatives [71, 80, 83].
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RISING 
DEMAND FOR
EUROPEAN 
DIGITAL TECH 
Choosing European Digital Platforms for 
Trusted Solutions
Europeans’ decision criteria for digital products are increas-
ingly shifting from pure functionality toward trust, transpar-
ency, and alignment with core European values such as pri-
vacy, fairness, and democracy [71]. Moreover, rising concerns 
about data privacy, repeated cybersecurity incidents, and 
discontent with the dominance of US and Chinese platforms 
are accelerating the search for homegrown alternatives [72]. 
Consequently, European providers that embed European 
values into their services, such as ProtonMail and Ecosia, are 
gaining traction [84, 85]. This growth, fueled by European 
demand, is evident in both consumer and enterprise markets 
as executives increasingly view digital sovereignty as a stra-
tegic necessity to reduce reliance on foreign infrastructure 
and mitigate the pricing power of non-European suppliers 
[86]. Additionally, grassroots initiatives such as the Reddit 
community “r/BuyFromEU” and apps like “GoEuropean” 
raise awareness of product origins and connect consumers 
directly with European alternatives [87, 88]. This suggests 
that momentum is driven not only by regulatory or corporate 
forces, but also by cultural influences and bottom-up con-
sumer choices.

Facts
 ■ Europeans show a strong willingness to replace US prod-

ucts with a median substitution score of 80 out of 100 [72].
 ■ European digital platforms, such as ProtonMail and Ecosia, 

have reported strong growth, with the latter increasing by 
19% from 2024 to 2025 [84, 85].

 ■ Alongside initiatives like Deutsche Telekom’s “Open Tele-
kom Cloud,” the launch of Microsoft’s EU sovereign cloud 
shows that non-European providers are also adapting [89].

 ■ Hybrid cloud adoption is accelerating, as 66% of European 
firms now consider the combination of on-premise com-
pute and public cloud services essential for business suc-
cess. Adoption rates are expected to double by 2026 [90].

Key Drivers
 ■ Repeated misconduct by Big Tech and cyberattacks are 

boosting demand for sovereign, secure technology. 82% 
of Europeans support clear rules for digital technologies, 
and 84% say AI must be carefully managed to protect pri-
vacy and ensure transparency [91].

 ■ Control over proprietary data is emerging as a decisive 
competitive advantage, empowering companies to reduce 
dependence on external providers and strengthen their 
market position [92].

 ■ Executives are increasingly alert about vendor lock-in, a 
concern reinforced by recent price hikes from major tech 
providers, such as Microsoft’s 5–25% increase in subscrip-
tion costs [56].

Challenges
 ■ Price sensitivity limits mass adoption at both the company 

and consumer levels. While many low-income households 
support the idea of “Made in Europe,” they are often 
hesitant to pay a premium for it. On the business side, 
companies require economically competitive alternatives. 
However, Europe-based providers often lack the scale and 
cost efficiency of their US competitors [72].

 ■ Vendor lock-in, caused by multi-year cloud contracts, 
deeply integrated infrastructure, and high switching costs, 
limits the flexibility of European firms. This makes it diffi-
cult for them to move away from US hyperscalers, which 
hold 70% of the European cloud market [56, 73].

Impact on European Digital Sovereignty
The rising demand for trusted European digital products 
strengthens Europe’s ability to regain control of its digi-
tal infrastructure. Although progress is hindered by vendor 
lock-in and a lack of competitive European alternatives, 
each shift away from US or Chinese platforms reduces their 
pricing power and data dominance. These shifts show that 
sovereignty is not only a regulatory ambition but a market 
reality driven by bottom-up demand. By embedding privacy, 
fairness, and transparency into everyday services, European 
companies can turn digital sovereignty into a competitive 
advantage rooted in cultural alignment and consumer trust.
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INTENSIFYING 
TECH TALENT 
WAR 
Competing for Global AI Talent as a 
Strategic Asset
In today’s digital economy, demand for software engineers, 
data scientists, and AI specialists is growing faster than ever, 
as companies increasingly rely on technology to compete. 
These ICT specialists form the backbone of Europe’s digital 
transition [78]. Within the ICT sector, AI talent has emerged 
as the most contested segment, driven by rapid techno-
logical advances and its strategic importance for economic 
competitiveness. While Europe produces a high number of 
AI specialists, it faces challenges in retaining them, as many 
are drawn to more lucrative opportunities in countries such 
as the US or China [83]. In response to the strong pull of for-
eign firms, the EU is expanding investments and initiatives 
such as easing immigration rules for skilled workers, foster-
ing local expertise, and leveraging strengths in research and 
regulation [93, 94]. However, without significantly greater 
scale, these efforts risk being eclipsed by the financial capital 
and recruitment capacity of US and Chinese tech giants [77].        
Simultaneously, political shifts and targeted initiatives, along 
with the AI-driven automation of junior roles, are intensifying 
competition for senior talent [83].

Facts
 ■ AI specialists are in high demand, with 75% of employers 

in the EU reporting shortages in 2023 [95].
 ■ Europe trains AI talent at globally competitive levels, 30% 

more experts per capita than the US and nearly three times 
that of China, yet many leave for jobs abroad [76, 83].

 ■ Differences in pay highlight the challenge as senior AI     
scientists in Europe earn far less than their US counter-
parts, with, for example, Meta senior scientists in the US 
making up to 20M USD and OpenAI researchers receiving 
signing bonuses of 100M USD [77, 96].

 ■ Following recent funding cuts in the US, 75% of research-
ers consider relocating to Europe or Canada, creating a 

unique opportunity that Europe tries to capture with initia-
tives such as “Choose Europe” [94, 97].

Key Drivers
 ■ Despite declining software engineer salaries, specialized 

skills in AI, cloud computing, and cybersecurity remain in 
high demand, creating selective talent shortages [83].

 ■ Beyond pay, factors such as strong universities, English-lan-
guage proficiency, and vibrant tech ecosystems shape a 
region’s attractiveness to AI talent [83].

 ■ US tech companies influence AI education and talent de-
velopment by offering free learning resources, which both 
widen training gaps across regions and help them attract 
the world’s top professionals [98, 99].

Challenges
 ■ Attracting global talent is constrained by fragmented reg-

ulations, complex visa procedures, and non-English-speak-
ing workplaces, which limit Europe’s pull compared to 
larger English-speaking ecosystems [83].

 ■ Retaining top specialists is equally difficult, as higher sal-
aries, resources, and prestige abroad continue to draw 
them away. Highly skilled professionals also gravitate to-
ward established clusters of excellence, reinforcing the 
dominance of US hubs and creating a self-perpetuating 
cycle that weakens Europe’s ability to scale its own eco-
systems [83, 100].

Impact on European Digital Sovereignty
When Europe not only trains but also successfully attracts 
and retains tech talent, it builds a more resilient and self-sus-
taining digital ecosystem, constituting a key pillar of digital 
sovereignty. Without a skilled workforce, innovation stag-
nates and Europe risks ceding control over the design, de-
ployment, and governance of critical technologies such as 
AI, thereby becoming dependent on foreign solutions. In 
this context, skilled talent is the foundation for developing 
competitive Europe-based digital alternatives with compa-
rable or superior capabilities. Securing digital sovereignty, 
therefore, hinges on Europe’s ability to attract, retain, and 
effectively deploy this expertise.
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WIDENING 
DIGITAL 
LITERACY GAP
Bridging Knowledge Gaps as Technological 
Progress Outpaces Learning
Digital technologies are evolving faster than people’s abili-
ty to use them effectively, leading to a digital skills shortfall 
[74]. Among European countries, Germany’s digital literacy 
is below average with most other countries lagging behind 
their goals [101]. International assessments show that many 
students remain stuck at basic proficiency levels, while older 
generations face uneven access to upskilling opportunities, 
depending on factors such as region, occupation, and socio-
economic background [102]. Even Generations Z and Alpha, 
despite high technology adoption rates, often lack advanced 
technical skills going beyond mere consumption [103]. 
However, these skills are essential both to drive innovation 
for competitive European alternatives and to implement 
cybersecurity measures needed to protect Europe’s infra-
structure from foreign interference. Without a strong founda-
tion ranging from coding to advanced AI expertise, Europe 
risks dependence on external technologies and talent [78]. 
Closing this knowledge gap requires coordinated efforts 
from schools, employers, and governments to build a work-
force capable of meeting the demands of digital sovereignty.

Facts
 ■ In the US, close to 60% of adults struggle with basic digital 

tasks, while EU performance varies widely: Nordic coun-
tries like Finland outperform the US, but several EU states 
show declining skills [101, 104].

 ■ Finland has treated digital literacy as a “civic competence” 
since the 1970s by embedding it in school curricula. This 
long-term commitment has positioned the country as sec-
ond in the EU, with 82% of the population having at least 
basic digital skills [75].

 ■ Digital skills are increasingly essential for employment, 
with 90% of jobs now requiring at least basic digital com-
petencies [105].

Key Drivers
 ■ Digital skills in the EU are strongly tied to education. 80% 

of people with higher education have at least basic skills, 
compared with 34% among those with low or no formal 
education. A lack of trained staff and rapid innovation, 
making lower education curricula difficult to standardize, 
drive this dynamic further [75, 78].

 ■ The value of digital skills lies in their application, yet wide-
spread risk aversion and fear of failure often hinder the 
adoption of new technologies, thus diminishing the true 
impact of digital literacy [104].

 ■ Digital skills now shape who gets hired, how much they 
earn, and whether they can get promoted [105].

Challenges
 ■ Weak information literacy and critical thinking increase 

vulnerability to manipulative content, and AI tools amplify 
these risks. Protecting minors is especially difficult given 
their high digital adoption. The Digital Services Acts’ (DSA) 
age verification guidelines face criticism for restricting 
access without addressing the root causes of online harm 
[106, 107].

 ■ Digital-by-default public services and AI-enabled work-
places steadily raise the minimum skill level needed to par-
ticipate in the economy and society, increasing the risk of 
exclusion for those who cannot keep up [104].

Impact on European Digital Sovereignty
A digitally low-skilled population is more vulnerable to disin-
formation, technological lock-in, and dependence on foreign 
providers, directly constraining Europe’s strategic autonomy. 
When citizens lack the ability to verify information, manage 
data, or use AI responsibly, power shifts to external platforms 
and vendors. Low literacy levels reduce public skepticism to-
ward non-sovereign solutions, thereby undermining Europe’s 
capacity to protect its infrastructure and values. By contrast, 
raising baseline skills enables informed choices, strengthens 
democratic resilience, and ensures that investments in data 
governance, cybersecurity, and AI can translate into genuine 
digital sovereignty.
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BUILDING 
EUROPEAN 
BIG TECH 
ALTERNATIVES
Pushing European Solutions Amid US 
Dominance
Europe’s digital sovereignty is at a crossroads. Critical 
infrastructure and innovation are dominated by US and 
Chinese platforms (e.g., Amazon and Microsoft), leaving 
European businesses heavily dependent on foreign providers 
[108]. This reliance limits the EU’s ability to enforce its own 
rules [109]. It exposes it to extraterritorial reach and risks 
reducing sovereignty to regulatory theater: Europe can 
pass laws, but cannot enforce them when foreign providers 
control the infrastructure. At the same time, trust in Big 
Tech is eroding due to the proximity of tech leaders to the 
current US president, Donald Trump. Examples include 
them taking front-row seats at his inauguration ceremony 
and Microsoft disabling the International Criminal Court’s 
Office 365 account in the Netherlands after Trump imposed 
sanctions on its prosecutor [110, 111]. Biased algorithms, 
repeated privacy and antitrust breaches, and lobbying power 
in Brussels fuel perceptions that profit consistently outweighs 
democratic values [112]. While regulations like GDPR and 
the AI Act set global benchmarks, they remain insufficient 
without European control over the underlying tech stack.

Facts
 ■ Due to the US’s dominance in Europe’s tech stack (with 

a market share of more than 80% in European cloud and 
40 out of 58 major AI models in 2024), three in four Euro-
pean businesses would not survive without US tech [73, 
113, 114].

 ■ Public trust in Big Tech is declining, yet usage continues to 
rise, deepening individual dependence [115].

 ■ Nearly half of citizens call for stricter EU tech regulation, 
while US Big Tech has boosted EU lobbying from 96M EUR 

(2021) to 113M EUR (2023), now occupying four of the top 
six lobbying spots [116, 117].

Key Drivers
 ■ Skepticism toward Big Tech is growing, fueled by algo-

rithms that reinforce social biases, such as Meta’s job-ad 
algorithm, which has been shown to exhibit gender bias 
[118].

 ■ Political tensions over US policies, such as technological 
“kill switches” (i.e., mechanisms to remotely shut down 
systems), undermine the reliability of digital infrastructure 
[111, 119]. 

 ■ Diverging transatlantic approaches to AI governance     
create first-mover advantages for European companies 
that can scale privacy-by-design and explainable AI tech-
nologies to global markets [120].  

Challenges
 ■ The AI race favors compute-rich ecosystems outside       

Europe, with US and Chinese firms dominating cloud, GPU 
infrastructure, and AI-optimized platforms, creating econ-
omies of scale and high entry barriers [113, 114].

 ■ European firms struggle to access the large-scale datasets 
required for competitive AI while complying with privacy 
and copyright laws [121].

 ■ Fines for Big Tech misconduct, including 700M EUR against 
Apple and Meta in 2025 and 3B EUR against Google in 
2025, have had a limited impact on behavior and failed to 
deter violations [122, 123, 124, 125].

Impact on European Digital Sovereignty
As US Big Tech firms cultivate ties to the Trump administra-
tion, fears of potential “kill switches” in American technology 
resurface. This fuels growing mistrust in US platforms, even 
as Europe remains deeply dependent on them for critical in-
frastructure. Without homegrown AI and cloud ecosystems, 
European sovereignty risks becoming performative. Genuine 
digital autonomy requires more than regulating foreign pro-
viders. It demands building infrastructure on European soil 
that embodies European values. By investing in trusted alter-
natives, Europe can safeguard its cultural identity, bolster its 
resilience, and shift from being a consumer and “referee” to 
a technology provider. Only then will businesses and citizens 
have a genuine choice between US and Chinese Big Tech and 
competitive European solutions.
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RECONCILING 
EUROPE’S 
PARADOX OF 
IDENTITY 
Navigating a European Collective Identity 
Despite Rising Nationalistic Votes
Europe faces a striking duality in public opinion: while na-
tionalism gains support, European identity is also rising. On 
the one hand, parts of Europe’s population struggle with 
immigration and economic insecurity [126]. These anxieties 
fuel support for populist and Eurosceptic movements, em-
bedding nationalism and anti-elitism within certain societal 
groups [127]. On the other hand, public support for EU mem-
bership has reached record highs, with more Europeans iden-
tifying as such [79, 80]. External crises like the war in Ukraine 
have strengthened this collective identity, with many view-
ing the EU as essential for security [81]. Hybrid positions are 
gaining ground where people combine national pride with 
support for deeper EU cooperation [128]. This pattern is vis-
ible in Finland, Italy, Sweden, and Hungary, where nationalist 
parties gain votes while overall support for the EU rises [129]. 
Italy shows this clearest: 88% back stronger EU cohesion yet 
elected a nationalist government whose current leader pairs 
nationalist rhetoric with pragmatic EU collaboration [80, 130].

Facts
 ■ In 2022, 32% of Europeans voted for populist, anti-estab-

lishment parties on the far left and far right, up from 12% 
in the early 1990s [82].

 ■ By 2024, seven EU member states had included far-right 
nationalist parties in their governments [129].

 ■ In 2025, 74% of citizens said EU membership benefits their 
country, and 89% supported greater unity in addressing 
global challenges [80, 131].

 ■ Trust in the EU hit an 18-year peak at 52% in 2025, with 
75% identifying as EU citizens – the highest share in more 
than two decades [79, 80].

Key Drivers
 ■ Public anxieties about immigration, perceived cultural loss, 

and economic insecurity have increased support for popu-
list parties, which capitalize on these fears [132].

 ■ Populist parties exploit social media effectively. For exam-
ple, Germany’s AfD uses TikTok to engage with disaffected 
young voters, surpassing traditional parties in online reach 
[133].

 ■ External shocks, including COVID-19 and the war in 
Ukraine, have strengthened Europeans’ sense of unity [81].

 ■ European integration measures, such as Erasmus, open 
borders, and the euro, have deepened EU identity among 
younger generations by shaping their daily lives and 
cross-border experiences [134, 135].

Challenges
 ■ Far-right and nationalist groups are gaining popularity and 

consolidating around anti-EU rhetoric, which may hinder 
the coordination of EU policies and actions [136].

 ■ Unequal access to European opportunities, such as edu-
cation, travel, and study-abroad programs, creates dispar-
ities in identification with the EU. Feeling excluded, some 
groups become more vulnerable to exploitation by popu-
list parties [137].

 ■ National identity remains dominant across Europe, with 
around 90% of people feeling very close to their nation 
compared with 40–70% expressing strong European iden-
tity [81].

Impact on European Digital Sovereignty
A strong EU identity and trust in EU institutions strengthen 
digital sovereignty, as citizens identifying as European are 
more likely to purchase EU-originated products. They also 
show greater willingness to pay a premium for European 
products over lower-priced foreign alternatives. However, 
nationalism at both societal and political levels can hinder 
these efforts, as Eurosceptic parties may advocate for anti-EU 
policies. The Italian case illustrates Europe’s identity paradox 
evolving into a hybrid political stance, in which citizens com-
bine national pride with strong EU identification. Leaders use 
nationalist rhetoric domestically while advancing projects at 
the EU level. This hybrid approach is likely to spread, shaping 
sovereignty not as a choice between nation and Europe, but 
as their synthesis.
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Pooling European Governance
Steering Data Processing
Boosting EU Digital Policy Efforts
Creating Digital Currency Systems
Reconciling Dual-Use Governance

LEGAL TRENDS
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY
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LEGAL TRENDS
Influencing the Future of Digital Sovereignty

Europe’s digital economy has long thrived on openness and 
global interdependence. It has relied on US cloud platforms 
to host its corporate data [22], Taiwanese factories to produce 
its advanced semiconductors [138], and US payment networks 
to facilitate its online commerce [139]. Yet recent geopolitical 
conflicts, supply chain disruptions, and the weaponization 
of technology have exposed deep vulnerabilities [140]. This 
has shifted the perception of reliance on foreign suppliers 
from an economic concern to a matter of strategic security. 
External laws, such as the US CLOUD Act, can still reach 
into data stored inside Europe, demonstrating that mere 
geographic residency does not guarantee control [141].
These risks are amplified by Europe’s historical fragmentation. 
With 27 national rulebooks and uneven enforcement, the 
continent struggles to respond quickly to cyber incidents, 
coordinate semiconductor supply, or enforce citizen data 
protection against foreign jurisdictions [142, 143, 144]. 
The result is a patchwork of regulations and initiatives that 
leaves Europe slow to react to cross-border crises and poorly 
positioned to build global tech champions.
In response, the EU is reorienting law and regulation from 
defensive safeguards into instruments of strategic power, 
using access to its vast single market as leverage to globalize 

European standards. Instead of letting foreign providers and 
frameworks dictate terms, Europe seeks to define its own 
digital future. Initiatives like the European Digital Decade set 
measurable 2030 targets [145], while regulatory frameworks 
such as the GDPR, DMA, DSA, and the Data Act establish a 
single rulebook for the single market. These measures aim to 
protect citizens, secure infrastructure, and enhance Europe’s 
ability to influence global technology governance.
This pursuit of digital sovereignty is taking shape through five 
concrete legal and governance shifts: pooling crisis response 
and governance across Member States [143, 146], steering 
data flows to protect information from foreign jurisdictions 
[147, 148], accelerating policy efforts to close the gap with 
the US and China [149], building sovereign digital currencies 
and payment systems [150, 151], and reconciling civilian 
and military regulation to unlock dual-use innovation [152]. 
Together, these shifts mark a legal strategy designed not 
just to regulate markets, but to build Europe’s resilience and 
influence in the digital age.
Europe’s ability to translate regulation into operational 
strength will determine whether it can cultivate a competitive, 
trustworthy digital market. Success would allow the EU to 
protect its citizens and values while shaping global norms 

and standards. The EU can set the foundation to catch up 
in key technologies like AI while building on its current head 
start in other areas like post-quantum cybersecurity. Failure, 
by contrast, risks keeping Europe dependent on external 
providers and reactive in a world where technological control 
is increasingly synonymous with strategic power.

Adil Köken

 Tarak Amouri

Jonathan Mäusle

Ammar Idriz

Adrian Stoica 

Legal Trends

25

Tr
en

d
Ex

pl
or

at
io

n
Id

ea
tio

n
Tr

en
d



POOLING 
EUROPEAN 
GOVERNANCE
Advancing Europe’s Shift Toward 
Centralized and One-Rulebook Digital 
Governance
Europe faces pressing digital risks, including cyber incidents, 
semiconductor shortages, and cross-border sabotage. React-
ing to these threats requires the alignment of 27 individual 
member state responses and is no longer tenable. To address 
these risks, the EU is shifting toward pooled governance and 
unified action, enabling rapid, coordinated responses rather 
than isolated national efforts. As part of this shift, the EU es-
tablished central coordination bodies, including the Europe-
an Cybersecurity Competence Centre (ECCC), the European 
Cyber Crisis Liaison Organisation Network (EU-CyCLONe), 
and the European Semiconductor Board, to strengthen re-
search coordination, manage large-scale incident response, 
and align industrial strategy across member states. Addition-
ally, a single rulebook was introduced to replace differing 
national laws. These efforts aim to turn political agreements 
into cross-border action, but their success depends on the 
quick and uniform enforcement by Member States. Collec-
tively, these steps move Europe closer to a future of reduced 
fragmentation and greater coherence in digital policy across 
the single market [143, 146, 153].

Facts
 ■ By February 2025, the EU had imposed 2,394 GDPR fines, 

up 302 from the previous year, with an average fine of 
2.36M EUR since 2018 [154].

 ■ In 2023, 66% of EU firms viewed regulation as an obstacle 
to investment, compared to 21% in the US, underscoring 
the potential for uniform rules and enforcement [142].

 ■ The EU-INC proposes an EU-wide company framework. 
This legal form would sit alongside existing national sys-
tems and provide one standardized option for businesses 
operating across borders, unifying rules for stock options 
and company structures [155, 156].

Key Drivers
 ■ Recent geopolitical shocks, such as pipeline sabotage and 

chip shortages, exposed Europe’s vulnerability and depen-
dence on external suppliers. This increased the need for 
shared monitoring and joint crisis-response capacity [157, 
158].

 ■ Centralized monitoring and shared threat intelligence cre-
ate economies of scale. This EU-wide strategy is designed 
so that each member state strengthens the collective de-
tection coverage and cyber resilience [159]. 

 ■ Companies are calling for unified regulations across the 
European Single Market to minimize the need for multiple 
compliance adjustments when entering different national 
markets [160].

Challenges
 ■ Unequal national enforcement of rules and laws lets com-

panies exploit regulatory gaps. In response, the European 
Data Protection Board (EDPB) is launching new guidelines 
and procedures to align enforcement across the Union 
[161].

 ■ Disagreements over how much control should remain 
with individual countries slow EU decision-making. For in-
stance, the NIS2 directive, designed to elevate cybersecu-
rity standards across the EU, had not been fully adopted 
by nearly half of the member states in mid-2025, delaying 
its uniform adoption [144].

 ■ A single rulebook may oversimplify specialized industries, 
while optional frameworks risk low uptake and limited im-
pact [162].

Impact on European Digital Sovereignty
Pooling governance is about more than streamlining regula-
tions: it fundamentally reshapes Europe’s position within the 
global digital landscape. More consistent law enforcement 
reduces uncertainty for firms and could make the EU a more 
attractive hub for scaling high-tech businesses. Additionally, 
through coordinated crisis response, Europe can significantly 
enhance its infrastructure resilience. At the geopolitical level, 
stronger coordination would strengthen Europe’s influence in 
international standard-setting, enabling it to reduce depen-
dencies on US and Chinese frameworks. Ultimately, the fun-
damental lever lies less in individual regulations and more in 
the EU’s ability to translate pooled governance into concrete 
sovereignty gains [163].
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STEERING 
DATA 
PROCESSING 
Securing Data Flows to Strengthen 
Europe’s Digital Sovereignty
Data steering is the strategic management and control of 
data flows, storage, and processing. It extends beyond stor-
ing data within a jurisdiction and actively directs how and 
where data is moved to comply with regulatory, privacy, and 
security requirements. Technically, it involves routing control 
systems that restrict data to approved locations and secure 
infrastructure, ensuring both legal and operational control. 
European frameworks, such as the AI Act or the Digital Op-
erational Resilience Act (DORA), establish compliance stan-
dards that define data handling practices and compel orga-
nizations to align with sovereignty principles [147, 148]. Data 
steering is essential for Europe to establish itself as a leader 
in the digital space, as other regions increasingly look to Eu-
ropean legislation for legal guidance [164]. Yet this regulatory 
ambition is in stark contrast to the persistent dependency: 
cloud and data infrastructure remain dominated by US and 
Chinese providers, with Europe struggling to develop com-
petitive solutions [165]. Regulation thus aims to protect Eu-
ropean interests on an international stage while incentivizing 
local innovation. This dual approach aims to shift Europe from 
dependence to leadership in global data standards [166].

Facts
 ■ Over 80% of Europe’s digital services and products are 

imported, and 92% of data is stored on US-based cloud 
servers [167].

 ■ The AI Act establishes clear rules for steering data based 
on risk levels for AI systems. It bans use cases such as social 
scoring and requires strict checks for “high-risk” systems in 
areas like hiring and healthcare [168].

 ■ The DORA aims to create room for multiple cloud 
providers, ensuring that no single vendor becomes too 
dominant, thereby risking systemic failure [148].

 ■ Responding to European concerns, major US cloud 

providers like Microsoft and AWS begin to offer sovereign 
cloud solutions to provide more control and data residency 
within Europe [169].

Key Drivers
 ■ As data becomes a geopolitical and economic asset, the 

EU’s profound dependency on foreign infrastructure, 
where 92% of its data resides on US servers, has made 
data steering a strategic necessity [167, 170].

 ■ Due to jurisdictional overreach, physical data storage 
in Europe does not guarantee legal protection. Under 
laws like the US CLOUD Act, US authorities can demand 
access to data held by US companies, even from servers 
within the EU, as demonstrated in legal disputes involving 
major US cloud providers [141]. This nullifies the security 
promised by mere data residency.

 ■ Fragmented European capabilities slow the development 
of competitive cloud and data infrastructure, risking 
initiatives becoming symbolic rather than delivering 
genuine sovereignty [171, 172].

Challenges
 ■ Overcoming the entrenched market dominance, technical 

advantages, and vendor lock-in of established non-EU 
cloud providers remains a significant barrier to achieving 
genuine market sovereignty, even as European alternatives 
emerge [173].

 ■ Compliance with EU regulations creates administrative 
and financial burdens, especially for smaller companies. At 
the same time, unresolved conflicts with foreign laws high-
light the need for more precise legal definitions and new 
instruments to manage jurisdictional clashes [171, 172].

Impact on European Digital Sovereignty
Effective data steering strengthens Europe’s digital 
sovereignty by creating a predictable and secure environment 
for innovation and investment in AI, cloud, and digital services. 
By establishing clear operational standards, European firms 
can compete with greater confidence and attract resources 
to develop homegrown solutions. With data becoming 
increasingly important, operational control provides strategic 
leverage in global negotiations, enabling Europe to influence 
international rules and standards. This foundation allows the 
EU to proactively regulate emerging technologies, turning 
data sovereignty into both a competitive advantage and a 
long-term enabler of European digital leadership.
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BOOSTING EU 
DIGITAL POLICY 
EFFORTS
Bridging the Digital Gap with Clear Targets 
and Coordinated Policy Action 
The EU has long trailed behind digital frontrunners like the 
US and China. To close this gap, it launched the Digital 
Decade programme in 2022 – a comprehensive strategy 
with clear targets for 2030. Key areas include boosting 
digital skills, driving business transformation, building secure 
infrastructure, and digitizing public services [78]. To ensure 
this transformation reflects European values, the EU adopted 
the Declaration on Digital Rights and Principles alongside the 
programme. While the Digital Decade defines the goals, the 
Declaration provides the framework to reach in a way that 
protects privacy, freedom of choice, inclusion, and democracy 
[149]. This link between action plan and guiding principles 
materializes in measures such as the Cyber Resilience Act, 
which mandates cybersecurity standards for all digital 
products in the EU. It strengthens critical infrastructure, 
protects users from growing threats, and builds trust through 
transparency [174]. Together, these initiatives mark Europe’s 
effort to shape a value-driven digital future.

Facts
 ■ National Digital Decade roadmaps outline 288.6B EUR 

in planned investments and structural reforms aimed at 
creating sustainable, secure, and human-centered digital 
ecosystems across Europe [78].

 ■ According to the 2024 State of the Digital Decade report, 
45% of EU-level recommendations have already shown 
significant progress, particularly in areas such as human-
centered AI and the protection of fundamental digital 
rights [78].

 ■ The Declaration on Digital Rights and Principles establishes 
a guiding framework that places people and their rights at 
the very core of Europe’s digital future [149].

Key Drivers
 ■ Public support drives embedding values into the digital 

sphere, with 85% of EU citizens supporting government 
initiatives to tackle online misinformation compared to 
only 55% in the US [175, 176].

 ■ Achieving the Digital Decade 2030 targets could boost 
the EU’s GDP by up to 1.8%, underscoring the strong 
link between digital advancement, sustainable economic 
growth, and global competitiveness [78].

 ■ The intensifying competition from the US and China drives 
the EU to accelerate its digital policy agenda to stay 
resilient, maintain global relevance and decision-making 
power in the digital economy era [149].

Challenges
 ■ Although the targets demonstrate strong ambition, actual 

implementation often lags. Nearly half of the EU-level 
recommendations in the 2024 State of the Digital Decade 
report show only limited or no progress. Basic digital skills 
among citizens only increased by 2% since 2020, reaching 
55% in 2025. This slow progress falls way short of the 80% 
goal for 2030 [78].

 ■ Regulations such as the Cyber Resilience Act (CRA) face 
resistance to implementation due to fragmented legal 
frameworks and industry lobbying [177].

Impact on European Digital Sovereignty
The EU’s Digital Decade 2030 programme and Declaration 
on Digital Rights lay the foundation for a human-centered 
digital future in Europe. Public backing for tackling 
disinformation and online threats gives strong societal 
momentum. However, slow progress in adopting even basic 
digital skills and opposition to regulation such as the CRA risk 
Europe falling short of its ambitious transformation targets. 
Overcoming these challenges would prove that citizen 
privacy, democratic systems and economic interests can be 
protected simultaneously. In contrast to the US or China, the 
EU could establish itself as the leading digital role model and 
ultimately secure European interests on a global scale.
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CREATING 
DIGITAL 
CURRENCY 
SYSTEMS
Building a Digital Euro and Payment 
Systems to Secure Europe’s Monetary 
Independence
The EU is building a sovereign digital currency and payment 
systems to protect monetary autonomy in the digital age 
[178]. Today, most Eurozone card payments are processed 
by international, primarily US-based providers, creating 
strategic dependencies [179]. To address this risk, the EU 
is establishing new regulatory frameworks and digital infra-
structure to reinforce control over payments. Central to this 
effort is the digital euro: a free, secure, and universally ac-
cessible form of digital cash issued by the European Central 
Bank (ECB) [179]. The EU also expands fast payment options 
like SEPA Instant and backs the European Payments Initiative 
(EPI) and its “Wero” wallet [180]. This is complemented by 
creating regulatory certainty for emerging products such as 
crypto-assets and other fintech innovations [181]. Collective-
ly, these initiatives aim to protect consumers, reduce foreign 
reliance, and foster a resilient, competitive European pay-
ments ecosystem [151].

Facts
 ■ The European Commission has proposed to establish the 

digital euro as a legal tender. Once enacted, most mer-
chants in the Eurozone would be required to accept it 
[151].

 ■ The Open Finance Framework, Payment Services Directive 
3 (PSD3), and Markets in Crypto-Assets Regulation (MiCA) 
create a harmonized rulebook that mandates data sharing, 
unifies licensing, and provides regulatory certainty [150, 
181].

 ■ The EPI, backed by 16 major European banks and provid-
ers, launched the “Wero” wallet as a European-governed, 

instant account-to-account payment solution, designed to 
reduce reliance on international card schemes [182].

Key Drivers
 ■ More than 60% of EU card payments are still processed 

through non-European networks, exposing Europe to ex-
ternal control and potential service disruptions. This ne-
cessitates the development of local solutions strengthen-
ing Europe’s payment infrastructure [139].

 ■ The rapid growth of stablecoins, big-tech wallets, and for-
eign cryptocurrency exchanges threaten the euro’s leading 
role in the European monetary system. This weakens mon-
etary policy effectiveness, making it imperative for Europe 
to accelerate sovereign digital finance solutions [183]. 

 ■ Operational and especially cyber resilience become in-
creasingly important due to the evolving threat landscape. 
Secure, EU-governed payment rails are crucial to ensure 
continuity of critical financial services even in crises [179, 
182].

Challenges
 ■ Due to fragmentation and bureaucratic barriers, the digital 

euro rollout remains slow and uncertain, enabling foreign 
digital currencies to take dominant market positions [184].

 ■ The design of open and flexible standards requires balanc-
ing inclusivity, interoperability, and practicality to ensure 
interoperability without creating barriers that favor large, 
incumbent providers or exclude smaller players, promot-
ing a level playing field [185].

 ■ Enabling cross-currency instant payments introduces 
complexity. The coordination across regulatory regimes, 
multinational providers and exchange-rate management 
requires careful design [186].

Impact on European Digital Sovereignty
The EU strives to reduce reliance on foreign providers and 
secure monetary independence by rolling out the digital euro 
and sovereign payment systems. A unified European financial 
ecosystem promises to accelerate payments, strengthen con-
sumer protection, and expand fintech opportunities. Howev-
er, challenges such as aligning diverse member states and 
balancing innovation with regulation persist. Overcoming 
these barriers is crucial for maintaining control over Europe’s 
financial infrastructure and monetary policy. With effective 
implementation, Europe can foster its sovereignty in the fi-
nancial domain.
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RECONCILING 
DUAL-USE 
GOVERNANCE
Unifying Regulatory Frameworks to Enable 
Dual-Use Innovation
Europe’s innovation in dual-use technologies is increasingly 
constrained by regulatory misalignment. EU policymakers 
maintain strict boundaries between civilian and military 
domains, yet the technologies themselves no longer 
adhere to these divisions [152]. This artificial separation 
generates regulatory inefficiencies and ultimately fragments 
innovation ecosystems, creating redundancies, and increased 
compliance costs [187]. Dual-use technologies have 
become increasingly common across sectors: The Global 
Positioning System (GPS) serves both private vehicles but 
also military drones. The underlying functionality does not 
change with the application, yet EU regulations impose 
differentiated treatment. By contrast, the US and China 
leverage technological convergence as a strategic asset, 
actively incentivizing cross-sector development to accelerate 
innovation and strengthen competitiveness [188].

Facts
 ■ The EU sources over 60% of its drone components from the 

US and China, leaving Europe vulnerable to geopolitical 
pressure or export restrictions [187].

 ■ The AI Act and Horizon Europe both enforce a strict 
separation between civilian and military domains: the 
former excludes military applications altogether, while the 
latter explicitly prohibits military involvement [187, 189].

 ■ The “Readiness 2030” whitepaper, published by the 
European Commission in 2025, announced that the 
European Innovation Council (EIC) plans to invest in dual-
use technologies, lifting the previous civilian-only mandate 
[152].

Key Drivers
 ■ Russia’s invasion of Ukraine and the US questioning 

NATO commitments forces the EU to reconcile defense 
autonomy with dual-use realities. With 64% of arms being 
imported from the US, Europe faces an urgent need to 
develop sovereign capabilities through the very dual-use 
technologies it has historically restricted [190, 191].

 ■ Technological convergence between civilian and military 
applications drives pressure to unify regulation. Advanced 
civilian and military drones are powered by the same AI 
systems, sensors, and components [192, 193]. 

Challenges
 ■ The EU lacks a standard definition of “dual-use.” For 

instance, the European Investment Bank (EIB) and export 
control authorities apply different definitions, hindering 
decision-making for joint investments [187].

 ■ EU regulations struggle to keep up with rapidly evolving 
technologies. By the time dual-use frameworks are 
adopted and implemented, the underlying technologies 
have already advanced [194].

 ■ The EU lacks a central licensing system, while member 
states establish a patchwork of national dual-use controls 
[194]. The same technology permitted for export in one 
country may be banned in another, creating regulatory 
fragmentation.

Impact on European Digital Sovereignty
Regulatory fragmentation poses a serious risk to the EU’s 
defense capabilities and digital autonomy. It prevents 
companies from achieving the necessary scale to compete 
globally, as they cannot seamlessly leverage civilian 
innovations for defense applications like their US and Chinese 
counterparts. The disconnect between ethical positions 
and investment strategies creates policy uncertainty that 
deters long-term R&D investments in autonomous systems. 
A path forward would be a unified framework that bridges 
the civilian and military domains. This could accelerate 
technological development in the EU and reduce European 
dependence on foreign technologies for both defense and 
commercial needs. 
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Modularizing Digital Supply Chains
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ECONOMIC TRENDS
Influencing the Future of Digital Sovereignty

The debate on digital sovereignty is often framed in political 
or technological terms. Yet its foundations are ultimately eco-
nomic as well. Digital technologies have become an integral 
part of the modern economy. Their centrality is reflected 
most visibly in the stock markets, where the world’s most 
valuable companies are no longer traditional manufacturers 
or energy giants, but digital platforms and infrastructure 
providers. NVIDIA’s market capitalization alone surpassed 
4.32T USD on September 6, 2025 [195], nearly double the 
combined capitalization of all companies listed in Germany’s 
DAX index, which stood at above 2.39T USD on the same 
date [196]. Europe faces an economic challenge to restruc-
ture its digital foundations as technological dependencies 
increasingly threaten its economic competitiveness and 
growth prospects. Control over digital infrastructure, plat-
forms, and data translates directly into control over markets 
and value creation [108]. The past decade has brought 
major shocks: a pandemic, broken supply chains, war in 
Europe, and growing geopolitical tensions. Together, they 
prove that economic resilience is far from guaranteed [197]. 

Over 80% of Europe’s digital technologies are currently 
imported. European companies account for just 7% of 
global software and internet research spending, making 
the urgency for change clearer than ever [1]. The concept 
of digital sovereignty is evolving into an EU strategic 
priority, aiming to strengthen control over critical digital 
infrastructure and reduce reliance on non-European 
stakeholders [108]. This shift presents an opportunity 
to reimagine Europe’s position in the global economy 
while preserving its values and competitive advantages. 

Five key economic trends play into this opportunity to 
make Europe’s economy more sovereign. One of these is 
the modularization of production, which is revolutionizing 
supply chains. It creates sovereign components that reduce 
systemic risks and enable rapid adaptation to disruptions 
[198]. Strategic collaborations are pooling resources and 
expertise across public-private partnerships to promote 
European companies. These collaborations accelerate 
the development of sovereign infrastructure, such as Ga-
ia-X [199]. Defense-driven innovation is catalyzing tech-

nological advancement. Increased military spending can 
create spillover effects in dual-use technologies, particu-
larly in the areas of AI and cybersecurity [200]. The digital 
economy’s expansion continues to reshape all sectors. It 
exposes concentration risks that necessitate European alter-
natives to global tech giants [1]. Finally, regulatory incentives 
and large-scale sovereign technology investments address 
the chronic shortage of growth capital. This shortage has his-
torically forced European startups to relocate abroad [201]. 

These interconnected trends are pointing the way forward for 
a sovereign European economy. Digital sovereignty emerges 
as Europe’s strategic response to economic vulnerabilities 
exposed by global disruptions. Businesses, governments, 
and the European Commission are challenged to build this 
future together.
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BALANCING 
GROWTH AND 
DEPENDENCY
Navigating the Double Edge in the Digital 
Economy
The digital economy encompasses all activities that rely 
on digital information, use modern information networks, 
and depend on ICT for efficiency and growth [202]. It has 
expanded rapidly, transforming society and individuals’ daily 
lives. From finance, retail to manufacturing, agriculture, 
and healthcare, digital innovations are reshaping business 
models and services worldwide [203]. The digital economy is 
projected to reach 17% of global GDP by 2028 [204]. Billions 
of people and devices are coming online, fueling new digital 
services and markets [205, 206]. Yet this expansion also 
creates dependencies, as economic value and critical infra-
structure concentrate in a few global technology companies. 
This concentration amplifies economic risks, making resil-
ience and sovereignty central concerns for decision makers 
[1]. Multinational projects aim to reduce EU vulnerabilities 
and dependencies in digital supply chains, strengthening 
resilience [207]. The rise of the digital economy comes at a 
cost: it reshapes people’s daily lives while increasing Europe’s 
reliance on external technology providers.

Facts
	■ The ICT sector is growing faster than the overall  

economy and is projected to reach 16.5T USD globally by 
2028, which highlights its increasing influence on global 
economic performance [208]. 

	■ The AI market is expected to grow 27% per year, reaching 
a volume of 1.01T USD by 2031 [209, 210].

	■ TSMC dominates more than 50% of the global  
semiconductor market and 90% of advanced chip  
production [1]. While Amazon, Microsoft, and Google  
account for 70% of the European cloud infrastructure  
market [211]. This shows the digital economy’s reliance on 
a few non-EU players.

Key Drivers
	■ Declining costs of computing, storage, and bandwidth 

are driving the widespread adoption of digital platforms, 
large-scale operations, and data-driven services [212].

	■ The rapid increase in Internet access and mobile  
technology is creating a global consumer base for  
digital services. Over 5.5B people, nearly 68% of the world’s  
population, are Internet users [205].

	■ Rising awareness of economic risks from dependencies on 
non-EU technology providers is driving supportive poli-
cies and public investments aimed at strengthening local  
capacity [207].

Challenges
	■ The intangible nature of digital services complicates the 

determination of tax bases and the allocation of profits, 
making it difficult for European countries to effectively tax 
these services [213].

	■ Fragmented digital infrastructure across EU countries 
limits interoperability and scalability, slowing innovation 
and reducing the continent’s ability to compete globally 
[1].

	■ Europe’s underinvestment in cutting-edge technolo-
gies and limited translation of R&D into commercially 
successful innovations slows growth in digital sectors and 
reduces competitiveness compared to global leaders [1].

Impact on European Digital Sovereignty
The growth of the digital economy in the EU has created 
both opportunities and vulnerabilities for digital sovereignty. 
Innovations such as AI are vital drivers of economic growth 
and competitiveness, enabling efficiency gains across 
sectors. On the other hand, the EU’s digital economy remains 
heavily reliant on non-EU technology companies, with most 
data stored on US-owned servers. This creates economic 
vulnerabilities by limiting Europe’s ability to capture the full 
value of digitalization and exposing critical infrastructure 
to external control. Without more substantial investment, 
integration, and support for EU-based firms, this imbalance 
poses a threat to long-term economic growth and strategic 
autonomy [214].
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MODULARIZ-
ING DIGITAL 
SUPPLY CHAINS
Reducing Single Dependencies to Boost 
European Competitiveness
Digital supply chains are sharply affected by global shocks such 
as COVID-19, trade disputes, and energy crises, particularly 
in sectors like semiconductors, cloud  infrastructure, and 
digital hardware [215]. Since digitalization underpins industrial 
and service value chains, Europe’s dependence on non-
European stakeholders increases risks beyond the IT sector 
[216]. Traditional resilience strategies such as reshoring, 
nearshoring, and partner-shoring aim to reduce exposure 
to shocks but still involve costly relocation [217]. A more 
dynamic layer is emerging through modularization, which 
restructures supply chains into interoperable components 
and reduces systemic risk by limiting interdependencies 
[198]. If a module is disrupted, alternatives can be integrated 
seamlessly to sustain operations and innovation. Combining 
modular supply chain design with targeted policies, Europe 
can boost resilience while promoting competitiveness and 
technological sovereignty. EU initiatives like the Chips Act, 
Critical Raw Materials Act, and Digital Markets Act support 
this shift by securing semiconductor production and ensuring 
fair competition in the digital economy. [218].

Facts
	■ Recent data show that 37% of EU companies face major 

difficulties obtaining raw materials and semiconductors, 
while 34% report significant disruptions in logistics and 
transportation [219].

	■ Modularizing industrial supply chains can boost EBIT 
by 3–9% through streamlined value chains and shorter  
production lead times, with lower material costs adding 
2–6%, reduced manufacturing costs 1–2%, and decreased 
order engineering and investment costs 0–1% [220].

	■ Globally, only 6% of companies achieved end-to-end  
visibility of their supply chains with disruptions costing 
companies about 8% of their annual revenues [221, 222].

Key Drivers
	■ Recent crises such as the COVID-19 pandemic, strategic 

raw material shortages, and rising shipping costs have  
revealed vulnerabilities and single points of failure in  
global supply chains, prompting Europe to diversify  
suppliers and strengthen domestic resilience to protect 
competitiveness and stability [219].

	■ Rising geopolitical tension, including threats to digital 
trade, cyberattacks, and export bans, have accelerated 
European efforts to reclaim sovereignty over critical  
technologies and platforms [223].

Challenges
	■ Europe’s push to modularize digital supply chains is  

hindered by the semiconductor industry’s global  
fragmentation, with production, design, raw materials, 
and assembly dispersed across regions. Despite niche 
strengths in equipment and automotive chips, Europe  
remains relatively underrepresented [224].

	■ Persistent reliance on non-European providers for critical 
technologies limits interoperability in the European digital 
ecosystem and hinders homegrown innovation [225].

	■ The cyber attack surface expands, increasing potential  
entry points for adversaries and requiring greater  
coordination on cybersecurity standards [226].

Impact on European Digital Sovereignty
Critical technologies such as semiconductors and cloud 
infrastructure depend on stable access to raw materials 
and advanced manufacturing [218]. Disruptions or foreign 
dependencies in these areas directly undermine Europe’s 
ability to innovate and control its digital future. By embedding 
resilience in core digital product supply chains through 
modularization, the EU can reduce the risk of sudden tech 
cut-offs, strengthen regional tech standards and innovation, 
and protect strategic sectors from external price shocks and 
supply disruptions [219]. This enables Europe’s economy to 
shape its digital future, set technological norms, and maintain 
economic resilience in a volatile global environment.
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DRIVING STRA-
TEGIC COLLAB-
ORATION 
Leveraging Public-Private and Private- 
Private Partnerships for Digital Growth
Europe’s competitiveness is increasingly shaped by collabo-
rative ecosystems that go beyond traditional regulation and 
subsidies. Public-private partnerships and private-private 
alliances are emerging as critical mechanisms to co-develop, 
deploy, and scale digital infrastructure and services [227]. 
Flagship initiatives like Gaia-X demonstrate how federated, 
interoperable cloud and data frameworks can be created 
through collective action [228]. The cooperation of leading 
automotive players on shared software platforms illustrates 
how even fierce competitors must collaborate to meet rising 
technological complexity [229]. These developments are 
increasingly fueled by academia-industry consortia, which 
align research capacity with market needs and strengthen 
innovation ecosystems [230]. By combining complementary 
strengths, these partnerships unlock efficiencies, reduce 
costs, and accelerate Europe’s ability to compete globally 
[227]. Together, they mark a shift from isolated efforts toward 
coordinated ecosystems that pool resources, accelerate 
innovation, and enhance Europe’s competitive position.

Facts
	■ Founded in 2020, Gaia-X has grown into a network of over 

250 organizations from across 30 countries, including both 
leading companies and public institutions [231].

	■ The EU’s InvestAI initiative will allocate 200B EUR to fund 
five AI gigafactories via public-private partnerships, with 
governments covering up to 35% of the investment and 
industry contributing the remainder [232].

	■ In June 2024, eleven major automotive players, including 
BMW, Mercedes-Benz, Volkswagen, Bosch, and  
Continental, agreed to jointly develop S-CORE, a shared 
open-source middleware platform for vehicle software 
[229].

Key Drivers
	■ With an R&D investment gap of 750–800B EUR each year, 

Europe relies on public-private collaboration to bridge  
financing and strengthen innovation capacity [233].

	■ EU programs such as Horizon Europe, Digital Europe, 
and IPCEI incentivize collaborative R&D and deployment  
models by enabling cross-border and cross-sector  
investment [234].

	■ Academia-industry consortia like the TUM Think Tank 
foster collaboration by aligning policy, technology, and 
practice, providing stakeholders with frameworks, pilots, 
and shared knowledge to advance cloud and digital  
sovereignty [230].

Challenges
	■ Companies often hesitate to share data, IP, or infrastruc-

ture over fears of competitive disadvantage [235].
	■ Conflicting incentives complicate collaboration, with  

governments prioritizing sovereignty, ethics, and account-
ability and firms focusing on competitiveness, profitability, 
and scalability [236].

	■ Accessing EU or national funding often requires  navi-
gating complex application, compliance, and auditing 
procedures, which can deter SMEs (small and medium 
enterprises) or startups from participating fully in collabo-
rative projects [234].

Impact on European Digital Sovereignty
Collaborations across public and private sectors are laying 
the foundation for Europe’s digital sovereignty. By fostering 
co-owned and interoperable infrastructures, they reduce  
dependence on non-European platforms while ensuring that 
innovation aligns with EU values and standards [228]. These 
partnerships transform digital sovereignty from a political 
aspiration into an economic reality, embedding trust, scale, 
and competitiveness into Europe’s digital ecosystems. 
However, their long-term success depends on addressing 
structural barriers, including limited trust and data-sharing, 
divergent priorities between stakeholders, and accessibility 
gaps that hinder the broad participation of smaller players 
[234, 235, 236].
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TURNING  
DEFENSE INTO 
A DIGITAL 
ADVANTAGE
Defense as a Catalyst for Technological and 
Digital Sovereignty in Europe
After underinvesting in defense for many years, the EU as 
a collective and its individual member states are drastically 
increasing defense spending due to intensified geopolitical 
tensions. A temporary 1% of GDP increase in military spending 
could boost Europe’s long-term GDP by 0.25% per year 
through innovation spillover. Key technologies such as GPS 
or the Internet are examples of spillovers initially developed 
by the military [200]. This surge in investment combined 
with growing demand for digital warfare technologies offers 
opportunities to build new ecosystems and startups vital for 
technological independence from actors outside Europe 
[237]. Quantum Systems and Helsing, German startups 
working on autonomous aircrafts, drones and software-
enabled warfare reached enterprise values of 1.1B EUR and 
13.2B EUR respectively [238, 239]. These valuations illustrate 
the rapid growth and market potential of European defense 
tech startups. Further innovation beyond defense, especially 
in dual-use sectors such as AI and cybersecurity, is expected 
to follow from the increased defense efforts in Europe [240].

Facts
	■ EU defense expenditure increased by 19% from 2023 

to 2024, reaching 343B EUR [241]. This upward trend is  
expected to continue as NATO members committed to 
invest 5% of GDP into defense by 2035 [242].

	■ The European Commission’s ReArm Europe 2030 plans to 
mobilize over 800B EUR in defense, including a 150B EUR 
loan instrument for procurement [243].

	■ Investments into European defense tech startups increased 
by over 500% in the 2021 to 2024 period compared to the 
preceding three years [237]. 

Key Drivers
	■ Warfare is increasingly evolving toward hybrid forms, 

including cyber operations and autonomous systems, 
with the Ukraine-Russia conflict highlighting the 
growing significance of uncrewed platforms. NATO has 
acknowledged the urgent need to rapidly enhance its 
capabilities in autonomous systems [244].

	■ Europe’s reliance in the 2000s and 2010s was spread 
across Russia, the US, and China for energy, security, and 
trade, but this dependence has gradually shifted toward 
the US [245].

	■ Military assets such as the F-35 fighter jet are turning into 
software-reliant goods that require continuous and regular 
software updates [246].

Challenges
	■ Europe is heavily dependent on the US for key systems, 

with US-based arms imports reaching 64% in 2024 [247]. 
Without a concentrated effort to build these capabilities, 
a majority of investments will flow to the US and cause 
further dependencies.

	■ In Europe, military procurement follows lengthy,  
drawn-out cycles, which often clash with the rapid  
development typical of venture-backed innovations [248].

	■ Military procurement heavily favors national production. 
Therefore, Europe operates over 170 weapons systems 
versus 30 in the US, and lacks large, multinational defense 
companies [249].

Impact on European Digital Sovereignty
Increasingly, military sovereignty is defined by technological 
sovereignty. The demand for European-built combat 
technologies is rising. This surge could catalyze digital 
sovereignty by boosting innovation in AI, cybersecurity, and 
autonomous solutions. Challenges include bureaucratic, 
fragmented procurement and a reliance on US arms [248, 
250]. Unless public and private actors coordinate their 
efforts, substantial defense investments may have little effect 
on Europe’s economy and digital sovereignty. Effectively 
leveraging these investments could strengthen Europe’s 
digital capabilities, reduce dependence on external actors, 
and enhance strategic autonomy.
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CLOSING THE 
FUNDING GAP
Enforcing Capital and Regulatory 
Incentives for European Startups
Closing the late-stage funding gap highlights Europe’s 
growing effort to address its underinvestment in scaling dig-
ital startups. As of January 2025, the EU has 110 unicorns 
and the UK 55, while the US counts 687, showing Europe’s 
weaker performance [251]. Despite a strong pipeline of ear-
ly-stage ventures, European firms face challenges in securing 
growth capital, particularly in strategic sectors like cloud, AI, 
semiconductors, cybersecurity, and advanced computing 
[252]. It also reflects how fragmented markets and regulatory 
inconsistencies make coordination harder, limiting strategic 
alignment and discouraging large-scale investment [253]. Be-
cause late-stage growth funding remains scarce, many firms 
cannot scale. Instead, they move abroad, often to the US, 
to tap stronger venture capital and public markets [254]. US 
venture funds and capital markets consistently provide larger 
late-stage rounds, enabling faster scaling and global reach. 
On the contrary, European founders often sell early or seek 
US IPOs, leading to a loss of intellectual property, talent, and 
economic value [251].

Facts
	■ Europe invests significantly less in late-stage tech ventures 

compared to the US and China, with EU-based startups 
receiving only around one third of the growth capital  
available to their US counterparts [255].

	■ Between 2008 and 2021, around 30% of Europe’s unicorns 
moved abroad, mainly to the US [254].

	■ European sovereign wealth funds, such as France’s “French 
Tech Souveraineté” and Germany’s “Zukunftsfonds” are 
actively investing in tech startups to keep strategic assets 
and IP within the EU. These initiatives represent a grow-
ing consensus that digital autonomy cannot be achieved  
without direct capital intervention [256, 257].

Key Drivers
	■ A fragmented venture ecosystem makes cross-bor-

der fundraising complex and costly. This limits liquidity 
and investor participation in growth-stage financing for  
European startups [258]. 

	■ Many European startups rely on US venture funds for 
growth capital leading to capital flight and startup brain 
drain [259].

	■ The US CHIPS Act, which funds domestic semiconduc-
tor production, and other countries’ initiatives have  
prompted the EU to respond with similar  
sovereignty-oriented investments, such as those stemming 
from the EU Chips Act [260].

Challenges
	■ EU-level initiatives often suffer from slow rollout and  

administrative burdens. Startups need speed and  
simplicity, but incentive programs and funding can be 
complex and inaccessible. Many pan-European fund-
ing initiatives remain nationally siloed, slowing progress  
toward integrated digital infrastructure [252].

	■ A shortage of skilled labor in strategic sectors like  
semiconductors, AI, and cybersecurity, projected to  
exceed 75,000 unfilled positions in the EU semiconduc-
tor industry by 2030, limits the effective use of funding.  
Without investment in education and workforce  
development, funding alone can not close the sovereignty 
gap  [261].

Impact on European Digital Sovereignty
Startups are key to developing Europe’s future leaders in AI 
and other critical technologies, as supported by the 
European Commission’s AI Innovation Package for startups 
and SMEs [262]. Capital and regulatory incentives enable 
startups to secure late-stage funding and scale 
internationally [263]. This reduces reliance on foreign 
investors and markets while keeping strategic technologies 
under European ownership and control. Instruments like 
sovereign tech funds, targeted tax incentives, and integrated 
capital markets, support technological autonomy, economic 
resilience, and the EU’s ability to set its own digital standards 
[264].
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Leveraging Climate Directives
Enabling Circular Tech Lifecycles
Powering Clean Energy
Greening Digital Infrastructure
Reusing Existing Infrastructure

ENVIRONMENTAL TRENDS
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Bosco Verticale in Milan, Italy



ENVIRONMENTAL TRENDS
Influencing the Future of Digital Sovereignty

Every economic activity, from agriculture to high technology, 
relies on energy, raw materials, and stable environmental 
conditions. Climate change acts as a systemic factor that 
destabilizes supply chains, energy systems, and infrastructure 
[265]. Since digital infrastructures such as cloud services, 
AI clusters, and telecom networks rely on these same 
foundations, environmental resilience is essential for 
sovereignty. But environmental pressures will intensify in the 
coming decades. For Europe, risks are further amplified by its 
structural dependence on external suppliers of energy and 
critical materials [266]. This reliance exposes the continent 
to potential restrictions on fossil fuels from Russia and the 
Middle East, as well as on rare earths and lithium processed 
in China, which can be used as tools of geopolitical leverage 
[266, 267]. Ultimately, digital sovereignty must be connected 
with environmental resilience, as it forms the foundation for 
Europe’s sovereignty. This interaction runs in both directions. 
Many climate measures strengthen sovereignty by reducing 
dependency and increasing resilience, for example, through 
energy efficiency, renewable energy, or circular material use 
[268, 277]. However, measures can also create conflicts when 
raising costs, weakening competitiveness, or increasing 

reliance on imports of key green technologies [269]. 
Simultaneously, the drive for strategic autonomy supports 
investments in renewable energy and recycling, which 
also advance climate goals [270]. The result is a close yet 
differentiated relationship where many actions create dual 
legitimacy even though the two agendas are not identical.
The tensions between climate measures, costs, and new 
dependencies unfold across three dimensions: Scale and 
speed, interdependence of infrastructures, and legitimacy 
and acceptance. Europe’s digital sovereignty is shaped by 
how it manages environmental constraints across them. 
Firstly, scale and speed matter because digital demand 
grows rapidly through AI, cloud computing, and 6G [271]. 
Unless the energy transition and material cycles expand at 
the same speed, the external dependencies outlined above 
only intensify. Clean energy must be deployed faster than 
demand, recycling scaled beyond pilots, and industrial land 
reused for data centers before bottlenecks lock in [272]. 
Secondly, the interdependence of infrastructures is crucial 
since digital systems rely on natural systems. Droughts 
reduce cooling water, storms damage grids, and energy 
crises affect cloud and AI services. This reflects systemic 

risks where climate shocks destabilize supply chains and 
energy systems [265]. Environmental stability thus becomes 
a direct condition of sovereignty. Thirdly, legitimacy and 
acceptance determine whether sovereignty projects 
succeed, as they consume land, water, and energy Here, 
the duality described earlier is visible: measures may 
strengthen sovereignty long term but trigger costs and 
resistance short term [273]. Moreover,  brownfield reuse has 
more societal support  compared to building infrastructure 
from scratch, while also lowering the carbon footprint 
through the reuse of existing facilities [274]. Together, these 
dimensions sharpen the argument that the environment 
is the condition of sovereignty. The following five trends 
on climate directives, circular lifecycles, clean energy, 
efficiency, and brownfield reuse illustrate how environmental 
resilience and digital sovereignty converge in practice.
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LEVERAGING 
CLIMATE 
DIRECTIVES 
Pairing Climate Targets With Energy and 
Supply-Chain Resilience Through Binding 
Rules
Climate change will increasingly disrupt supply chains and 
transport routes through extreme weather, posing direct 
risks to Europe’s digital infrastructure [265]. To address these 
shocks, Europe must not only meet its climate targets but 
also strengthen its supply chain resilience. At the same time, 
the rising energy demand from the expansion of data centers 
and AI clusters increases Europe’s strategic vulnerability due 
to its reliance on energy imports from foreign suppliers [267]. 
Two directives address these vulnerabilities. The Corporate 
Sustainability Reporting Directive (CSRD) and the European 
Sustainability Reporting Standards (ESRS) require firms to dis-
close climate and supply chain risks, generating the data and 
awareness needed to prepare for climate impacts [275, 276]. 
Moreover, the Energy Efficiency Directive (EED) sets binding 
targets for member states and mandates measures such as 
annual electricity reductions, mandatory renovation of public 
buildings, and energy audits for large firms [277, 278]. These 
directives tie climate policy to sovereignty by reducing de-
pendencies and strengthening supply chain resilience.

Facts
 ■ Climate change could increase European coastal flood 

damages by more than tenfold by 2100, while droughts 
may last 2–3 times longer, together threatening ports,  
mining, and supply chains [265].

 ■ The EU imports over half of its energy, thus remaining  
dependent on Russian gas, Middle Eastern oil, and US  
natural gas [267].

 ■ The CSRD and ESRS require firms to disclose  
climate-related risks, including Scope 3 emissions. These 
are the indirect emissions from suppliers, transport, 
and product use that often make up the majority of a  
company’s footprint [275, 276].

Key Drivers
 ■ Strategic autonomy goals push Europe to cut energy use 

and reduce reliance on external suppliers, exposed by the 
energy crisis and Chinese rare earth restrictions. Climate 
directives like the EED and CSRD turn these pressures into 
binding measures [270, 275].

 ■ Binding EU regulations like the CSRD and EED expand 
gradually, bringing ever more firms into mandatory climate 
and supply chain disclosure. By 2028, around 50,000 EU 
companies and major non-EU subsidiaries will be covered 
[275, 278, 279].

 ■ By defining clear reduction targets such as the EED’s  
binding 11.7% by 2030, the EU accelerates energy savings 
and tighter supply-chain controls across the economy [270, 
280].

Challenges
 ■ Enforcement gaps weaken EU regulations. Systematic 

non-compliance, inconsistent penalty regimes, and 
opaque infringement proceedings erode both credibility 
and deterrent effect [267]. As a result, the impact of  
binding rules is reduced.

 ■ Strict regulation can raise compliance overhead and costs 
for companies, especially in capital-intensive sectors and 
for Small and Medium-sized Enterprises (SMEs). This  
discourages investment, slows growth, and shifts  
operations abroad [269].

 ■ Companies face significant CSRD reporting hurdles: many 
lack reliable supply chain emissions data and the staff,  
expertise, or IT systems needed to meet the directive’s  
requirements [281].

Impact on European Digital Sovereignty
Climate directives reinforce Europe’s digital sovereignty by 
reducing dependencies that threaten critical infrastructure. 
The EED curbs energy demand growth in data centers and 
AI clusters, lowering import reliance. The CSRD and ESRS 
institutionalize supply-chain transparency, pushing firms 
to expose vulnerabilities in ICT hardware, semiconductors, 
and cloud services. While disclosure rules may remain 
compliance-driven in the short term, they gradually embed  
resilience thinking into governance. Overall, by aligning 
climate policy with sovereignty goals, the EU builds a  
framework that safeguards infrastructures against climate 
shocks and strengthens independence from external 
suppliers.
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ENABLING CIR-
CULAR TECH 
LIFECYCLES
Recovering Critical Materials From E-Waste 
and Extending Device Lifespans
Europe’s reliance on rare earths and lithium is a strategic  
vulnerability, with over 90% of processing concentrated 
in China [266]. These critical materials, essential for GPUs,  
batteries, and servers, pose not only geopolitical risks 
but also environmental challenges, further compounding  
Europe’s risk profile [268, 289]. EU sustainability rules, like 
the EED, raise requirements to reduce the footprint of  
hardware production. Yet most devices are replaced every 
3–5 years, even though many components remain functional 
for up to a decade [290]. This practice accelerates e-waste, 
which reached 62M tons in 2022 and is projected to rise to 
82M tons by 2030, with only 22% formally recycled [291, 
292]. Together, dependence, environmental impacts, and 
rising waste push Europe toward circular approaches. These 
approaches enable the recovery of rare-earth magnets and 
battery materials, potentially covering up to 20% of Europe’s 
rare-earth demand by 2030, while cutting emissions com-
pared with primary raw material extraction [268, 289, 293].

Facts
 ■ Less than 41% of Waste from Electrical and Electronic 

Equipment (WEEE) is collected in the EU, far below the 
65% collection target set by the WEEE Directive [293].

 ■ Rare earth recycling rates in Europe remain below 1%, 
but research and pilot projects are advancing recovery  
technologies for materials such as neodymium,  
dysprosium, praseodymium, and lithium, laying the 
groundwork for increased circularity in the future [289].

 ■ EU deposit-return schemes can raise return rates for 
small devices from below 5% today to as high as 62%,  
significantly increasing available resources for reuse and 
recycling [293].

Key Drivers
 ■ The Critical Raw Materials Act (CRMA) requires that 

by 2030, at least 25% of EU demand for strategic raw  
materials must be met through recycling [268].

 ■ With 90% of rare earth processing concentrated in China, 
Europe faces supply risks due to export restrictions [289].

 ■ Advances in recycling technology and successful deposit-
return pilots show that large-scale circularity of electronics 
is becoming technically feasible and socially accepted 
[289, 293].

 ■ The Digital Product Passport embeds data on com-
position, repair, and recycling, extending product lifetimes, 
improving recovery of critical materials, and incentivizing 
circular design [268, 289].

Challenges
 ■ Large volumes of e-waste escape formal collection and 

recycling as many devices are kept unused in homes and 
workplaces, while rapid replacement cycles accelerate 
waste streams [293, 294].

 ■ Disassembly remains technically complex, and many pilot 
projects are not yet commercially viable. High upfront 
investment and long lead times for recycling technologies 
and infrastructure further delay the move to industrial 
scale [289, 292].

 ■ Chinese firms are expanding into Europe’s recycling  
market, risking external dominance over the very capacity 
meant to reduce dependence [289].

Impact on European Digital Sovereignty
Circular lifecycles for hardware products can secure critical  
inputs for batteries, GPUs, and servers that underpin Europe’s 
digital infrastructure. Expanding deposit-return schemes,  
robotic disassembly, and magnet recycling can turn e-waste 
into a domestic resource stream, reducing reliance on  
Chinese rare earth supply and keeping value-added  
processing in Europe. As an additional benefit, recycling  
critical materials lowers emissions relative to primary  
production. In the long term, embedding critical materials  
recovery and processing in Europe’s industrial base will  
reduce dependence, reinforce competitiveness, and thus 
strengthen digital sovereignty.
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POWERING 
CLEAN ENERGY
Ensuring Secure, Stable, and Sustainable 
Power for Next-Generation Data Centers
Europe’s digital future depends on two parallel energy 
goals: building a sustainable power system and ensuring a  
sufficient, stable supply to meet surging demand. Today, 
33% of Europe’s electricity still comes from fossil fuels or 
is imported, leaving critical infrastructure exposed to price 
volatility and geopolitical risk [296, 297]. While data centers 
currently account for a modest ~2% share of total electricity 
use, their demand is projected to grow steeply over the 
coming decade, driven by AI training and cloud workloads 
[271]. Without abundant, affordable green power, this growth 
will be constrained. Moreover, investments in renewable  
generation, grid storage, and hydrogen systems also  
enhance the energy resilience of other key sectors,  
including manufacturing, agriculture, and transportation 
[298, 299, 300].  Nuclear innovation, including small modular 
reactors and fusion, offers long-term stability, although 
most near-term capacity will come from renewables [301]. A 
diversified, European energy portfolio will shield data centers 
from external shocks, deliver reliable power, and advance  
climate neutrality [302, 303].

Facts
 ■ European data centers consumed approximately 50–

70 Terawatt-hours (TWh) of electricity in 2023, with 
projections for 2030 ranging from 160 TWh to nearly 265 
TWh, depending on growth and efficiency scenarios [271].

 ■ While nuclear innovation is advancing, large-scale  
deployment is unlikely before 2035, so most European  
hyperscale data centers rely on renewables, with wind 
and solar providing over 60% of the green electricity they  
procure [296, 302, 303, 304].

 ■ Hydrogen pilots have advanced beyond the lab, as  
demonstrated by Microsoft’s 1.5 MW fuel-cell test  
powering servers in the US at 250 kW for 48 hours 
[298, 305]. Europe still lacks comparable large-scale  
demonstrations, highlighting a gap in zero-carbon backup 
deployment.

Key Drivers
 ■ Carbon neutrality targets and EU regulations, such as the 

2024 Data Centre Sustainability Reporting scheme, make 
renewable sourcing a compliance obligation rather than a 
voluntary choice [302, 304].

 ■ Long-term power purchase agreements (PPAs) are a key 
mechanism to secure and finance low-carbon energy.  
Microsoft’s Nordic wind farm PPAs ensure stable, 
predictable electricity for its European data centers [303, 
304].

 ■ Equinix’s >100 MW solid-oxide fuel cell rollout with 
Bloom Energy shows that mature microgrid and hydrogen  
solutions are available. By adopting them, Europe can  
secure resilient, zero-carbon backup power [298, 303].

Challenges
 ■ Building infrastructure for next-generation energy systems 

is costly and complex, due to high upfront investment,  
immature supply chains, and the need for significant  
transmission and distribution grid upgrades [306].

 ■ Regulatory uncertainty and public skepticism about  
safety, waste, and long-term risks complicate the rollout of  
advanced nuclear power, slowing commercialization and 
grid integration [307].

 ■ Intermittency of wind and solar power requires massive 
investment in storage and balancing capacity. Without 
it, data centers face exposure to price spikes during low-
generation periods [303, 304].

Impact on European Digital Sovereignty
Clean, reliable, and European-controlled energy is a  
prerequisite for digital sovereignty. Achieving both goals, 
a sustainable power mix and sufficient, stable capacity, 
will shield data centers from external price shocks, reduce  
reliance on non-European suppliers, and help meet climate 
targets. Reliable electricity underpins cloud computing, 
AI training, and data-driven innovation, making energy 
independence a direct enabler of Europe’s digital 
competitiveness. By building next-generation energy 
infrastructure, Europe can scale its digital economy on its 
own terms, strengthen resilience against geopolitical risks, 
and secure long-term strategic autonomy.
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GREENING 
DIGITAL INFRA-
STRUCTURE 
Decarbonising Networks, Edge, and Data 
Centres Across Europe’s Energy System 
The expansion of Europe’s digital infrastructure is 
accelerating, encompassing data centers, telecom networks, 
and edge nodes. EU data center electricity consumption is 
projected to increase by ~75% until 2030 and more than 
double by 2035 [272]. Without major efficiency gains, the 
sector risks locking in rising energy use that undermines 
climate targets and inflates operating costs [290]. Energy 
efficiency, not just cleaner power, is therefore becoming a 
strategic imperative. Modern optimizations span the stack: 
next-generation network equipment reduces power per bit, 
while advanced cooling and low-Power Usage Effectiveness 
(PUE) designs cut heat waste in large-scale data centers 
[308, 309]. Edge computing can lower system-wide energy 
needs by reducing data transport and enabling local load 
balancing [310]. AI and other computationally intensive 
workloads can be made less energy-intensive through model 
optimization and distillation, low-level performance tuning, 
hardware acceleration, and carbon-aware scheduling [311]. 
Europe’s ability to deliver digital growth without proportional 
increases in energy use will be a defining test for digital 
sovereignty [312].

Facts
 ■ EU data center electricity demand will rise from 96 TWh 

in 2024 to 168 TWh by 2030 and 236 TWh by 2035 [272]. 
To address this growth, advances in liquid cooling could 
cut data center energy usage by 15–20% compared to  
traditional air cooling [309].

 ■ European edge computing capacity is growing at ~21.7% 
annually, shifting energy use toward distributed micro data 
facilities close to users [290].

 ■ AI training is resource-intensive, with GPT-3 consuming up 
to 700,000 L of water, and global AI water use projected 
to reach 4.2–6.6B m³ by 2027, more than the annual water 

withdrawal of 4-6 Denmark [313].

Key Drivers
 ■ EU regulations, like the new data center sustainability  

rating scheme, introduce mandatory efficiency reporting 
and set measurable benchmarks for PUE, water use, and 
other resource indicators [314]. 

 ■ Rising electricity prices and rack power densities  
exceeding 100 kW make energy efficiency a cost-critical 
design priority, accelerating the adoption of liquid and 
immersion cooling technologies, such as Submer, to cut 
cooling energy demands [315]. 

 ■ Rapid growth in AI workloads and data traffic drives the 
demand for model optimization, specialized hardware  
accelerators, and distributed edge deployment to control 
energy use at scale [311]. 

Challenges
 ■ Many data centers already operate near best-practice  

efficiency, so further energy savings show diminishing  
returns and become costlier to achieve [316].

 ■ Retrofitting existing facilities with liquid cooling or  
heat-reuse systems is expensive and often constrained by 
distance and temperature limits, making upgrades difficult 
[290, 309].

 ■ The AI race and rising data traffic can outpace efficiency 
gains, driving higher total energy use despite better  
technology [313].

 ■ Inconsistent efficiency metrics and reporting make it  
difficult to compare data center sites and enforce  
harmonized EU standards [314].

Impact on European Digital Sovereignty
Improving energy efficiency allows Europe to expand its 
digital infrastructure without a proportional increase in 
electricity demand, reducing exposure to grid bottlenecks 
and reliance on non-EU energy imports [272, 290]. At the same 
time, lower operating costs improve the competitiveness of 
European cloud and edge providers, helping to retain data 
processing within the EU. Efficiency gains also reduce local 
environmental impacts, build public acceptance, and make it 
easiest to locate new data center capacity domestically [309. 
Finally, harmonized efficiency reporting and performance 
standards enable Europe to set global benchmarks, ensuring 
that future networks, edge nodes, and AI clusters are built 
with resilience and resource efficiency in mind [312, 314].
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REUSING 
EXISTING IN-
FRASTRUCTURE
Leveraging Existing Grid and Utilities to 
Shorten Delivery Timelines and Lower 
Embodied Emissions 
Across Europe, developers weigh trade-offs between 
brownfield and greenfield sites for hyperscale data centers 
and telecommunication hubs. Greenfield projects develop 
unused land, allowing power, cooling, and layouts to be 
designed from the ground up. In contrast, brownfield 
projects convert retired power plants or industrial sites, 
using existing grid links, substations, and sometimes water 
infrastructure [272, 317]. This reuse can reduce deployment 
timelines by 7-10 years [272], while brownfield projects 
can come online much faster. Reuse also lowers embodied 
carbon from concrete and steel [318] and often faces less 
opposition than building on farmland [274]. However, many 
sites require soil remediation, asbestos removal, or structural 
upgrades before they can host IT infrastructure and liquid 
cooling [273, 319, 320, 321]. Ultimately, the decision between 
greenfield and brownfield lies in total timelines and costs. 
Greenfield faces lengthy approvals but simpler builds, while 
brownfield offers faster grid readiness but more remediation 
risks. Governmental willingness often decides which model 
delivers sooner and more cost-efficiently [272, 318].

Facts 
 ■ Public sentiment tends to favor brownfield over greenfield, 

e.g., a 2024 UK survey found ~80% positive attitudes to 
brownfield regeneration [322].

 ■ European grids need ~1.2T EUR in upgrades by 2040. 
Therefore, prioritizing sites with existing grid capacity 
helps deliver compute sooner with fewer network 
reinforcements [323].

 ■ Reusing buildings can significantly reduce embodied  
carbon, which can account for up to 50% of a data center’s 
lifetime carbon dioxide footprint [318].

 ■ Retired coal and gas plants owned by Engie, RWE, and 

Enel are already being redeveloped into data centers,  
offering the first pilot projects [317, 324].

Key Drivers
 ■ Surging demand for sovereign cloud and AI makes rapid 

deployment essential, as delays risk capacity shortages, 
higher costs, and reliance on non-EU providers [272].

 ■ EU incentives for remediation and site regeneration, such 
as the ERDF and LIFE programmes, improve the financial 
viability of brownfield developments [273, 325].

 ■ Community support is typically stronger for revitalising  
industrial land than for building new sites on farmland or 
near sensitive landscapes, provided that water use, noise, 
and traffic impacts are carefully managed [274].

Challenges
 ■ Many brownfield sites require costly remediation, which 

can be particularly challenging when involving strict safety 
protocols and specialised disposal [273, 319].

 ■ Legacy site layouts may not support high rack densities 
or advanced liquid cooling without major structural works, 
e.g., ceiling heights, raising retrofit costs and limiting long-
term scalability [320, 321].

 ■ Slow and fragmented permitting across multiple  agencies, 
combined with unclear liability rules, can negate the 
brownfield time advantage [272, 273, 325].

Impact on European Digital Sovereignty
Prioritising brownfield reuse lets Europe expand sovereign 
cloud and AI infrastructure faster while keeping operations 
under EU law through data residency and security controls. 
This approach shortens grid connection times, avoids the 
production of thousands of tons of concrete and steel, 
and aligns growth with EU climate targets [318]. Because 
industrial sites face less community opposition, it also 
strengthens the political and social backing for sovereignty 
initiatives [274]. Together, these benefits reduce reliance on 
non-EU providers, limit extraterritorial access risks, and give 
the EU greater control over technical and security standards. 
A balanced mix of brownfield reuse and targeted greenfield 
builds ensures long-term capacity and resilience [325].
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In the upcoming chapter, the outcomes of the process for validating hypotheses and problem statements are explored. 
This phase primarily revolves around the discovery of white spaces and opportunity areas relevant for The Future of 
Digital Sovereignty. By clustering the topic, findings are distilled into five key opportunity spaces, and the most critical 
problems and opportunities within the chosen domain are identified. The exploration phase places a priority on the test-
ing and re-evaluation of hypotheses with expert insights, alongside an examination of the existing landscape to pinpoint 
selected players.

EXPLORATION
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SMART INFRASTRUCTURE

Enabling Smart Energy Consumption
Building Next-Generation Connectivity Systems
Advancing Edge AI Applications

INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Superblocks in Barcelona, Spain



Europe’s digital infrastructure is entering a transformative 
era. Data centers, mobile networks, and edge devices are 
increasingly critical to economic competitiveness, innovation, 
and societal resilience. Yet, this growth brings challenges 
as well. Data-center electricity demand is set to double by 
2030, renewable energy introduces grid volatility, traditional  
mobile networks remain rigid and incomplete, and  
cloud-centric AI struggles to meet the latency, privacy, and 
autonomy needs of emerging applications [328, 329, 330]. 
Addressing these challenges is essential for a sovereign  
digital infrastructure while advancing Europe’s green energy 
and technology leadership.

First, Europe must reimagine energy consumption. By  
leveraging data centers as flexible energy assets, this  
challenge can be turned into a solution. Dynamically  
shifting computing workloads helps to stabilize power grids 
and maximize renewables. This capability transforms data 
centers from energy consumers into active grid partners, 
creating strategic value beyond their computing function. 

Strengthening the Backbone of European Digital Sovereignty

SMART INFRASTRUCTURE 

This approach not only cuts costs but also strengthens the 
strategic case for European sovereign data centers [331, 
332]. Building on this, the next pillar is next-generation  
connectivity. Resilient, open networks are crucial. Standards 
like Open RAN and integrated satellite systems promise 
to close coverage gaps and reduce supplier dependency. 
This creates a robust foundation for essential services and 
fosters vital multi-vendor interoperability [333, 334]. Final-
ly, with powerful networks in place, intelligence moves to 
the edge. By distributing intelligence closer to where the 
data is generated, Edge AI reduces latency, strengthens  
privacy protections, and enhances resilience against network  
disruptions. Edge AI brings processing directly to devices, 
enabling faster, more private decisions for applications from 
autonomous vehicles to healthcare. This shift is crucial for 
meeting the real-world needs of emerging applications while 
reducing reliance on centralized cloud systems [7, 335].

Together, these three pillars illustrate a holistic approach 
to Europe’s smart future: energy-aware, connected, and  

intelligent infrastructure that enhances operational efficiency, 
environmental sustainability, and technological sovereignty. 
For businesses, policy-makers, and researchers, this conver-
gence represents a substantial opportunity to innovate and 
lead in the next generation of computing and communication 
technologies.
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“
I think it will be ‘common sense knowledge’ in just a few years that AI data centers are grid stabilizers. 
We’d love to do it in more places.                                                          

 ”
Urs Hölzle, Google [339]

ENABLING SMART ENERGY 
CONSUMPTION
Using the Flexible Energy Demand of Data Centers to Enhance Grid Stability
Data centers are driving a surge in global electricity demand. They currently consume 1.5% of global power, with consumption 
expected to double by 2030 [328]. This growth coincides with a critical challenge: renewable energy has made grids more 
volatile, as solar and wind output fluctuates and spikes with weather patterns. Maintaining grid stability now requires energy 
consumption that can adapt to these fluctuations. Data centers offer a unique advantage in this regard: unlike traditional  
industrial loads, computing tasks can be scheduled for specific times or relocated to different sites [331, 336]. This enables 
demand shifting on a large scale: tasks can be moved to times with higher energy availability or to locations with cheaper or 
cleaner power [332, 337]. 

However, steering computational workloads is complex, requiring dynamic allocation of processing capacity across  
distributed facilities. As electricity costs increasingly dominate datacenter operations, the business case for demand shifting  
strengthens. With computing power becoming a low-margin commodity, flexible energy consumption will be essential for building  
cost-competitive sovereign data centers [338]. For Europe, this approach not only enhances the competitiveness of sovereign 
data centers, but also helps stabilize the power grid and advance the green energy transition.

Smart Infrastructure
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“
Open RAN is real, performing, and moving forward; there is no way back.                                                         

 ”
Dimitris Mavrakis, ABI Research [343]

BUILDING NEXT-GENERATION 
CONNECTIVITY SYSTEMS
Open Interoperable Satellite-Terrestrial Networks for Resilient Services

Mobile networks have traditionally been built as closed systems, with all components coming from a single vendor. Yet, this 
has slowed innovation and made switching extremely difficult [329]. The Open Radio Access Network (O-RAN), however, is 
changing this by establishing common standards that allow equipment from different manufacturers to interoperate. This 
enables network operators to mix and match components and reduce dependence on a single vendor. While global testing 
centers are validating this interoperability, seamless multi-vendor operation remains challenging [340].

Meanwhile, current mobile networks only function where cell towers exist, leaving gaps in rural areas, oceans, and remote 
regions. New standards from the 3rd Generation Partnership Project enable satellites to connect directly to 5G phones, with 
broader integration planned [333]. For 6G, the International Telecommunication Union envisions combining ground and 
satellite networks [341]. Moreover, Europe’s Union Secure Connectivity Programme funds its own satellite constellation to keep 
connectivity under European control and close coverage gaps [342].

However, a simple method to integrate these networks seamlessly is lacking. Many projects succeed in pilots but fail at scale. 
A shared application layer could turn these standards into reliable services for public safety, transport, maritime, and energy, 
while reducing reliance on single suppliers [334].

Smart Infrastructure
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“
This is going to be the decade of autonomous vehicles, robotics, and autonomous machines.                                                      

”
Jensen Huang, CEO of Nvidia [347]

ADVANCING EDGE AI 
APPLICATIONS 
Enabling Smarter and Private Devices through Edge AI
Integrating AI in areas like robotics requires a paradigm shift from traditional cloud computing to more responsive and robust 
solutions. While the cloud offers immense compute power, its inherent latency and bandwidth limitations are critical barriers for 
real-time applications [330]. Edge computing solves this by moving computation directly to the data source, enabling on-site 
processing for faster response times and enhanced data protection [7]. In combination with edge hardware becoming more 
powerful, the market for Edge AI is expected to more than triple by 2030 [344, 345].

This development unlocks transformative opportunities across industries. In manufacturing, it enables real-time defect  
detection on assembly lines, preventing costly production errors. For autonomous vehicles, it facilitates instantaneous  
decision-making, essential for navigation and safety [346]. In healthcare, it allows for continuous patient monitoring with strict 
data privacy, as sensitive information never leaves the device [335]. Furthermore, by deploying small, efficient AI models  
directly on edge hardware, companies can build more intelligent and autonomous products while significantly reducing their  
dependence on external cloud infrastructure, leading to greater operational resilience and efficiency.

Selected Players

Smart Infrastructure
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Alternative Sourcing of Raw Materials 
Material Circularity as a Sovereignty Lever
Turning Data Into Europe’s Strategic Asset

RESILIENT RESOURCE CYCLES 
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Garzweiler Mine in North Rhine-Westphalia, Germany



Europe’s future competitiveness and autonomy are tied to 
critical raw materials. Yet, the EU relies heavily on a limited 
number of external suppliers, creating significant supply 
risks. Based on the European Commission’s 65% import 
concentration threshold, China exceeds concentration 
limits for bismuth, cobalt ore, magnesium, manganese, 
and strontium, Turkey for borates and feldspar, and the 
United States for beryllium [348]. This underscores structural 
vulnerabilities in Europe’s supply chains. 

The EU tackles these vulnerabilities with the CRMA. It aims 
to develop a European value chain for critical raw materials 
and diversify the import routes that bring these minerals into 
the EU. The CRMA’s push for a domestic value chain aims to 
secure a supply of 10% of the EU’s raw materials and refine 
40% of these by 2030. Diversification of imports seeks to 
reduce reliance on a few suppliers by supporting new critical 
raw materials projects in emerging economies, and providing 
funding in exchange for prioritized access to these resources 
[349]. 

Building Interconnected Resource Cycles to Strengthen Physical and Digital Value Chains

RESILIENT RESOURCE CYCLES

Securing new sources of raw materials is not only an 
economic and political challenge but also a scientific one. 
Various projects spearheaded in the EU illustrate the growing 
technical feasibility of material extraction and recovery 
methods. Particular examples include bioleaching, which 
uses microorganisms for metal extraction, recycling of 
lithium batteries, or upcycling mining waste to construction 
materials [350, 351]. These efforts form part of a broader 
strategy where Europe identifies new ways of material 
procurement. Instead of exclusively relying on imports or 
domestic value chains, another alternative for Europe is to 
invest in circular resource cycles. While the EU used 11.8% 
of recycled materials in 2023, its Clean Industrial Deal aims 
at doubling this amount to 24% by 2030 [352, 353]. The 
trajectory towards that goal is not very promising, given 
the use of 10.7% of recycled materials in 2010 [352]. This is 
mainly due to product designs often not being optimized 
for circularity, and information on material composition 
frequently lacking. At the system level, effective collection 
and recycling of waste requires appropriate facilities and 

technologies, a task made more difficult by the EU’s high 
resource consumption [354]. Complementing this, improving 
product design, collection, and recycling can maximize the 
value recovered from resources.

Data plays an increasingly important role in the successful 
functioning of supply chains [355]. To fully realize sovereign 
resource cycles, Europe must retain control over this digital 
resource, ensuring that data infrastructures remain within 
its regulatory and operational domain [356]. As a result, 
turning data into a strategic asset is one of the ways in which 
Europe can drive innovation and sovereignty. Together with 
alternative sourcing and material circularity, this approach 
strengthens Europe in physical and digital domains.
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“
The environmental cost in the production of AI tools, ChatGPT, [and other] things we use in our daily lives 
is inherently material in nature and all of them [come at a high] cost.                                                        

”
Dr. Mohammad Amir Anwar, University of Edinburgh [365]

ALTERNATIVE SOURCING OF 
RAW MATERIALS
Leveraging Innovative Mining Technologies and Material Discovery
90% of raw material extraction and 60% of processing occur outside the EU, with China as the dominant supplier [357]. To 
reduce its dependency, Europe must diversify its raw material sources instead of relying on third-country suppliers. This includes 
commercializing innovative mining technologies and harnessing domestic resources through approaches such as direct lithium 
extraction, or in-situ bioleaching, and extraction of metals using microorganisms directly from the ore vein [358, 359]. These 
methods could be more sustainable than conventional methods [360, 361].
 
Meanwhile, increased R&D investment for alternative materials is opening promising pathways. For example, substituting lithium 
with sodium in batteries has proven to be a viable and more cost-effective solution without major performance drawbacks [362]. 
Emerging tools such as computational chemistry and AI-driven material discovery can accelerate the search for sustainable 
substitutes. AI models like GNoME have demonstrated that new materials can be predicted, validated, and synthesized within 
weeks [363]. Through innovation in mining technologies and alternative material discovery, Europe has the potential to enhance 
its resilience and deliver on the objectives outlined in the Critical Raw Materials Act [364].

Resilient Resource Cycles
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MATERIAL CIRCULARITY AS A 
SOVEREIGNTY LEVER 
Shifting From a Linear to a Closed-Loop Material Industry

The pursuit of a circular economy offers Europe a strategic chance to enhance sovereignty and cut dependence on external 
resource providers. The current model, which relies on extracting raw materials and disposing of waste, creates a major 
vulnerability to foreign supply chains. This is reflected in Europe’s low recycling rate of 8.3% for critical materials [366]. This 
shortfall drives import reliance and leaves the continent far from its goal of a 24% recycling rate for critical raw materials by 2030 
[353]. Additionally, methods like automated waste sorting exist but are less important for reaching circularity goals. 

The real sovereignty potential lies in higher-level strategies of refusing and reducing material use upfront [367]. These 
strategies are still under-emphasized by companies, even though they deliver the largest environmental and economic gains by 
decoupling growth from resource consumption [368]. By innovating in durable design for disassembly and fostering product-
service systems, where businesses keep ownership of products and customers only pay for their use or the service they provide, 
Europe can mitigate supply-chain risks [369, 370]. This shift from reactive recovery to proactive reduction is a foundational step 
toward a more resilient, self-sufficient, and competitive European economy.

“
Legacy players are heavily investing in material circularity solutions, and strong vertical integration activities 
can be expected in the near future.                                                    

”
Nina Odefey, Lakestar

Resilient Resource Cycles
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TURNING DATA INTO EUROPE’S 
STRATEGIC ASSET 
Building a Sovereign, End-to-End Data Ecosystem to Drive Innovation
Europe relies heavily on non-European providers for various parts of the data value chain. This dependency stems from 
underinvestment in scalable European alternatives and problems in aligning data-driven innovation with privacy regulations. As 
data becomes a strategic asset underpinning competitiveness in the digital sector, Europe must transition from regulating data 
to actively leveraging it for economic resilience [1, 371].

Without intervention, European companies risk becoming locked into foreign ecosystems and losing control over value creation. 
US providers now dominate the European cloud market with a 70% share. Meanwhile, European providers have seen their share 
fall from 29% in 2017 to just 15% in 2022 [372].

Conversely, building a robust European data ecosystem that brings together actors for trustworthy data use can unlock 
innovation and enable industry-wide collaboration [373, 374]. By empowering local providers and creating competitive 
advantages in privacy-preserving data solutions, Europe’s rich data assets can become a driver for sustainable growth. Ensuring 
secure, ethical, and cross-border data use will be essential for this goal [373]. Ultimately, treating data as a strategic asset is 
central to strengthening Europe’s digital sovereignty.

“
Value creation from data, and the use of [...] AI will change many, if not all, sectors of the economy in a 
very short time.                                                           

”
Thomas Hahn, BDVA [375]

Resilient Resource Cycles
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Deploying Autonomous Systems in Defense
Shielding Critical Systems
Pioneering Independent Space Technologies

SECURING EUROPE
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Lovrjenac Fortress in Dubrovnic, Croatia



Technological capabilities are increasingly decisive for Eu-
rope’s sovereignty [376]. Modern conflict and hybrid threats 
show that control of autonomous platforms, resilient infra-
structure, and access to space now shape security outcomes 
as much as traditional military strength [377, 378]. Unmanned 
systems alter the course of wars, cyberattacks disrupt dai-
ly life and critical services, and satellites determine whether 
governments and militaries can communicate, navigate, and 
detect threats [379, 380, 381, 382]. In each of these areas, 
dependence on external providers exposes vulnerabilities, 
while strengthening European capabilities creates both stra-
tegic resilience and economic opportunity [376, 383].

The first domain where this becomes visible is autonomous 
defense systems. The war in Ukraine highlights how un-
manned platforms provide decisive advantages by extending 
situational awareness, accelerating decisions, and limiting 
risks to personnel [379, 380, 384]. Europe’s market in this sec-
tor is expected to grow, but today it relies heavily on foreign 
providers [376, 385]. This dependence creates strategic risks 

Advancing Autonomy in Defense, Infrastructure, and Space
SECURING EUROPE

if supply chains are disrupted or export restrictions are ap-
plied [377]. Developing next-generation European systems 
is therefore essential to safeguard operational autonomy and 
also to capture industrial value in a rapidly expanding global 
market [376, 383].

Autonomous defense systems, however, do not function in 
isolation. They depend on the stability of the environment 
in which they are deployed. Europe’s critical infrastructure, 
which includes energy, transport, water, and communica-
tions, is exposed to systemic threats [381, 386]. Modern 
cyberattacks can bring down legacy systems, while climate 
change drives extreme weather that puts infrastructure under 
stress [378, 387, 388]. Once again, in both cases, reliance on 
outdated or externally controlled technologies amplifies the 
risks [389]. Addressing them requires tools to reduce known 
vulnerabilities and apply security-by-design principles in all 
infrastructure modernization and development projects [381, 
386].

Critical infrastructure was once defined mainly by systems 
on the ground, but it now increasingly relies on space-based 
assets [390]. These space systems include, for example, sat-
ellites that provide navigation, secure communication, recon-
naissance, and missile warning functions [382, 390]. Europe, 
however, remains strongly dependent on external pow-
ers, most often the US, to access these services [386, 391]. 
With launch costs falling and new commercial opportunities 
emerging, Europe now has both the need and the chance to 
strengthen its role [392, 393]. 

Collectively, autonomous defense, resilient infrastructure, 
and space capabilities form an interdependent chain of sys-
tems [376]. A weakness in one can undermine the others, 
while strengthening each reinforces the whole [376]. As a 
result, progress in these domains will shape the future of Eu-
rope’s technological sovereignty [376].
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“
The thing that is so powerful about autonomy is that you can clearly show your adversaries that you have 
weapons that do not cost all that much money and that don’t cost human life.                                    

”
Palmer Luckey, Anduril [396]

DEPLOYING AUTONOMOUS 
SYSTEMS IN DEFENSE
Securing Europe in the Age of Unmanned Warfare

Unmanned systems are transforming modern warfare, as demonstrated in recent conflicts, such as the Russia-Ukraine war. 
These systems provide strategic advantages through enhanced situational awareness, faster decision cycles, and reduced risk to 
personnel [379, 394]. Consequently, this transformation is driving significant market growth, with Europe’s unmanned systems 
sector projected to grow by 8.5% annually from 5B USD in 2024, potentially capturing 25% of the global defense market share 
by 2030 [385].

However, Europe’s dependence on foreign technology creates strategic vulnerabilities. The current reliance on systems from 
foreign powers leaves European forces vulnerable to supply chain disruptions and potential technology restrictions [377, 383]. 
This dependency stems from decades of underinvestment in indigenous defense capabilities. It has become increasingly 
problematic as traditional alliances grow more transactional, where a partner’s strategic priorities or export controls can directly 
limit European operational autonomy [395]. 

This opens up the space for European-made solutions, such as next-generation drones and autonomous platforms, which are 
crucial for achieving strategic sovereignty. By building domestic capabilities, Europe can secure its defense autonomy while 
capturing economic value in this growing global market, ultimately strengthening both its security and industrial competitiveness.

Securing Europe
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“
In today’s interdependent and interconnected world, the protection and security of our cyber and physi-
cal infrastructure requires the concerted efforts of public and private partners around the globe.                                                           

”
CISA International Strategic Plan [401]

SHIELDING  
CRITICAL SYSTEMS
Critical Infrastructure Requires Solutions Against Growing Systemic Threats

Critical infrastructure systems are increasingly vulnerable to a convergence of cyber, physical, and climate-related threats [378, 
381]. This interconnection means that a single event, such as a successful cyberattack on an energy grid or a major climate 
disaster, can trigger cascading failures across economies and societies [386, 397].

Two underlying conditions fundamentally drive this heightened risk. The first is the widespread presence of legacy infrastructure. 
These decades-old systems contain inherent vulnerabilities because they were engineered long before modern cybersecurity 
threats emerged [381]. Secondly, climate change acts as a threat multiplier, exposing fragile infrastructure to extreme weather 
events, including floods, wildfires, and heat waves [388, 398].

An effective defense requires a coordinated approach addressing both current and future risks, such as upgrading current 
systems with better monitoring to mitigate known vulnerabilities. It also involves making infrastructure resilient to climate 
threats using predictive tools enabled by digital twins [386]. The foundation of this effort is building security into new projects 
from the beginning, creating sustainable protection instead of relying on perpetual repairs [399, 400].

Securing Europe
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“
The next industrial revolution will not be on Earth, it will be in orbit.                                                     

”
 Matthias Spott, LEOconomy [393]

PIONEERING INDEPENDENT 
SPACE TECHNOLOGIES
Seizing the Launch Window for Europe’s Space Sovereignty

Europe’s access to earth observability, secure communications, navigation, and missile warning systems still comes largely from 
external providers, especially the US. These functions are essential in times of stability as well as crisis, yet in Europe they remain 
hindered by fragmented investment and slow procurement cycles [391]. Traditionally, dual-use programs such as Galileo have 
been prioritized over space missions in terms of their value to the supply chain, as well as for security and defense purposes 
[390].

This balance is now shifting, driven by sharply lower launch costs that are transforming the global space landscape. For example, 
the cost of delivering one kilogram into orbit has been reduced by 90% partly due to the use of reusable rockets [392]. Looking 
ahead, Europe must seize the opportunity to strengthen its own independent space capabilities. At a time of possible US 
disengagement, Europe cannot afford to remain underdeveloped. Continued reliance on external systems would leave Europe 
vulnerable in areas such as communications and intelligence, deepening its dependence on foreign powers [391, 402].

To address this, investing in a robust portfolio of European space assets offers wide-ranging advantages. Beyond immediate 
defense applications, innovations such as in-orbit semiconductor manufacturing, space-based data centers, and space mining 
could lead to the creation of new industrial sectors and cross-sectoral goals, such as sustainability targets [393, 403, 404].

Securing Europe
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Hyper-Personalizing Digital Literacy Education
Connecting Talent Clusters and Ecosystems
Retaining Talent by Enabling Mobility

NURTURING HUMAN CAPITAL
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

University of Oxford, England



Europe’s ambition to become a global digital leader depends 
on a critical foundation: its people. To achieve true digital 
sovereignty, the continent must cultivate a workforce that is 
not only highly skilled but also capable of transitioning across 
roles, sectors, and borders. Yet a significant human capital 
gap threatens this goal. Europe faces a pressing shortage of 
ICT specialists and a broader deficit in the advanced digital 
literacy that citizens need to thrive, innovate, and participate 
securely in a data-driven society [405, 406]. This challenge 
is compounded by a fragmented innovation landscape and 
systemic barriers that impede Europe’s ability to attract and 
retain top global talent [407, 408]. Closing this gap requires 
a coordinated strategy that builds talent at every experience 
level. 

The urgency is heightened by accelerating technological 
shifts. Artificial intelligence, quantum computing, and cyber-
security demands are reshaping the skills required in almost 
every industry. Without decisive action, the divide between 
advanced hubs and lagging regions will widen, leaving 

Strengthening Europe’s Talent Pipeline With Adaptive Learning and Connected Ecosystems

NURTURING HUMAN CAPITAL

Europe dependent on external expertise and vulnerable to 
talent outflows [409]. The stakes are not limited to economic 
performance. They extend to democratic resilience, social 
inclusion, and Europe’s ability to set global standards in the 
digital sphere.

In practice, closing the gap requires action in the three 
domains of skills, ecosystems, and mobility. Across these 
categories, a common thread emerges: when know-how is 
scattered across member states, projects struggle to reach 
critical mass, duplication rises, and time-to-market slips [410]. 
Hyper-Personalized Digital Literacy illustrates this shift by 
moving beyond static curricula toward adaptive learning that 
adjusts to a learner’s knowledge level, pace, and style. This 
equips citizens of all ages to navigate AI, assess information 
critically, and participate in the digital economy. Connected 
Talent Ecosystems reflect the same principle in innovation by 
linking Europe’s strong but isolated hubs into cross-border 
networks that amplify spillovers and scale breakthrough 
research. Frictionless Talent Mobility completes the picture 

by ensuring that once skills and ecosystems align, individuals 
can seamlessly move, settle, and build long-term careers 
across Europe. By executing this integrated vision, Europe 
can transform its human potential into tangible digital sov-
ereignty and lasting global competitiveness. Adaptive skills 
feed vibrant ecosystems, ecosystems thrive when talent 
circulates, and mobility ensures Europe’s best minds contrib-
ute where they are most needed. Only through this virtuous 
cycle can Europe convert its diverse human capital into the 
collective strength required to lead in the next digital era.
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HYPER-PERSONALIZING DIGITAL 
LITERACY EDUCATION
Equipping Citizens with Digital Literacy Skills for an AI-Driven Economy
Europe’s digital resilience is undermined by a widespread inability to grasp the core concepts of technologies such as AI [75]. 
This skills gap affects all age groups, leaving those with limited understanding vulnerable to disinformation, excluded from 
essential services, and at a severe disadvantage in the job market [411]. This not only hinders innovation but also actively 
threatens strategic autonomy, as citizens cannot effectively use, question, or shape the technology that governs their lives [412].

The solution is not another generic online course, but a fundamental shift from static, one-size-fits-all training to learning that 
is as dynamic as the technology itself. Most initiatives such as corporate training programs remain fragmented and fail to keep 
pace with change [413].

The emerging opportunity lies in creating inclusive, personalized learning ecosystems. This means replacing outdated curricula 
with adaptive education tailored to an individual’s proficiency, pace, and preferences. By making digital skills accessible at every 
stage of life, Europe can close the skills gap. This simultaneously strengthens democratic resilience and supports technological 
independence by cultivating a population capable of building and adopting European alternatives to global platforms.

“
Artificial intelligence enables the next generation of education tools as we can develop hyper-personalized 
learning tracks for every individual.                                                       

”
Nina Odefey, Lakestar

Nurturing Human Capital
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“
Lasting innovation ecosystems are not built through top-down directives. They must be cultivated from 
the bottom up, empowering firms and local actors to discover opportunities organically. Policy should act 
as a gardener, not an architect.                                               

”
Oliver Schoppe, UVC Partners  

CONNECTING TALENT CLUSTERS 
AND ECOSYSTEMS
Uniting Europe’s Fragmented Innovation Ecosystems
Europe’s potential for digital sovereignty is undermined by its fragmented innovation landscape. While strong hubs in AI, semi-
conductors, and cloud computing exist, they are often siloed by national priorities, divergent regulations, and market barriers 
[414, 415]. This “regulatory jungle” prevents these clusters from linking into a single, powerful digital space where data, talent, 
and capital move freely across borders [416]. The consequence is a chronic inability to turn world-class research into globally 
competitive products and scale companies within Europe [417]. Parallel yet disconnected clusters limit the essential spillovers 
and network effects that drive true innovation [418].

The central opportunity is not to create more isolated hubs, but to strategically connect the ones that already exist [419]. Mod-
els like Stockholm’s scale-up “flywheel,” Berlin’s cultural hub, and Munich’s innovation factory show the power of concentrating 
talent, capital, and infrastructure [420]. The emerging opportunity is to replicate this success at a continental scale. 

Overcoming this fragmentation demands a pan-European platform that connects these clusters. By building stronger networks 
to match ventures, capital, and skilled professionals across borders, Europe can accelerate high-growth sectors. This would 
transform isolated pockets of excellence into a unified, competitive innovation space, maximizing spillovers and finally strength-
ening Europe’s digital sovereignty.
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Selected Players

“
Companies highlight talent shortages and bureaucracy as key hurdles. Europe’s stability and welfare attract 
talent, but these advantages fade when weighed against the stronger pull of global tech rivals.                                                      

 ”Alina Kontareva, Alexander von Humboldt Institute

RETAINING TALENT BY 
ENABLING MOBILITY
Streamlining Cross-Border Relocation to Retain and Attract Skilled Talent
Europe’s capacity to attract skilled talent is consistently weakened by its inability to manage the practicalities of relocation [421]. 
The complex logistics of moving, such as visas, housing, and family integration, often outweigh the professional benefits of a 
new position [422]. This friction creates a significant leak in Europe’s talent pipeline, wasting recruitment resources and reducing 
competitiveness [423].

The central opportunity is not another job portal, but a focused effort to address the obstacles between a job offer and 
successful settlement. This requires moving beyond digital tools that only match candidates with vacancies, toward integrated 
systems that actively facilitate the relocation process [424].

A range of solutions can emerge in this space, from simplified digital procedures that consolidate bureaucratic tasks to support 
services that assist with housing, child care, and partner employment. By redesigning the relocation experience, Europe can turn 
a fragmented and tedious process into a smooth and reliable one. Reducing friction in cross-border movement would turn a 
major barrier into a clear advantage, directly enhancing Europe’s ability to secure the skilled workforce its key industries require.
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Unified Standards and Interoperability
Open Talent and Knowledge Sharing
Unified Digital Payment Infrastructure

SHARED DIGITAL COMMONS
INFLUENCING THE FUTURE OF DIGITAL SOVEREIGNTY

Cern in Geneva, Switzerland



Shared digital commons refer to digital resources, such as 
data, software, and infrastructure, that are open and ac-
cessible to all. They function as public goods in the digital 
realm, much like roads or libraries do in the physical world. 
By framing payments, standards, and knowledge as shared 
infrastructures rather than private assets, digital commons 
extend the principle of public goods into the core of Europe’s 
digital economy. When Europe pools resources, everyone  
benefits. Shared platforms lower costs, speed up crisis  
response, and build trust through transparent, democratic 
governance [425].

Digital commons offer not just tools, but new modes of 
governance that prioritize democratic decision-making over 
unilateral corporate control. The EU increasingly views digital 
commons as foundational to both innovation and sovereignty 
[426]. These commons combine open-source development, 
collective ownership, and decentralized governance models 
that protect against shifts in political or financial control [425]. 
They serve as democratic alternatives to proprietary systems, 
enhancing transparency and societal value beyond the simple 
sharing of resources [427]. Governance models that prioritize 
collective participation over profit-driven control are  

Common Foundations for European Resilience in a Digital Age

SHARED DIGITAL COMMONS 

essential for creating equitable digital commons, which 
support broad access [428]. They also promote long-term 
resilience by reducing lock-in effects and enabling public 
institutions, SMEs, and researchers to remain independent of 
foreign technology providers. The EU is already implementing 
this. As the European Open Science Cloud enables scientists 
across member states to share research data under common 
standards, thereby breaking down silos and accelerating 
innovation [429]. NGI Commons is an EU initiative that creates 
a unified ecosystem of open-source software, hardware, and 
digital tools [430]. In finance, the Wero wallet unites 16 major 
banks to offer a European alternative to Visa and Mastercard 
[431].

However, building digital commons presents real challeng-
es, especially when data sharing is involved [432]. Different 
national rules, competing standards bodies, and closed pro-
prietary systems create fragmentation [432]. Publicly funded 
software should be open source, encouraging governments 
to support digital commons that serve the public good [433].

Three critical opportunities for strengthening digital com-
mons have been identified. Establishing unified standards 

that ensure interoperability across systems reduce fragmen-
tation and allow seamless collaboration across borders [434]. 
By creating open talent sharing and a skills-based collabora-
tion platform, Europe’s persistent skills gap can be bridged 
[440]. The third is the development of a unified EU payments 
infrastructure, treating financial rails as a digital commons to 
lower costs and reduce dependence on non-European pro-
viders [445]. With the right regulation, funding, and coopera-
tion, shared digital commons can become the backbone of a 
sovereign, resilient digital Europe.

Adil Köken
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Selected Players

UNIFIED STANDARDS AND 
INTEROPERABILITY
Driving Standards to Enhance Interoperability and Secure Collaboration
Fragmented regulations, competing standards, and national silos undermine Europe’s digital sovereignty  [434]. They slow 
down seamless data sharing, complicate technical integration, and hinder efficient cross-border collaboration [435]. Without 
unified, open standards, SMEs and large enterprises face rising complexity and costs, while becoming more dependent on 
non-European technologies. This poses a threat to both competitiveness and long-term resilience [434].

Europe urgently needs trusted, transparent interoperability layers that encompass open protocols, shared data formats, and 
federated governance to transform the digital commons from aspiration into reality. Initiatives such as Gaia-X demonstrate the 
promise and challenge of building a European-native infrastructure for secure and compliant data spaces. However, scaling 
these efforts requires better alignment and enforcement at the EU level. Integrating hardware-software architectures inspired 
by replicable, modular models can further accelerate convergence and innovation [436, 437].
 
Investing in unified standards enables Europe to strengthen sovereignty, reduce fragmentation, and compete globally with ag-
ile, composable platforms and services. This is not just a technical challenge, but a strategic imperative to future-proof Europe’s 
democracy, economy, and values in a multipolar digital world [434].

“
Europe should enforce digital regulations that mandate free and open-source technology,  
data sovereignty, and privacy.

”
Prof. Francesca Bria, UCL [438]
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Selected Players

“
In the world of AI, knowledge is detached from talent, revolutionizing how we allocate work, build capa-
bilities, and scale organizations.                                                            

”
Oliver Schoppe, UVC Partners

OPEN TALENT AND  
KNOWLEDGE SHARING 
Connecting Talent and Skills to Demand via Cross-Company Collaboration
Highly specialized skills are becoming increasingly important for companies to stay competitive [439]. Since these capabilities 
are rarely in-house and evolve rapidly, finding the right people in a timely manner is challenging [440]. The most significant gaps 
lie in advanced IT, programming, data analysis, and mathematical skills [441]. Approximately 40% of executives report a short-
age of workers capable of working alongside new technologies [441]. This gap is more pronounced in Europe than in the US, 
with 6 percentage points higher shortages in technological skills and 2 percentage points higher shortages in higher cognitive 
skills. As a result, firms depend on two sources: external knowledge and talent.

Open talent sharing offers a promising way forward. It is a skills-based model where companies can find, verify, and bring in 
external experts or teams on demand, either for short tasks like interviews or for embedded roles [440]. Platforms should match 
demand with supply, allocate work by skills.

AI can power this shift. By embedding it into recruiting systems, AI can actively scan the market, translate requirements into 
skills, and quickly surface strong matches, making a skills-first approach viable [442, 443]. However, organizations must protect 
data privacy and clearly govern IP, ensuring collaboration accelerates delivery without compromising control.
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“
The digital euro project is a crucial step towards enhancing Europe’s payments landscape and  
safeguarding our monetary sovereignty.                                      

”
Piero Cipollone, ECB [449]

UNIFIED DIGITAL PAYMENT 
INFRASTRUCTURE
Building Sovereign, Seamless, and Secure Payment Rails for Europe
Europe’s digital payments landscape consists of fragmented national schemes and a heavy dependence on foreign payment 
rails, including Visa, Mastercard, PayPal, and Big Tech wallets [444]. This reliance raises costs for businesses and consumers, 
limits interoperability, adds complexity to cross-border payments, and creates vulnerabilities in cybersecurity and sovereignty 
[445]. The absence of a unified framework undermines the EU’s ability to build a fully integrated digital economy and weakens 
its strategic autonomy in critical financial infrastructure [445].

A Unified Digital Payment System offers the opportunity to consolidate diverse payment methods, such as bank transfers and 
cards, into a single, secure, and EU-governed framework. In the future, emerging means of payment like stablecoins and the 
digital euro can also be considered [446]. By treating payments as a digital commons, Europe can enable seamless cross-bor-
der transactions and reduce costs by about 510B USD [447]. This would also create trusted rails for public services like welfare 
and procurement, as well as for private innovation in fintech and embedded finance [448]. Such a system could become the 
foundation of Europe’s digital sovereignty. It would improve efficiency, transparency, and competitiveness, while also promoting 
European standards of privacy, trust, and security in the global digital economy [448].
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IDEATION
The following chapter describes f﻿ive novel ideas of great relevance for The Future of Digital Sovereignty, especially in 
view of the identif﻿ied future trends. Each of the ideas is developed to solve a specif﻿ic problem in the identif﻿ied problem 
spaces.

materiOS .......................................................76

CORAL ...........................................................72

Skyrise ...........................................................80

Cyberlingo .....................................................84

SMartroutE ....................................................88

71



CORAL (Computational Resource Allocator) is a software 
platform designed to address the growing complexity of 
hybrid computing environments. Modern organizations now 
integrate on-premises servers, edge devices, and cloud ser-
vices, but this combination raises challenges with cost, la-
tency, and data protection [450]. The growing use of large 
language models (LLMs) increases the need to assess data 
sensitivity before processing, as employees depend on these 
tools for handling sensitive or confidential data [451]. Addi-
tionally, the rise of real-time applications heightens the need 
for reliable edge computing, making efficient resource al-
location and coordination across distributed infrastructures 
crucial [21, 450]. 

CORAL solves these challenges by delivering intelligent, se-
cure, and cost-effective orchestration for modern computing 
environments. It automatically determines where each com-
putational task should be processed by evaluating latency, 
computational effort, expected cost, and data sensitivity and 
privacy requirements. CORAL can use existing metadata, 

Privacy Where It Matters, Compute Where You Need It
CORAL

such as document classification or device context and ana-
lyze requests to support real-time decisions. 

For example, factory robots or retail checkout cameras can 
be prioritized for local execution to meet strict latency needs, 
while sensitive data like intellectual property or customer in-
formation remains on-premises for compliance and privacy. 
Less sensitive or more compute-intensive tasks are shifted to 
the cloud when efficient. This dynamic allocation reduces reli-
ance on hyperscalers for sensitive data and lowers egress and 
bandwidth costs, which have become significant in cloud-
based AI workloads. 

By combining privacy protection, efficient resource use, and 
better service quality, CORAL allows companies to manage 
workloads without deep infrastructure expertise. This is es-
pecially important for SMEs lacking in-house specialists or 
facing high upfront server investment costs. Manufacturers, 
retailers, and businesses managing sensitive data can set 

policies, monitor tasks, and optimize spending from a single 
interface. 

While most competing solutions focus on technical efficiency, 
CORAL stands out with its privacy-first approach that balanc-
es compliance, performance, and resource control, support-
ing greater digital autonomy for users.
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 ■ Static load balancing and resource allocation in hybrid cloud architecture hinder efficient 
workload distribution, creating significant allocation challenges and reducing overall system 
performance [450, 452].

 ■ Without task offloading strategies in edge computing, compute-intensive and delay-sen-
sitive applications face excessive latency, high energy consumption, and reduced security, 
which limits scalability and real-time responsiveness [453].

 ■ Deploying LLMs in sensitive domains such as healthcare, finance, and legal services risks 
exposing private data and compromising security, making robust sensitivity detection mech-
anisms essential [451].

 ■ Multi-cloud tools without provider-agnostic orchestration rely on specific providers and 
manual configuration, leaving workloads vulnerable to failures, adding operational com-
plexity, and making reliable management across environments difficult [454].

Problem

Enterprises face rising costs, compliance risks, and performance bottlenecks be-
cause hybrid cloud systems lack dynamic workload orchestration.

Solution

 ■ CORAL acts as a decision engine between incoming requests and compute resources, as-
signing which part of each task should run locally or in the cloud.

 ■ It evaluates various factors such as latency, data sensitivity, current server load, payload size, 
bandwidth capacity, and cost, using existing metadata and contextual information to guide 
decisions. When metadata or context is missing or insufficient, CORAL can use AI models 
trained for real-time request analysis to suggest where to execute tasks.

 ■ By requesting splits continuously, high-priority or sensitive parts remain local, while less 
sensitive or compute-intensive parts are offloaded to the cloud. This balances the load and 
ensures information is processed in the most efficient way possible.

 ■ The tool prefers local execution to minimize transfer energy, apply admin-defined rules, 
such as jurisdiction, cost, and service level agreements, and provide metrics for utilization, 
latency, and cost.

CORAL routes each request to the right location, ensuring compliance with data 
residency requirements while reducing costs.

CORAL
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 ■ In the EU, more than 53,000 large enterprises (with 249 or more employees) exist. It is ex-
pected that a large share of the enterprises form the core buyer segment for hybrid cloud 
orchestration [455].

 ■ Worldwide edge investments are projected to reach 378B USD by 2028, up from an esti-
mated 261B USD in 2025, showing sustained double-digit growth and expanding budgets 
for orchestration [456].

 ■ The global hybrid cloud market is valued at approximately 173B USD in 2025 and is forecast 
to nearly double to 312B USD by 2030, growing at a CAGR of 13% [457]. 

 ■ Besides hybrid cloud setups, 89% of enterprises report multi-cloud usage, reflecting the 
growing reliance on diverse cloud providers to optimize flexibility and cost efficiency [458].

 ■ When selecting workload venues for AI, 42% of companies surveyed in 2025 consider la-
tency and proximity requirements, while 11% of enterprises allocate their AI workload at 
on-premises infrastructure [459].

Market

Enterprises are rapidly adopting multi-cloud and edge computing, with EU reg-
ulations and large firms driving demand for secure orchestration.

Competition

 ■ Existing solutions have focused mainly on privacy and security in cloud computing and 
cloud-native contexts, for instance, by decentralizing cloud computing, such as Akash [460]. 

 ■ Solutions centered around hybrid clouds and edge device integration with on-premise data 
centers are focusing heavily on the orchestration of computations across the infrastructure.

 ■ Orchestration platforms like ZEDEDA or RAFAY, integrate into existing edge architectures 
and optimize for factors such as computational complexity, resource needs, and latency 
requirements [461, 462].

 ■ CORAL adds personalized privacy as a parameter to the orchestration engine, keeping re-
quests dynamically secure and giving customers full control over privacy needs and compu-
tation location. It is a sovereign-first solution, closing the gap between privacy and perfor-
mance in existing market solutions.

CORAL is a dynamic orchestration tool that allocates workloads based on per-
formance, efficiency, and data-sensitivity aspects.

TAM

SAM

SOM

$6B

$1B
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Hybrid

Privacy Focus
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Hybrid and multi-cloud setups are wide-
spread. Yet, orchestrating them adds signif-
icant complexity in regards to resource allo-
cation. SMEs and enterprises lack expertise 
or tools to decide where workloads should 
run. This leads to wasted resources, higher 
security risks, and inefficiencies that slow 
down their business.

Resource Allocation is a Challenge
SMEs and enterprises in regulated indus-
tries, such as finance, healthcare, and man-
ufacturing, need to ensure that sensitive 
data remains on on-premise servers or on 
the edge. Compliance requirements, such 
as GDPR, create a demand for orchestration 
tools that optimize for data locality, security 
and privacy.

Privacy & Compliance Drives IT Purchasing
Cloud bills can be unpredictable and often 
higher as expected. SMEs and enterprises 
are actively seeking ways to balance cloud, 
on-premises, and edge workloads to reduce 
costs without compromising performance. 
This creates a market demand for orchestra-
tion tools that optimize for costs and load 
balancing.

Cloud Bills are Challenging
Existing solutions like AWS Outposts, Azure 
Arc and Google Kubernetes Engine are 
powerful, but lock customers into a single 
ecosystem. Therefore, many companies pre-
fer flexible, vendor-agnostic platforms that 
allow freedom of choice in regards to the 
cloud-architecture while offering easy de-
ployment and monitoring.

Need for Vendor-Agnostic Orchestration

The growing complexity of infrastructure, combined with 
strict compliance requirements, is pushing organizations 
to adopt platforms that simplify hybrid cloud orchestration 
while keeping sensitive data local. With LLMs becoming part 
of everyday business, the demand for privacy-aware orches-
tration grows.

Demand for Privacy-First Orchestration
High costs and vendor lock-in leave enterprises looking for 
alternatives. A neutral, lightweight platform that integrates 
across providers while reducing cloud spend would address a 
pressing market problem. An orchestration layer that includes 
on-premises and edge resources differentiates itself from 
competitors. 

Demand for Cost-Efficient Orchestration

Given the demand for privacy-first orchestration and cost-ef-
ficient, vendor-neutral platforms, a clear demand exists for a 
multi-parameter orchestration tool. Such a tool can position 
itself as a trusted, central platform that empowers SMEs and 
enterprises to balance privacy, performance, and cost.

Demand for Multi-Parameter Orchestration

Assumption Tree

CORAL
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Europe’s technological sovereignty is increasingly shaped by 
the global dynamics of critical raw materials (CRMs) [463]. 
As the shift toward greener and more digital economies 
accelerates, the need for rare earth materials continues to 
rise [463]. Yet securing these resources is no longer just a 
matter of physical supply chains. Advances in science and 
technology now rely heavily on the generation, integration, 
and protection of complex research data [464]. Within this 
research area, fragmented infrastructures and the reliance 
on non-European platforms slow down discovery and 
commercialization, while also exposing Europe to risks 
around strategic autonomy [465].

At the same time, the materials research landscape 
remains fragmented, with tools and techniques for 
computational modeling, data management, and ML often 
developed independently, creating isolated silos that 
hinder interoperability [466]. Researchers frequently need 
to manually combine outputs from these tools, resulting 
in duplicated effort, poor reproducibility, and delays in 

Building the Backbone of AI-Enabled Material Discovery
materiOS

discovery. Current approaches to overcome these issues that 
rely on either generic enterprise software or custom-built 
pipelines are expensive, difficult to scale, and lack robustness 
[467].

This scattered infrastructure presents a significant barrier to 
advancing materials innovation. Unlocking progress requires 
unified systems that allow data to flow efficiently across 
different tools. Such integration shortens development 
timelines, improves reproducibility, and fosters collaboration. 
Without it, valuable data remains underutilized, insights are 
delayed, and the pace of discovery falls short of meeting 
urgent technological, environmental, and geopolitical 
challenges [467, 468].

The fragmentation of materials data is both a challenge for 
fast material discovery, but also a chance to build solutions 
that unlock its full potential. materiOS proposes a solution 
by providing a domain-optimized data Operating System 
(OS) designed for heterogeneous material data. It combines 

material-specific data indexing and compression with 
application-specific query processing to support machine 
learning, visualization, reporting, and collaborative workflows. 
By standardizing data formats and metadata while preserving 
data sovereignty, materiOS turns disconnected datasets 
into actionable insights, accelerates time-to-discovery, and 
enables secure, cross-institution collaboration, allowing 
researchers to focus on discovery rather than infrastructure.

Jonathan Mäusle
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 ■ The end-to-end process for discovering, developing, and commercializing a new material 
typically takes up to 20 years, a timeline that is incompatible with today’s rapid technological, 
environmental, and geopolitical challenges [469].

 ■ The European Union currently imports around 98% of its critical rare earth elements from 
China, highlighting both the urgency of developing local solutions and the vulnerability 
created by supply chain concentration [470].

 ■ Material discovery is hindered by fragmented and heterogeneous datasets, which slow 
down efficient analysis and limit knowledge generation [468].

 ■ Current materials science infrastructures often lack standardized, integrated workflows and 
long-term maintenance support, leading to fragmented tools and platforms that can be 
difficult to scale, integrate, and sustain [468].

Problem

Material discovery and commercialization face slow timelines, supply chain risks, 
fragmented data, and poorly integrated infrastructures.

Solution

 ■ materiOS is a unified, domain-optimized data infrastructure designed to manage the rapidly 
growing volume and complexity of material discovery data.

 ■ It ingests, stores, and indexes diverse data types, including material properties, molecular 
structures, and simulation trajectories, while applying domain-specific compression and 
indexing to reduce storage costs and deliver fast, scalable querying.

 ■ The platform brings together AI, collaboration, and reporting tools to turn raw data into 
actionable insights, significantly shortening discovery cycles.

 ■ By standardizing data formats, materiOS enables reproducibility, seamless collaboration 
across institutions, and the creation of sovereign, interoperable material data ecosystems.

 ■ Its secure and federated access model allows stakeholders to collaborate and share results 
without centralizing sensitive or IP-critical data, ensuring that control remains with data 
owners.

materiOS enables researchers to unify and harness their data, accelerate every 
stage of discovery, and take full control of the future of materials.

materiOS
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 ■ The market potential for materiOS can be observed both within Material Informatics and 
more broadly across AI-driven material discovery platforms.

 ■ The global market for AI-driven material discovery platforms is valued at approximately 1.3B 
USD and projected to grow to nearly 12.5B USD by 2034 [471].

 ■ Europe represents roughly 300M USD of the total market, supported by substantial research 
funding, government initiatives, and industrial adoption. It serves as a strategic base for 
expansion into North America and the Asia-Pacific [472, 473].

 ■ Capturing a 10% share of the European market could generate 30M USD in near-term 
revenue.

 ■ Industry forecasts indicate 18–25% annual market growth between 2024 and 2030, fueled 
by the integration of artificial intelligence and machine learning combined with the push for 
sustainable materials and cost-efficient innovation [471, 472].

Market

Competition

 ■ Established enterprise software firms, such as Dassault Systèmes and Schrödinger, offer 
comprehensive platforms. Their strength lies in their extensive user base and deep 
integration with other enterprise tools, yet they often lack the domain-specific optimization 
necessary for cutting-edge materials research [473].

 ■ Specialized material informatics startups, such as Citrine Informatics and MaterialsZone, 
provide advanced, purpose-built, AI-driven solutions exclusively for the materials science 
domain. They excel in the application layer, but they are built on general-purpose database 
systems without domain-specific advancements [472].

 ■ General-purpose data and AI platforms from major tech companies like IBM and Microsoft 
offer powerful, generic tools that can be customized, but they lack built-in domain expertise, 
curated data models, and specialized workflows [474].

materiOS transforms material discovery with a unified data management system 
combining efficient storage with seamless collaboration.

TAM
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Production Discovery

materiOS taps into Europe’s growing material discovery market and leverages 
its capabilities to drive global growth.
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As material discovery becomes more data-
driven, the accelerating growth of research 
data will soon exceed the capacity of 
existing infrastructures. Without scalable and 
efficient systems for managing, integrating, 
and analyzing this data, discovery cycles will 
slow, reproducibility will suffer, and Europe’s 
ability to compete will be constrained.

Growth in Data Volume
Traditional relational databases are not 
optimised for processing material discovery 
data, such as molecular graphs, genomic 
sequences, and multi-dimensional simulation 
trajectories. Their rigid schemas and lack of 
native support for sequence- and graph-
based data result in slow queries, costly 
processing, and poor scalability.

Data Model Mismatch
Significant progress has been made in 
genomic compression, graph databases, and 
AI-driven material discovery. However, these 
advances remain siloed across disciplines 
and tools. Without integration, researchers 
must manually stitch together workflows, 
limiting scalability, reproducibility, and 
efficient collaboration.

Fragmented Research Landscape
There is no unified, domain-specific platform 
that combines storage, compression, 
advanced querying, ML pipeline 
orchestration, and collaboration tools for 
material discovery. Researchers rely on 
fragmented, custom-built toolchains that 
are expensive to maintain, hard to scale, 
and unable to meet the data demands of 
material discovery.

Lack of Unified Infrastructure

The exponential growth of material discovery data, combined 
with the limitations of relational databases, creates severe 
data management bottlenecks. Researchers face slower 
query times, excessive preprocessing, and scalability issues, 
which hinder the timely delivery of insights and delay the 
overall discovery process.

Growing Data Management Bottlenecks
Because there is no unified infrastructure for material 
discovery, data remains fragmented across incompatible 
formats and tools. This forces researchers to spend significant 
time on preprocessing and integration tasks, resulting in 
duplicated effort, higher storage and computational costs, 
eventually slowing down the adoption of AI-driven workflows. 

Fragmentation-Induced Inefficiency

The fragmentation of workflows and data sources is a key 
barrier to scaling data-driven material discovery. materiOS 
addresses this by unifying these functions in a single tailored 
platform. It demonstrates that integrated infrastructure can 
streamline data handling, accelerate discovery, and ensure 
sovereign control of research data.

Infrastructure for Material Discovery

Assumption Tree
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Strategic autonomy is inseparable from the reliable use 
and long-term protection of space [475]. Europe’s critical 
infrastructure, including defense, communications, and 
navigation, relies on satellite networks that are indispensable 
but vulnerable [476]. The orbital environment in which these 
networks operate is increasingly hostile. Decades of space 
activity have left thousands of defunct satellites and rocket 
fragments circling Earth [477]. Some pieces are small but 
fast-moving, capable of disabling an active satellite with 
significant impact. Others are large, such as inactive satellites 
weighing several tons, which pose catastrophic collision risks 
if left uncontrolled.

Different methods exist to address orbital debris, all aiming 
to capture and slow down objects. Each approach faces 
technical challenges, from ensuring secure attachment 
to targets traveling at 28,000 km/h to avoiding further 
fragmentation. Despite years of research, large-scale 
and reliable debris removal has yet to be achieved. This 

Protecting European Interests in Space
Skyrise

unresolved issue leaves Europe’s satellite fleets exposed to 
a growing and unpredictable danger.

At the same time, deliberate threats are multiplying. Anti-
satellite weapons, developed by several major powers, 
demonstrate the ability to disable or destroy satellites 
through direct strikes or by creating large debris fields that 
threaten entire orbits [478]. These weapons are part of 
broader strategies of space denial, where one actor seeks 
to limit another’s access to orbital services. For Europe, 
which depends on uninterrupted satellite connectivity for 
military coordination, civil security, and economic activity, this 
represents a direct strategic risk.

Skyrise is developing a dual-use orbital protection spacecraft 
designed for Europe. The system combines two functions in 
one device: autonomous interceptor satellites to capture and 
remove hazardous debris and the ability to respond to hostile 
actions in orbit. Unlike initiatives that separate debris removal 

from defense, Skyrise unifies them. This integrated capability 
reduces immediate collision risks while building the basis for 
credible long-term security applications. Skyrise enhances 
Europe’s resilience in space by reducing reliance on external 
systems and ensuring the security of satellite networks.
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 ■ Since the launch of the first satellite in 1957, Earth’s orbit has filled rapidly with over 15,000 
active satellites and projections of nearly 70,000 by 2035, driven by falling costs and rising 
investment [479, 480].

 ■ Satellites support vital infrastructure, including navigation, secure communications, disaster 
response, climate monitoring, and global connectivity, making space safety a key economic 
and security concern [481].

 ■ In low-Earth orbit, the European Space Agency (ESA) estimates that the number of inactive 
satellites, rocket debris, and large fragments now exceeds the number of active satellites, 
further intensifying collision risk [482].

 ■ Each collision can create thousands of high-velocity shards, driving cascading failures that 
could render orbits unusable for decades [483, 484].

 ■ The removal of large, defunct satellites is essential to cut systemic risk, safeguard essential 
services, and preserve sustainable access to space [485].

Problem

Protecting orbital infrastructure requires Europe to combine cyber strength and 
space defenses before adversaries exploit gaps.

Solution

 ■ Skyrise is building Europe’s first orbital guardian spacecraft, deploying interceptor satellites 
to shield assets from debris and derelict objects.

 ■ Satellites use precision propulsion and non-lethal techniques to protect infrastructure. Air 
launching enables rapid response and safe disposal in the graveyard.

 ■ Starting with commercial operators, the platform tackles orbital congestion. Protecting 
constellations from collision risk ensures uninterrupted service and long-term sustainability.

 ■ The solution strengthens European sovereignty by enabling satellite protection, reducing 
reliance on foreign systems, and securing future orbital resilience.

 ■ Proven in commercial markets, the platform evolves toward dual-use applications, with gov-
ernment adoption extending protection from private constellations to defense applications.

Skyrise provides an autonomous device that shields satellites from debris and 
collisions, ensuring secure and sovereign access to space.

Skyrise
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 ■ Over 15,000 active satellites now populate Earth’s orbit, with projections indicating this 
number could reach nearly 70,000 by 2035 [479, 480].

 ■ Global spending on space defense is rising sharply. In 2023 alone, the US invested approx-
imately 38.9B USD, China 8.8B USD, and Russia 2.6B USD, directed toward manufacturing, 
secure communications, and space domain awareness [486]. 

 ■ The EU is ramping up funding, with the European Defense Fund investing over 8B EUR 
since 2021, alongside new initiatives to mobilize funds in private finance for space defense 
innovation [487, 488].

 ■ The US conducted its first successful anti-satellite (ASAT) test in 1959, demonstrating the 
feasibility of such weapons [489]. Today, expanding investments by e.g., the US, China, and 
Russia suggest that the risk of other nations targeting satellites is likely to increase [490].

Market

Rising global and European investments are driving the emergence of a rapidly 
expanding market for space defense.

Competition

 ■ Debris capture and deorbiting specialists, including Astroscale, ClearSpace, Turion 
Space, GMV, and Kall Morris, pioneer robotic arms, adhesion capture systems, and grap-
pler-equipped satellites to actively capture, redirect, and safely deorbit space debris [491, 
492, 493, 494, 495].

 ■ Laser-based removal actors, such as Orbital Lasers, explore non-contact ablation to nudge 
or deorbit debris, with services planned by 2026 [496].

 ■ Ground-based anti-satellite defense, such as Lockheed Martin, Northrop Grumman, and 
Raytheon, fields mature missile interceptors and directed-energy weapons that set today’s 
defense benchmark [497].

 ■ Space-based defense innovators, including Dark, GuardianSat, and Impulse+Anduril, devel-
op air-launched interceptors, AI-driven counter-ASAT systems, and maneuverable satellites 
designed for rapid orbital response [498, 499, 500].

Bridging commercial debris removal and sovereign defense, our dual-use plat-
form delivers a unique European solution for space protection.

TAM

SAM

SOM

$12.6B

$1.9M

$95M

Debris Management
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The global space economy is growing, with 
satellites enabling essential services such 
as communication, navigation, and earth 
observation. Rising demand for access to 
orbit makes secure and reliable operations 
vital for both economic growth and strategic 
resilience.

Space Economy is Expanding Rapidly
Decades of launches have filled orbit with 
inactive satellites, spent rocket stages, and 
fragments. Even small debris traveling at 
high velocity can disable active satellites. 
With no scalable removal methods, Europe’s 
fleets remain exposed to escalating collision 
risks.

Orbital Debris is a Mounting Risk
Europe’s dependence on external systems 
creates strategic vulnerabilities. Sovereign 
satellite capabilities are essential to reduce 
dependence on the US and ensure digital 
sovereignty. Secure and independent access 
to orbit is critical for defense and security.

Europe Needs Sovereign Satellite Defense
Anti-satellite weapons and electronic inter-
ference are turning space into a contested 
environment. Major powers have already 
demonstrated the ability to destroy or dis-
able satellites, often by generating danger-
ous debris fields.

Satellites Face Rising Hostile Threats

Growing reliance on satellites cannot be sustained without 
reliable debris removal. Effective solutions reduce collision 
risks, extend lifetimes, and safeguard constellations. Without 
them, both economic activity and critical infrastructure are 
at risk.

Satellite Growth Requires Debris Removal
To safeguard sovereignty and security, Europe requires active 
protection of satellites against hostile actions. Defensive mea-
sures ensure uninterrupted navigation, communication, and 
military coordination, supporting resilience and autonomy.

Europe Must Actively Defend its Satellites

Europe needs spacecraft that can both remove hazardous 
debris and defend satellites against threats. Recognizing that 
these capabilities are operationally distinct but technological-
ly identical, combining them in one platform reduces collision 
risks and counters hostile actions, securing infrastructure and 
autonomy in space.

Dual-Use Spacecraft Remove Debris and Defend

Assumption Tree
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83

Tr
en

d
Ex

pl
or

at
io

n
Id

ea
tio

n
Id

ea
tio

n



Across Europe, companies are facing a digital skills crisis. 
In 2023, 32% of Europeans lacked basic digital skills such 
as recognizing phishing attempts, judging the credibility of 
online information, and managing secure passwords [501]. 
Concurrently, regulatory pressure is on the rise: under the 
NIS2 directive, demonstrable cybersecurity compliance has 
been required since 2024 [501]. 

With the current trajectory, 60% of the EU population is 
predicted to possess at least basic digital skills by 2030, 
which falls short of the target of 80% [502]. For SMEs, this 
creates a double burden. They often lack the budgets and 
in-house expertise to provide training, yet they face the same 
compliance obligations and risks as large corporations. 

Current corporate learning approaches, including lengthy 
workshops, generic video courses, or expensive providers, 
often fail to deliver. Research indicates that 80% of newly 
acquired knowledge is forgotten within just one month, 
leaving employees disengaged and companies vulnerable 
[503]. It also shows that customized cybersecurity awareness 
training programs significantly reduce security incidents 

Making Cybersecurity Compliant, Personalized, and Fun
Cyberlingo

in SMEs by addressing specific contextual factors and 
promoting practical application [504].

Cyberlingo addresses this urgent gap with a gamified 
learning app designed specifically for SMEs. The app begins 
with a baseline assessment of an employee’s digital literacy 
and cybersecurity awareness, then builds a personalized 
learning path adapted to their role and skill level. Training 
is delivered through 5–10 minute weekly micro-lessons, rein-
forced with AI-driven spaced repetition to maximize reten-
tion. Employees are motivated by gamified elements, such as 
streaks, challenges, and leaderboards, which make learning 
an engaging and consistent experience.

For managers, Cyberlingo provides a dashboard to anony-
mously track progress and compliance in real time, ensuring 
teams not only build skills but also generate auditable 
proof of NIS2 compliance. This combination of personal-
ized content, gamification, and compliance tracking makes 
Cyberlingo uniquely effective in bridging the gap between 
regulation and workforce capabilities.

The market potential is significant. Europe’s corporate 
learning and development market is valued at 40B EUR, 
growing at 17% annually [505], with cybersecurity training 
representing 930M EUR [506]. Unlike traditional providers, 
Cyberlingo delivers an affordable, scalable, and effective 
solution tailored to SMEs, transforming mandatory compli-
ance into lasting digital resilience.
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 ■ Approximately 32% of Europeans lack the digital skills required in most jobs, highlighting 
a structural skills gap that risks limiting employability and economic competitiveness [501].

 ■ The NIS2 directive mandates a high level of cybersecurity awareness for all staff. Non-com-
pliance results in significant financial penalties and increases exposure to cyber threats [510].

 ■ 74% of security breaches involve human errors, such as clicking on phishing links. Basic digi-
tal literacy and cybersecurity awareness can prevent many of these incidents [511].

 ■ Traditional corporate training is often quickly forgotten, with 80% of the knowledge lost 
within a month. Slide decks and webinars rarely reflect daily work [509]. 

 ■ In 2021, 23% of European SMEs offered digital skills training, compared to 70% of large 
firms. With fewer resources and a small IT staff, SMEs are particularly exposed to security 
risks [512].

Problem

A significant proportion of Europeans lack digital and cybersecurity skills, leav-
ing SMEs, in particular, vulnerable to human errors and increasing cyber risks.

Solution

 ■ Employees learn through 5- to 10-minute micro-lessons embedded in their daily tools, utiliz-
ing spaced repetition that has been proven to strengthen retention and align with modern 
attention spans [513].

 ■ Gamified elements, such as streaks, XP, badges, and leaderboards, make training more en-
gaging, increasing completion rates from 25% (without gamification) to more than 90% 
[514].

 ■ AI-driven learning paths personalize content to each role, skill level, and company domain, 
allowing employees to focus only on skills that are relevant and impactful.

 ■ Contextual real-time training delivers instant tips and challenges inside Outlook, Teams, 
or CRM, reinforcing secure behavior directly where work happens and reducing phishing 
failures.

 ■ An integrated compliance dashboard assesses organizational skill levels, identifies gaps, 
measures ROI, and logs training records to meet NIS2 requirements while issuing certifica-
tions and badges.

Cyberlingo makes cybersecurity training personalized and effective through mi-
cro-lessons, gamification, and real-time contextual learning.

Cyberlingo
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 ■ Corporate learning and development is a ~40B EUR market in Europe, growing at 7.5% an-
nually within a global industry exceeding 250B EUR. Yet, engagement and outcomes often 
remain low, leaving the sector vulnerable to disruption [515].

 ■ Cybersecurity training is a 930M EUR market. Its growth comes from two main factors: the 
high and rising cost of human mistakes that lead to security breaches, and stronger rules 
that companies must follow [506].

 ■ The EU’s NIS2 Directive will require cybersecurity awareness programs for 160,000 com-
panies, creating a regulatory push and accelerating adoption of scalable training solutions 
[516].

 ■ SMEs remain underserved as they are in need of effective and personalized solutions that 
adapt to their operations and workforce needs [517].

 ■ Capturing a 10% share of the European market would yield 93M EUR in annual revenue.

Market

Cyberlingo taps into a 93M EUR opportunity in Europe’s growing cybersecurity 
training market by addressing regulatory demand and underserved SME needs.

Competition

 ■ Legacy training platforms, such as Pluralsight and Skillsoft, as well as corporate learning 
management systems (LMS), primarily rely on static course libraries and slide-based content 
[518, 519].

 ■ General e-learning providers such as LinkedIn Learning, Udemy, and Coursera offer broad 
video libraries covering a wide range of professional skills, but their content is one-size-
fits-all and rarely integrates with a company’s internal tools and security systems, making it 
harder to deliver tailored and actionable training [516, 520, 521].

 ■ Cybersecurity training apps, including KnowBe4, SoSafe, and Hoxhunt, typically focus on 
narrow use cases, such as phishing simulations and compliance [522, 523, 524]. 

 ■ Consumer learning apps, such as Duolingo or Kahoot, demonstrate that gamification drives 
engagement, but primarily targets language or general knowledge, rather than digital lit-
eracy skills [525, 526].

Existing training solutions are often static, generic, or niche-focused, lacking 
integration, personalization, and scalable reinforcement to meet SME needs.

TAM

SAM

SOM

$40B

$930M

$93M

Applied Skill

Knowledge
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EU regulations such as NIS2 make cyber-
security awareness and training mandatory 
[501]. SMEs must ensure employees have 
the required skills and provide auditable 
proof of compliance. Without visible action, 
they face financial penalties, reputational 
damage, and greater vulnerability to cyber 
threats in an increasingly regulated environ-
ment.

Compliance Pressure Creates Demand
SMEs are highly exposed to cyber risks, with 
human error responsible for up to 95% of 
breaches [507]. In the EU, 47% of SME own-
ers feel unprepared for cyberattacks, while 
67% admit they lack sufficient knowledge, 
and 48% do not even provide employees 
with training [507]. This creates urgent de-
mand for cyber-training [508]. 

SMEs Are Vulnerable to Cyberattacks
Current training is ineffective, with studies 
showing that 80% of knowledge is forgotten 
within one month [509]. Personalized lessons 
tied to daily tasks, workflows, and industry 
risks are far more effective, improving com-
prehension, retention, and the real-world 
application of digital and cybersecurity skills.

Context Drives Effective Learning
Short, adaptive lessons with gamified fea-
tures such as streaks, challenges, and spaced 
repetition significantly improve engagement 
and retention. This approach ensures em-
ployees complete training, retain lessons 
over time, and actively apply digital and cy-
bersecurity skills in their daily work, turning 
compliance into lasting digital resilience.

Micro-Learning Boost Retention

The overlap of strict regulatory obligations and dispropor-
tionately high cyberattack risks creates an urgent demand 
among SMEs for training solutions. These tools must be af-
fordable and practical, closing skill gaps quickly while also 
providing auditable proof of compliance to regulators, insur-
ers, and business partners.

Urgent Compliance and Security Needs
Corporate digital training is often ineffective, as generic pro-
grams are quickly forgotten and fail to develop lasting skills. 
In contrast, contextual, personalized, gamified micro-learning 
engages employees continuously, strengthens retention, and 
ensures that cybersecurity knowledge is applied in practice, 
protecting companies more effectively. 

Micro-Learning Beats Conventional Training

SMEs need a training solution that is affordable, personalized, 
and engaging, while also delivering auditable proof of com-
pliance. Only approaches built on micro-learning, contextual 
relevance, gamification, and compliance tracking can close 
Europe’s digital skills gap and meet the rising demands of 
regulation.

SMEs Require a New Training Approach

Assumption Tree
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SMEs are the backbone of the European economy, with 
26M firms representing 99% of all businesses and employing 
around 90M people [527]. Worldwide, they generate more 
than half of the global GDP [528]. Yet, despite their central 
role, SMEs face systemic hurdles in payments.

First, SMEs struggle to meet compliance requirements such 
as the Payment Card Industry Data Security Standard (PCI 
DSS), which increase costs and complexity. Securing finan-
cial transactions also demands dedicated IT infrastructure, 
including routing payments through separate network nodes 
rather than through the same devices used for other business 
operations. To cope with this, SMEs either need to invest in 
in-house knowledge, or rely on third party tools [529, 530]. 

Secondly, international payments often include hidden fees 
that are not transparent. Europeans and SMEs paid 30B EUR 
in 2023 alone in hidden fees [531]. Yet, SMEs increased their 
international sourcing by 61% compared to the previous year, 
despite difficulties with cross-border payments [532]. 

Frictionless Cross-Border Payments for SMEs
SMartroutE

On top of these challenges, many SMEs remain locked into 
legacy systems and inefficient payment methods. Today’s 
advanced solutions, from global payment service providers 
like Stripe and PayPal, primarily target large enterprises and 
digital-first companies. This leaves smaller enterprises under-
served, facing transaction costs as high as 3% compared to 
less than 2% costs for large enterprises [533, 534].

SMartroutE addresses these challenges by acting as a smart 
payment routing engine tailored for SMEs. It simplifies secu-
rity and compliance, removing the need for costly in-house 
expertise. By evaluating each payment across multiple 
payment service providers (PSP) in real time, SMartroutE 
optimizes for cost, speed, and reliability, and automatically 
handles cross-border regulatory requirements. 

Its decision engine considers transaction size, destination, 
and urgency to determine the most efficient route, while also 
prioritizing European solutions. A user-friendly dashboard 
provides full visibility into payment flows, making hidden fees 

transparent and reducing them. Designed for non-technical 
users, SMartroutE requires minimal setup and no customer 
registration. 

The tool seamlessly integrates new payment innovations, 
giving European SMEs enterprise-grade payment optimiza-
tion without the complexity. The result is a provider-neutral, 
secure, and interoperable platform that adapts to SME 
needs, boosts financial resilience, and strengthens EU’s stra-
tegic autonomy in digital finance.
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 ■ SMEs struggle with PCI DSS and other compliance requirements due to cost and complex-
ity. They also struggle to manage financial transactions securely, as it requires dedicated IT 
infrastructure that is not shared with other devices [529, 530].

 ■ International payment exchange rates are unclear, making it hard for SMEs to compare 
providers or costs. In 2023, these hidden fees cost European SMEs billions of euros [531].

 ■ SMEs rely on PSPs to accept digital payments securely. Depending on a single PSP creates 
risks, including vendor lock-in with unfavorable pricing, a single point of failure and limited 
ability to optimize payment for costs or speed [536].

 ■ Settlement delays of 2–7 days pose a serious challenge for SMEs. They tie up critical working 
capital, delay operations, and can lead to lost deals or revenue. SMEs lack financial buffers, 
making timely payments crucial for growth and business continuity [537].

Problem

Strengthen SMEs’ cross-border B2B trade by cutting costs, speeding up settle-
ment, and closing regulatory and information gaps.

Solution

 ■ SMartroutE is a payment routing engine that simplifies security and compliance, helping 
SMEs manage payments.

 ■ The smart routing evaluates transactions across multiple PSPs, optimizing for cost, speed, 
and reliability while prioritizing EU-regulated infrastructure over foreign providers.

 ■ The decision engine analyzes real-time factors such as transaction size, destination and 
urgency to determine the most efficient route, while also prioritizing European solutions 
where possible.

 ■ Cross-border regulatory requirements are handled automatically, reducing complexity 
without dedicated legal resources.

 ■ A dashboard provides full visibility into payment flows, showing each step, cost, and com-
pletion time while avoiding hidden fees.

 ■ Designed for non-technical users, SMartroutE requires no receiver registration for cus-
tomers, minimal setup, and automatically incorporates new payment innovations, making 
payment optimization accessible to all European SMEs.

SMartroutE enables SMEs to cut costs, speed up settlement, gain transparency 
over fees, and stay compliant while prioritizing European solutions.

SMartroutE
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 ■ The European cross-border payments market is projected to generate approximately 64.4B 
USD in revenue by 2030, growing at a CAGR of 6.8% between 2025 and 2030 [538].

 ■ SMEs increased their international sourcing by 61% compared to the previous year [532].
 ■ Europe’s real-time payments are estimated at about 7.21B USD in 2025 and projected to 

grow to 13.49B USD by 2030, at a 10.65% CAGR [539]. 
 ■ Consumer-to-business flows held 53% of the European payments market size in 2024, with 

remittances and cross-border payments having the highest at 16.04% CAGR [540].
 ■ The ECB highlights that Europe still lacks a unified pan-euro-area digital payment solution, 

leaving the euro area heavily dependent on foreign payment providers and reinforcing the 
need to build a sovereign and interoperable payment infrastructure [541].

Market

SMartroutE targets a $64B cross-border payments market with an interoperable 
solution that limits reliance on foreign providers.

Competition

 ■ Payten focuses on cost optimization through multi-bank POS switching and rule-based 
routing, but lacks advanced automation and machine learning capabilities for dynamic fee 
reduction [542].

 ■ BR-DGE prioritizes payment speed and reliability by employing try-again mechanisms and 
cascading retries to minimize payment failures and improve approval rates [543].

 ■ PelicanPay concentrates on compliance, offering automated payment flows, reconciliation, 
and adherence to European data privacy and security standards [544].

 ■ Multifaceted providers like IXOPAY combine cost savings with enhanced payment success 
rates through multi-PSP connectivity and enterprise-grade routing [545].

 ■ Gr4vy addresses compliance and risk management alongside cost or speed optimization, 
but does not provide full, real-time transaction-level transparency, limiting visibility into 
granular payment flows [546].

Competitors differ in their strengths, focusing either on compliance, transaction 
speed, or reliability. SMartroutE combines these strengths.
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Most current payment infrastructures and 
solutions, such as those provided by Visa 
and PayPal, cater primarily to larger enter-
prises. As a result, SMEs remain reliant on 
inefficient legacy systems, characterized by 
high costs and limited transparency, exclud-
ing them from recent digital advancements.

Legacy Systems Fail to Meet SME Needs
Digital and international transactions 
require complying with regulations such as 
PCI DSS. This significantly increases both 
the complexity and cost of transactions for 
SMEs, as it requires certain IT-infrastructure 
and in-house knowledge. To cope with 
this, SMEs either need to build expensive 
in-house knowledge or rely on third-party-
tools.

Compliance Requirements Hold Back SMEs
In 2023 alone, European SMEs and con-
sumers paid 30B EUR in hidden fees for 
cross-border payments [535]. SMEs are 
particularly vulnerable to these charges and 
unfavorable foreign exchange costs in inter-
national payments, which erode profitability 
and threaten long-term competitiveness, 
as smaller businesses typically have lower 
liquidity.

Hidden Fees Affect SMEs
Despite their important position in the 
European economy, SMEs continue to face 
systemic obstacles in payment processes, 
such as cross-border transaction delays and 
elevated fees. These inefficiencies contrib-
ute to significant financial strain, as many 
small companies face bankruptcy due to 
cash flow issues.

Persistent Payment Inefficiencies

SMEs face high costs and complexity from regulations like 
PCI DSS, while most payment infrastructures are built for 
large enterprises. Reliance on costly legacy systems limits 
access to modern payment capabilities, creating a clear need 
for streamlined, compliant, and efficient digital payment 
processes.

Need for Modern Solutions
European SMEs face persistent payment inefficiencies, includ-
ing cross-border delays and high fees. In 2023 alone, hidden 
charges and unfavorable exchange rates cost SMEs billions, 
eroding profitability and cash flow. These systemic obstacles 
limit competitiveness and financial resilience, making efficient, 
transparent payment processes critical.

Overcoming Payment Inefficiencies

European SMEs are constrained by legacy systems, regulatory 
requirements, and payment inefficiencies, including hidden 
fees and payment delays. To remain competitive and protect 
cash flow, SMEs need compliant and transparent digital pay-
ment processes that simplify operations and reduce financial 
strain.

Need for Efficient Payment Solutions

Assumption Tree
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Europe is at a tipping point. The foundations of tomor-
row’s digital world, such as cloud computing, artificial in-
telligence, and data infrastructure, are overwhelmingly 
controlled by non-European powers. This strategic depen-
dency leaves Europe economically vulnerable, technologi-
cally constrained, and unable to fully protect the democrat-
ic values at the heart of its identity. Recent developments 
have highlighted the fragility of this position. Technology 
has become a powerful tool in international negotiations, 
with global platforms increasingly aligning with national 
political interests. Meanwhile, traditional allies can no lon-
ger be assumed to share Europe’s strategic priorities. In 
this context, reliance on external powers poses a direct risk 
to Europe’s economic resilience and political autonomy. 
Europe has the opportunity to shape its own path in build-

ing digital ecosystems that are resilient and grounded in 
European principles. After all, who builds the technology 
determines which values are encoded within it. Regulatory 
milestones such as the GDPR and the AI Act have already 
demonstrated Europe’s ability to shape global standards. 
But is setting the rules enough if we do not control the 
underlying digital platforms? Can we truly claim to govern 
ourselves if our critical infrastructure and most innovative en-
terprises are hosted on servers and algorithms beyond our 
reach? The next step must be bolder: transforming regula-
tory strength into technological capability, and ambition into 
concrete innovation. Digital sovereignty, Europe’s ability to 
act independently in the digital world, is intrinsically linked 
to economic prosperity, social cohesion, and democratic 
self-determination. It determines how Europe will compete, 

govern, and guard its liberties in an increasingly fractured 
world. By advancing on these fronts, Europe can evolve from 
dependency and establish itself as a leader of the digital era. 
This report examines how Europe can secure its digital sov-
ereignty and translate this challenge into a structured path 
forward. It begins with a comprehensive analysis of the 
technological, societal, economic, legal, and environmental 
forces reshaping the digital sphere and defining Europe’s 
position within it. Building on this foundation, the explora-
tion section identifies five opportunity spaces, and the Ide-
ation section transforms these opportunities into tangible 
concepts for business and policy, transitioning from analysis 
to inspiration and concrete action. Together, the three parts 
progress from understanding today’s dynamics to outlin-
ing how a sovereign digital future can be built in practice.
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