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PREFACE OF THE PROJECT PARTNER

SWM is a forward-thinking municipal company owned by the 
city of Munich, delivering various public services to the city 
and the wider Munich region. Amongst others, our services 
are fundamental to energy and heating supplies in Munich 
and serve as the backbone of the city’s mobility transition. 
We bear this responsibility as a dependable partner in line 
with the EU climate targets.

To successfully navigate related challenges of the energy and 
mobility transitions, SWM strongly engages in leveraging new 
technologies and finding ways to increase efficiency. AI plays 
a significant role for utility companies as one core technology, 
applicable from both market and operations perspectives. 
From a market standpoint, the intricacy of modern power 
grids demands advanced digital tools for enhanced 
predictions and increased automation. Operationally, it 
is essential that the SWM workforce is equipped for the 
AI revolution. In response, the SWM AI Initiative has been 
established, with a dedicated team of experts evaluating 
the impact of AI on SWM’s environment to derive strategic 
action and foster an AI-ready workplace environment. 

Innovation is the key to progress, and even though we 
have already introduced numerous AI use cases at SWM 
over the past few years, we recognize that shaping the 
future of utility services requires a broader examination of 
potential impacts and opportunities. To get a state-of-the-
art external perspective on what the future might hold for 
companies like SWM with the continued advancement of AI 
technologies, partnering with the CDTM was an ideal choice. 

We were thrilled about the chance to collaborate with 25 
interdisciplinary innovators from the CDTM on a trend 
seminar dedicated to The Future of Utilities in the Era of AI. 
This seminar aimed to envision the evolution of utilities over 
the coming years until 2040 and to discover how AI could 
address challenges and unveil new opportunities in the utility 
sector.

Guided by a well-established framework provided by the 
CDTM, the students were encouraged to examine various 
trends in areas such as societal and environmental shifts, 
political and legal frameworks, economic fluctuations, and 
emerging business models that could redefine the utilities 
landscape. What made this seminar exceptionally challenging 
was its broad scope. The Centerlings, as the students of the 
CDTM are called, delved into an industry encompassing 
energy, water, telecommunications, and – though not 
typically included within utilities – mobility services. Focusing 
on AI technologies amidst these traditionally rather less 
digital-native sectors added another layer of complexity. 
Nonetheless, the students mastered this difficult task in an 
excellent manner and our SWM team was fascinated by the 
enlightening discussions and insights from the seminar.

We would like to give special thanks to the students who 
have been nothing short of impressive. The students’ blend 
of dedication, enthusiasm, and professionalism stands out 
as truly remarkable. We encourage them to maintain this 
infectious energy and to continue pushing boundaries as 
the innovators who will revolutionize tomorrow’s industries. 

Additionally, our special thanks go out to the supervisors, Vera 
Eger and Felix Dörpmund, whose leadership of the students, 
as well as their professional partnership management with 
the SWM throughout this seminar, were of stellar quality.

Thank you all for 7 intense weeks, 25 trends, 5 areas of 
opportunity, and 5 business models!

Sonja Reppenhagen – Head of Innovation
Dr. Maximilian Pohl – Technology Innovation and Cloud AI
Dr. Denis Bytschkow – IoT and DataLab
Nils Punke – Inhouse Consulting
Kilian Egger – Corporate Strategy
Anita Subotic - SWM
Christian Hickisch - SWM
David Baum - SWM
Marianne Matthiesen - SWM
Nils Meinken - SWM
Sophia Bildstein - SWM
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PREFACE OF THE EDITORS

Everybody can learn from the past. Today it is 
important to learn from the future!“ “

Herman Kahn

As Herman Kahn, one of the founding fathers of modern sce-
nario planning, nicely states, it is tremendously important for 
strategy and policymakers to get a deep understanding of 
possible future developments to be prepared for them. 

The CDTM aims to connect, educate, and empower the in-
novators of tomorrow. It is our mission to equip our students 
with the tools and knowledge they need to become respon-
sible leaders who actively shape their future environment 
rather than only react to changes. 

This Trend Report is the result of the course Trend Seminar, 
which is part of the interdisciplinary add-on study program 
“Technology Management” at CDTM. 25 selected students 
of various disciplines, such as Business Administration, Psy-
chology, Medicine, Computer Science, Electrical Engineer-
ing work together on a relevant topic of our time. Over the 
course of seven intense weeks of full-time work during their 
semester break, the participating students dive deeply into 
the topic of the Trend Seminar. Working in several interdis-
ciplinary sub-teams, students apply the knowledge of their 
main studies and learn new perspectives from their team 
members. They conduct trend research, develop scenarios 
of the future, generate ideas for innovative products or ser-
vices, and detail them out into concrete business concepts. 

We would like to take the chance to thank everyone who 
contributed and made this CDTM Trend Report possible.  
We want to thank SWM for supporting this Trend Seminar. 

Particularly, we want to thank Sonja Reppenhagen and Kilian 
Egger as well as their colleagues for their collaboration, valu-
able insights, and feedback throughout the project. We hope 
our findings support you in driving innovation in the context 
of The Future of Utilities in the Era of AI!

In addition, we very much thank all our lecturers, who shared 
their knowledge and largely contributed to this project’s suc-
cess:

Alena Strittmatter - CDTM
Aaron Defort (BCG)
Alex Worbs (Picus Capital)
Bastian Küppers (Stadler)
Bastian van der Put (b2venture)
Bernd Rüger (SWM)
Denis Bytschkow (SWM)
Dr. Gesa Biermann (Pina Earth)
Julia Balowski (CDTM)
Julian Herzog (SWM)
Kai Riemenschneider (econvio)
Kilian Egger (SWM)
Laura Stotko (CDTM)
Lorenz Haubner (Ponte Energy)
Markus Drews (SWM)
Martin Wessel (CDTM)
Matthias Möller (CDTM, Buildery)
Matthias Poeverlein (SWM)
Max Deichmann (Langfuse)
Maximilian Pohl (SWM)

Maximilian Rogg (IICM)
Moritz von Klot (Earlybird)
Nadine Schmidt (Professional Coach / Alumna)
Nils Punke (SWM)
Pietro Belligoli (CDTM)
Robert Richarz (CDTM)
Sophia Escheu (Speedinvest)
Steffen Schülzchen (Entrix)
Susanna Heidbrink (CDTM)
Tom Schelo (CDTM)
Florian Keller (SWM)
Florian Wiethof (CDTM)
Jeremiah Hendren (Hendren Writing)
Johan Börje (Stockholm Exergi)
Jose Vega (CDTM)
Dr. Oliver Schoppe (UVC)

Last but not least, we would like to thank the CDTM students 
of the class of Spring 2024. They put great energy and en-
thusiasm into this project, which made it a pleasure for us to 
supervise the course and coach the individual teams. Special 
thanks to the heads of the editing-, layouting-, and QA-team 
(Valentin Gölz, Niko Pallas, and Elisabeth Goebel) for finaliz-
ing the report.

Vera Eger and Felix Dörpmund

Center for Digital Technology and Management (CDTM)

Vera Eger

Felix Dörpmund
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METHODOLOGY
The objective of the Trend Seminar is to provide a metho- 
dological approach for diving into a specific subject or in-
dustry sector and contemplating its future trajectory. The 
seminar guides its participants through three phases of 
trend research: trend, exploration, and ideation. Following 
this approach, the seminar first analyzes current trends and 
developments using in-depth desk research, site visits, and 
interviews with leading experts to establish a shared industry 
understanding. Next, participants identify areas within the 
sector where problems and opportunities will likely arise. In 
the final seminar phase, the students generate future-proof 
business ideas for products and services, addressing the 
identified problems and opportunities.

Up to twenty-six students, supervised by two doctoral can-
didates, pursue the Trend Seminar for seven weeks full-time 
during their semester break. The sector and framing for the 
seminar is provided by project partners from within the in-
dustry, who share their expertise and feedback, acting as 
sparring partners to the participants. In each phase, interdis-
ciplinary subteams are formed with students from business, 
technology, and other disciplines. This interdisciplinarity 
allows for novel ways of thinking and the development of 
non-obvious ideas as well as leverages the students’ profes-
sional and personal growth throughout the course. 

During the introduction week, the participants are prepared 
for the intense trend research ahead. First and foremost, the 
students are introduced to the specific industry the seminar 
is diving into. Project partners and industry experts present 
past and current industry developments from their individual 
stakeholder perspectives, engaging in open discussions with 
the students. Additionally, interactive sessions teach trend 
research methodologies and refine the participants’ commu-
nication and teamwork skills.

Following the introduction, the trends phase of the seminar 
covers desk research, expert interviews, and expert lectures, 
enabling the participants to dive deep into the topic at hand. 
During the expert interviews, students are empowered to 
pose specific questions to challenge their initial assumptions 
on how the industry will develop. Beyond that, site visits 
at the project partners’ facilities complement the students’ 
body of research and allow for further verification of their hy-
potheses. The derived trends are extrapolated 15 years into 
the future, providing a long-term perspective. 

The first half of the ideation phase is about exploring, future 
opportunities and problems are clustered into specific spaces 
based on the research done in the preceding phase. The stu-
dents are reshuffled into new teams and explore these spac-
es by looking into existing start-ups and projects. Through 
interviews and discussions with industry experts, the teams 
validate their hypotheses to identify unmet needs and exist-
ing gaps in the industry landscape. 

During the second half of the ideation phase, students 
brainstorm business solutions addressing the previously 
identified gaps. To facilitate the ideation process, structured 
and unstructured ideation methods are introduced to the 
students. This allows them to generate many ideas before 
consolidating them and building comprehensive business 
models. Finally, the research results and the business ideas 
are pitched to the project partners, industry stakeholders, 
and the general public. 

7 Weeks

Trends Phase Ideation Phase Communication 
PhaseIntro Phase

1 Week

Today Future+15 
Years

3 Weeks

Basic 
Research

Trend 
Analysis

Scenario 
Thinking

Exploration Ideation
Report, 
Presentation, 
Communication

2 Weeks 1 Week

Five Product Pitches 

Technology Trends
Societal & Environmental Trends

Political & Legal Trendfs
Economic Trends

Business Model Trends
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3D
3-Dimensional

5G
5th Generation (of Mobile 
Communications)

ADMS
Advanced Distribution 
Management Systems

API
Application Programming 
Interface

AR
Augmented Reality 

ARR
Annual Recurring Revenue

B2B
Business-to-Business

BCG
Boston Consulting Group

BEHG
Brennstoffemissions- 
handelsgesetz

C&I
Commercial and Industrial

CAGR
Compound Annual Growth 
Rate

CBAM
Carbon Border Adjustment 
Mechanism

CISA
Cybersecurity and 
Infrastructure Security 
Agency

CSRD
Corporate Sustainability 
Reporting Directive

CX
Customer Experience

DER
Distributed Energy 
Resources

DRL
Deep Reinforcement 
Learning

DT
Digital Twin

EC
Edge Computing

ECB
European Central Bank

EEG
Erneuerbare-Energien-
Gesetz

EGDIP
European Green Deal 
Investment Plan

EPC
Energy Performance 
Contract

ERP
Enterprise Resource 
Planning

ETS
Emission Trading System

EU
European Union

EV
Electric Vehicle

GDEW
Gesetz zur Digitalisierung 
der Energiewende

GDPR/DSGVO
General Data Protection 
Regulation/Datenschutz-
Grundverordnung

GenAI
Generative Artificial 
Intelligence

GHG
Greenhouse Gas

GW
Gigawatt

HEMS
Heating Energy 
Management Systems 

HRES
High-Resolution Forecast 
System

ICT
Information and 
Communications 
Technology

IEA
International Energy Agency

IoT
Internet of Things

IRA
Inflation Reduction Act

ISSB
International Sustainability 
Standards Board

kWh
Kilowatt-Hour

LLM
Large Language Model

ML
Machine Learning

LIST OF ABBREVIATIONS
MsbG 
Messstellenbetriebsgesetz

NDT
Network Digital Twin

P2P
Peer-to-Peer

PLC
Power-line Communication 
and Programmable Logic 
Controller

PPA
Power Purchase Agreement

PPP
Public-private Partnership

PV
Photovoltaic

SaaS 
Software as a Service

SAIDI
System Average 
Interruption Duration Index

SAIFI
System Average 
Interruption Frequency 
Index

SAM
Serviceable Addressable 

Market

SCADA
Supervisory Control and 
Data Acquisition 

SME
Small and Medium-sized 
Enterprises

SOM
Serviceable Obtainable 
Market

TAM
Total Adressable Market

TCFD
Task Force on Climate-
related Financial Disclosures

TNFD
Task Force on Nature-
Related Financial 
Disclosures

ToU
Time of Use

US
United States

USD
United States Dollar

V2G
Vehicle-to-Grid 

Abbreviations
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VC
Venture Capital

VPP
Virtual Power Plant

VR
Virtual Reality

WEF
World Economic Forum

YoY
Year over Year

Abbreviations
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SOCIETY & ENVIRONMENT TRENDS............17

LEGAL & POLICY TRENDS.............................24

ECONOMIC TRENDS......................................31

BUSINESS MODEL TRENDS...........................38

TECHNOLOGY TRENDS.................................10

The following chapter lists current trends that have a strong influence on the development and long-term strategic  
orientation of The Future of Utilities in the Era of AI. In accordance with the Trends Phase methodology, trends and 
related driving forces are structured into five areas: technology trends, societal and environmental trends, legal and  
political trends, economic trends, and business model trends.

TRENDS
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Digital Twins: Spotting Disasters
Smart Network Optimizations
Safety for the Grids of Tomorrow
Emission and Energy Prediction
Future Energy Sources

TECHNOLOGY TRENDS
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



TECHNOLOGY TRENDS
Technological Advancements Transform the Utility Sector

The utility industry is one of the most critical industries for 
people and the integration of AI is a pivotal force shaping 
its trajectory. From Digital Twins (DTs) to decarbonization, 
AI-driven innovations are revolutionizing how utility compa-
nies manage grids, optimize networks, and tackle cyberse-
curity.

With the help of technological advancements such as AI, 
quantum computing, computer vision, and big data, the utili-
ty sector can proactively focus on optimizing challenges such 
as grid utilization, network outages, cybersecurity, and other 
use cases. The biggest problems of the next two decades in 
the utility sector could be solved by leveraging the techno-
logical trends mentioned in this report. 

Identifying the right technological trends in this space is 
particularly challenging due to the sheer breadth and impor-
tance of the utility sector. It requires a deep understanding of 
the industry’s current and future challenges and a balanced 
approach. This approach must not only consider the positive 
impacts but also the associated risks of implementing these 

technologies. For instance, while computer vision, Virtual 
Reality (VR)/Augmented Reality (AR), and quantum machine 
learning can all significantly impact business operations, a 
conservative risk assessment must also be completed when 
crafting implementation strategies, as the utility sector in-
cludes critical infrastructure. 

In the subsequent sections, this section delves into the trends 
that have the unparalleled potential to reshape the utility in-
dustry. It explores the future of energy sources, envisioning 
a transition from fossil fuels to sustainable alternatives such 
as hydrogen and nuclear fusion [1, 2, 3]. This transition aligns 
with climate goals and underscores technology’s significance 
in mitigating carbon emissions over the next two decades. In 
addition, it evaluates DTs and Internet of Things (IoT) sensors 
as a means to spot disasters and lower maintenance costs 
[4]. AI allows us to better predict future scenarios using past 
data, which is especially important for utility companies.

The gradual decentralization of energy production infrastruc-
ture is particularly interesting as more and more consumers 
start turning into prosumers and generating their electricity. 
This consequently also leads to more grid destabilization [5]. 
Concurrently, the imperative of cybersecurity looms large as 
threat actors leverage advanced AI and intricate hardware 
to exploit vulnerabilities within utility architectures. Cyber-
security, however, goes hand in hand with modern network 
optimization techniques, and the future of edge computing 
needs a secure and stable infrastructure. Thus, a comprehen-
sive examination of these trends, encompassing factors, key 
drivers, and challenges, is essential to fortify the industry’s 
resilience.

In conclusion, as utilities embrace AI, they embark on a 
journey toward innovation, sustainability, and resilience in a 
rapidly evolving landscape. The utility industry can optimize 
operations, enhance customer experiences, and navigate the 
complexities of a rapidly changing energy ecosystem by har-
nessing the transformative power of AI technologies.

Ruslan Mammadov

Het Dave

Jan Jakob 

Elisabeth Goebel

Thomas Kaar

Technology Trends
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DIGITAL TWINS: 
SPOTTING 
DISASTERS
Building Infrastructure Resilience: How 
Digital Twins Safeguard Against Disasters
DTs are transforming disaster and leakage detection process-
es. They facilitate precise predictions and swift responses to 
potential threats by utilizing real-time data with detailed vir-
tual models [6]. Regarding pipeline networks moving water 
specifically, DTs are especially impactful, offering solutions 
for detecting and resolving leakages [4]. This innovation 
leads to significant reductions in economic losses and waste 
of resources. DTs can dynamically map data bidirectionally 
between the physical system and its digital equivalent [7]. 
This mapping improves operational safety and efficiency. 

Moreover, DTs support decision-making processes by simu-
lating various scenarios and outcomes, enabling preemptive 
actions against potential disasters. DTs’ predictive mainte-
nance capabilities are crucial for critical infrastructure man-
agement, ensuring long-term sustainability and reliability [8]. 
As DTs evolve, they are to become indispensable tools in mit-
igating risks and enhancing the resilience of essential services 
and infrastructures.

Facts
	■ The innovative project “Smart System for Leak Detection     

for Water Supply Network of Aigio” in Greece utilizes  
sensors and Supervisory Control and Data  
Acquisition (SCADA) systems with Programmable Logic 
Controllers (PLCs) to monitor water supply pressure and 
quality, aiming to reduce water leakage by about 48% of 
the town’s total water supply, thereby saving approximate-
ly 600,000 m³ of water annually [9].

	■ The study found that implementing a Network  
Digital Twin (NDT) in electrical distribution systems leads 
to more efficient anomaly detection, with 25% of anoma-
lies identified through thermal visualization. Additionally, 
3-Dimensional (3D) grid modeling is estimated to reduce  

the system average interruption duration index (SAIDI) 
by 0.9% and the System Average Interruption Frequency 
Index (SAIFI) by 0.47%, enhancing service quality and re-
liability [10].

	■ DT technology can also manage underground gas storage 
wells, focusing on leak detection and integrity. This tech-
nology simulates internal conditions to identify leaks and 
assess risks, leading to informed decisions about mainte-
nance. In particular, the DT was instrumental in two cases, 
including one where its use led to a 60% reduction in fail-
ure consequences, proving its effectiveness in enhancing 
safety and reducing costs [11].

Key Drivers
	■ With climate change and urbanization increasing the risk 

of infrastructure failures, there is an increased demand for 
systems like DTs to aid disaster preparedness and mitiga-
tion [12].

	■ Modern pipeline and water distribution networks are be-
coming increasingly complex. DTs offer a sophisticated 
way to manage this complexity through simulation, anal-
ysis, and optimization [13].

	■ The exponential growth in computing power and advances 
in data analytics have made it feasible to process the vast 
amounts of data required for effective DT operation [14].

Challenges
	■ High initial setup cost and complexity in integrating DT 

systems with existing infrastructure pose a significant chal-
lenge [15].

	■ Navigating the regulatory landscape and ensuring compli-
ance with various standards and laws can be challenging, 
especially in different geographical regions with varying 
regulations [16].

Impact on the Future of Utilities in the Era of AI
Adopting DT technology in pipeline and water system man-
agement significantly enhances operational efficiency and 
safety. By enabling real-time monitoring and predictive anal-
ysis, DTs can reduce the risk of leaks and failures, leading to 
cost savings, improved resource management, and enhanced 
disaster preparedness. This proactive approach transforms 
traditional reactive methods, positioning organizations to 
handle future pipeline and water system management chal-
lenges better.

Technology Trends
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SMART 
NETWORK 
OPTIMIZATIONS
Leveraging Edge Computing, AI, and IoT 
to Enhance Reliability and Sustainability
AI and IoT technologies are reshaping energy management 
by promoting renewable sources and Distributed Energy 
Resources (DERs) like solar panels and wind turbines, shift-
ing away from centralized power generation. This approach 
leverages green energy while boosting power system flex-
ibility and resilience [17]. Edge Computing (EC) enhances 
the capabilities of the IoT by enabling data processing on 
IoT devices closer to where the data is generated. This syn-
ergy streamlines the operation of smart devices and energy 
management systems. By processing data on the edge rather 
than sending it to centralized cloud servers, energy systems 
benefit from reduced bandwidth usage and faster responses, 
making real-time decision-making possible.

EC and AI revolutionize energy management by enabling re-
al-time predictions of demand surges, optimizing supply ad-
justments, and reducing energy use [18]. These technologies 
significantly streamline data handling, thus lowering the ener-
gy needed for urban infrastructure operations. AI’s ability to 
adapt and optimize energy use in real-time is transformative, 
markedly decreasing energy consumption in building man-
agement and mobile networks [19, 20]. This synergy not only 
enhances efficiency in waste management by cutting trans-
portation time and costs but also leverages data analytics to 
make energy systems more responsive and sustainable [19].

Facts
	■ In a case study in Gustavsberg, Sweden, AI technology 

reduced energy consumption in buildings by 20%. It has 
been able to halve electricity usage for mobile networks 
by having adaptive AI algorithms to optimize energy 
where needed [19].

	■ Including smart devices with EC capabilities reduces laten-
cy and enables more compute-intensive use cases such as 

microgrids, energy trading to increase market efficiency, or 
additional grid capacity using Vehicle-2-Grid (V2G) tech-
nology [5].

	■ Cities consume a major part of global energy, partly driven 
by collecting, processing, and communicating data, which 
can be more energy efficient on the edge [18].

Key Drivers
	■ In 2021, 29% of European companies were using IoT 

[21], with a consistently rising trend for IoT usage in  
smart cities [22].

	■ Nokia conducted a study in collaboration with Telefóni-
ca revealing that the 5th Generation of Mobile Commu-
nications (5G) technology is up to 90% more energy-ef-
ficient per traffic unit than previous technologies [20], 
facilitating swift and energy-conscious data transmission  
for IoT devices [23].

	■ According to forecasts, there could be 8-15M electric cars 
in Germany by 2030 [24, 25]. Smart algorithms to decide 
when to charge the vehicles will be essential to prevent 
overloading the current power grid [26].

Challenges
	■ Infrastructure must be upgraded towards smart IoT 

and edge devices. Therefore, about 584B EUR in elec-
tricity infrastructure investments will be needed within  
this decade in Europe as stated by the EU commission [27].

	■ IoT and edge devices are becoming increasingly interest-
ing targets for cyber attacks [28]. Having safe protocols 
and standards for communication between the devices to 
ensure high reliability for critical infrastructure will be high-
ly important [29].

Impact on the Future of Utilities in the Era of AI
The rapid advancement of research in EC highlights the po-
tential of data-driven applications that can revolutionize how 
utilities operate. However, the impact of these technological 
advancements heavily depends on establishing supportive 
policies. A notable example is the smart meter, where regu-
latory challenges hinder technological progress [30]. Further-
more, edge computing-powered AI technologies facilitate 
the decentralization of energy providers, enabling a more re-
silient and efficient energy grid by employing energy storage 
systems and driving the utility sector toward a more sustain-
able and consumer-friendly future.

Technology Trends
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SAFETY FOR 
THE GRIDS OF 
TOMORROW
Future-Proofing Utilities: The AI Approach 
to Cybersecurity
The development of AI influences cybersecurity in the utili-
ties sector from multiple perspectives. Firstly, the intercon-
nection of hardware sensors and software systems creates 
numerous vulnerable entry points for potential cyber-attacks, 
thereby expanding the attack surface for malicious actors. 
Additionally, AI-powered tools enable attackers to leverage 
sophisticated techniques for hacking and infiltrating utility 
systems, posing significant threats to critical infrastructure 
[31]. Recent advancements in Quantum Machine Learning 
(ML) could also prove to be a threat to current cryptographic  
systems [32]. The utility sector must navigate this evolving 
landscape, balancing the opportunities associated with 
AI-enhanced efficiencies against the heightened risks of so-
phisticated cyber-attacks, ensuring the resilience of critical 
infrastructure against emerging threats.

Facts
	■ The utility sector reportedly saw a 46% Year over Year (YoY) 

increase in cyberattacks in 2021, averaging 736 attacks per 
week, because of threats posed by the evolving growth of 
DERs [31]. 

	■ Decompilation, crucial for retrieving source code from 
binary executables, serves various purposes in cybersecu-
rity. A new approach combining Large Language Models 
(LLMs) and program analysis significantly enhances vari-
able name recovery, outperforming the state-of-the-art by 
around 15% precision and 20% recall [33]. 

	■ LLMs can analyze vast textual data to detect cyber threats 
from various sources, like news, research, and forums. 
They excel in spotting emerging threats and unusual pat-
terns, surpassing traditional methods [34].

Key Drivers
	■ The increase of DERs in power systems and the recently 

increasing digitization and decentralization of the electric 
power grid expand the threat surface, making robust cy-
bersecurity measures essential to safeguard grid opera-
tions against potential cyberattacks facilitated by AI-driven 
adversarial capabilities [35]. 

	■ Cyberspace is increasingly becoming a battleground for 
geopolitical conflicts, e.g., at the beginning of Russia’s 
invasion of Ukraine, the outage at Viasat Inc., triggered 
by a cyber attack, disabled a significant number of mo-
dems across Europe just as Russian forces began entering 
Ukraine and firing missiles [36].

	■ With Shor’s algorithm, attackers can break all modern 
cryptography, and it will become practically useful when 
general-purpose scalable quantum computers are avail-
able, estimated to be in the mid-2030s [32].

Challenges
	■ Often, cybersecurity does not receive the necessary strate-

gic attention at board levels until an attack occurs [37]. Im-
plementing cybersecurity standards and guidance is also 
uncertain, and compliance is challenging as technology 
keeps evolving at a higher pace [37]. 

	■ The performance of LLMs keeps increasing, which poses 
an increasingly larger threat to critical infrastructure as at-
tacks become more robust and common [32]. This escala-
tion in threat level would require a significant investment 
in security measures for utility companies. 

	■ IoT devices connected to the grid pose a growing cyber 
risk, with an estimated 40B devices online by 2025 [37]. 

Impact on the Future of Utilities in the Era of AI
Cyberattacks on critical power infrastructure can lead to 
devastating consequences, potentially resulting in loss of 
life [38]. Hence, there’s an urgent need for a more resilient 
architecture and enhanced technology to counter these at-
tacks, especially as they exploit current AI advancements to 
disrupt increasingly decentralized and interconnected utility 
grids [38]. As cybersecurity is often a data problem, LLMs 
are pivotal due to their efficiency in analyzing vast textual 
data to spot threats and vulnerabilities. While the emergence 
of LLMs tremendously increases the possibilities for hackers, 
it also creates new opportunities for red and blue teams. In 
this light, Generative Artificial Intelligence (GenAI) provides a 
turning point for both sides.
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EMISSION  
AND ENERGY 
PREDICTION
Leveraging AI to Enable Emission-Free 
Energy Production
Decarbonization involves shifting from fossil fuels to renew-
able energy sources like solar and wind power. However, this 
transition challenges energy grids due to their intermittent 
and variable nature. Balancing costs arise when there is a mis-
match between energy supply and demand [39]. Grid opera-
tors must constantly adjust the supply to maintain grid stabil-
ity, often relying on fast-responding but non-carbon-neutral 
fossil fuel plants when renewable sources fall short [39]. Ef-
fective forecasting minimizes these occurrences, reducing 
reliance on costly backup solutions and thus lowering balanc-
ing costs. It is instrumental in managing energy supply and 
operational costs, making the transition to renewable energy 
successful [40].

Facts
	■ In Germany, the costs of balancing the energy grid, specif-

ically for congestion management, reached over 4B EUR 
annually in 2022 [41].

	■ By integrating data from diverse sources, including sky 
cameras and satellites, deep learning can enhance solar 
energy forecasting, effectively overcoming traditional 
forecasting method limitations [42].

	■ In 2023, DeepMind introduced GraphCast, an AI model 
exceeding the accuracy of the High-Resolution Forecast 
System (HRES) for global weather predictions up to 10 
days ahead [43].

	■ Google claims that the ML model trained by DeepMind 
has enhanced the value of their wind energy by about 20% 
compared to a scenario without time-based commitments 
to the power grid [44].

 

Key Drivers
	■ Renewable sources like solar and wind are intermittent and 

variable. AI-driven forecasting can more accurately predict 
these energy sources’ availability, helping to optimize their 
integration into the energy mix [40].

	■ Modern AI algorithms have shown remarkable improve-
ments in forecasting accuracy. They can process vast 
datasets to predict energy supply and demand with high 
precision. This is essential for integrating renewable ener-
gy sources such as wind and solar, which are variable by 
nature’s conditions [45].

	■ The shift to renewable energy sources challenges tradi-
tional grid operations due to the scale and uncertainty in 
energy supply and demand. AI can accelerate this transi-
tion because many grid decision-making processes align 
with complex ML tasks [40]. 

Challenges
	■ There is a significant challenge in integrating complex, new 

tools into existing operational workflows. This difficulty is 
compounded by the need to connect with necessary input 
data sources, such as real-time satellite image fluxes [42].

	■ Industries need more financial and technical resources to 
incorporate these innovations into their operational sys-
tems. This includes a need for more computing power to 
implement advanced methods, monitor forecasts, and as-
sess their value [42].

	■ Climate change introduces greater variability and unpre-
dictability of weather patterns, complicating energy fore-
casting [46]. This affects wind energy due to alterations in 
wind patterns and intensity [47, 48].

Impact on the Future of Utilities in the Era of AI
By leveraging AI-powered forecasting, utilities can efficient-
ly integrate renewable energy sources like solar and wind, 
enhancing energy security and resilience while minimizing 
the need for costly fossil fuel backup plants and reducing 
balancing costs [40, 49]. A significant impact lies in empow-
ering energy consumers; accurate forecasting allows utilities 
to provide consumers with real-time insights into energy 
availability and pricing, enabling them to make informed de-
cisions about energy usage [45]. AI-enabled energy forecast-
ing thus serves as a cornerstone for integrating renewables, 
securing the grid, and equipping consumers with actionable 
energy insights.
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FUTURE 
ENERGY 
SOURCES
AI Accelerates Research, Adoption, and 
Deployment of Clean Energy Sources
In a world grappling with the urgency of increasingly devas-
tating climate change effects, the need for sustainable ener-
gy sources has never been more critical. Despite growth in 
renewable energy generation capacity, over 60% of Europe’s 
energy supply still comes from coal, oil, and natural gas [50]. 
To further reduce CO2 emissions, new energy sources like 
green hydrogen, nuclear fusion, and increased geothermal 
energy must be considered [1]. What if we can accelerate 
progress on nuclear fusion with instability detection [2]? 
What if we can improve the production processes of green 
hydrogen to fuel vehicles in the future [3]? What if we could 
significantly increase the share of clean heating energy with 
reduced cost of geothermal energy [51]? Advancements in 
clean energy technologies offer promising solutions to miti-
gate climate change and ensure sustainable energy produc-
tion for the future. Leveraging AI presents an opportunity to 
address critical challenges across clean energy sectors. By 
harnessing the potential of AI, researchers aim to propel the 
transition towards renewable energy sources, driving down 
carbon intensity and fostering energy resilience. 

Facts
	■ The German government invested over 1B EUR in fusion 

research between 2023 and 2028. “Fusion is a huge op-
portunity to solve all of our energy problems. ,” accord-
ing to German Research Minister Bettina Stark-Watzinger 
(Free Democratic Party) [52].

	■ The National Hydrogen Strategy targets achieving a ca-
pacity of 10 Gigawatts (GWs) for green hydrogen produc-
tion via electrolyzers in Germany by 2030 [53].

	■ Germany aims to increase geothermal energy production 
from 1.2 TWh of climate-neutral heat to 100 TWh annually 
by 2050 [54].

Key Drivers
	■ Researchers used deep reinforcement learning to forecast 

and prevent potential instabilities during nuclear fusion in 
real-time, preventing disruptions - the biggest roadblocks 
to achieving a sustained fusion reaction [2].

	■ Integrating machine learning data with reservoir engineer-
ing knowledge rapidly identifies meaningful reservoir ar-
eas, reducing analysis time significantly [51].

	■ AI-enabled power and process simulation can acceler-
ate the transition to green hydrogen [3]. AI models in-
tegrated with battery technology are crucial in material 
discovery and battery design, improving performance  
and life span [55]. 

Challenges
	■ Progress in fusion energy is very slow and expensive. Ex-

perts predict that fusion plants might be feeding power 
into the grid by around 2050 and can become a steady 
source of energy, especially post-2060 [56].

	■ Hydrothermal energy usually requires water-bearing lay-
ers, but alternatives like “enhanced geothermal systems”  
promise viable options, e.g., for granite rock layers and 
closed-loop systems such as the Eavor-Loop in Geretsried,  
Germany [57, 58]. 

	■ Without the necessary infrastructure for hydrogen energy, 
private mobility continuously relies on fossil fuels, which 
highly contribute to CO2 emissions [59].

	■ Explainable AI enhances green energy competitiveness by 
processing complex data for informed decisions, fostering 
stakeholder trust [60].

Impact on the Future of Utilities in the Era of AI
AI offers opportunities to expedite research in clean energy 
sources and enhance the cost-effectiveness of energy pro-
duction. While achieving nearly limitless clean power through 
nuclear fusion within the next three decades remains uncer-
tain, AI is expected to contribute to advancements in this 
area. In the meantime, optimizing geothermal drilling pro-
cesses can improve efficiency and facilitate broader geother-
mal energy deployment. Similarly, AI-driven advancements 
in material discovery and durability in green hydrogen will 
impact the demand for essential infrastructure, potentially 
supporting wider adoption.
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Eco-Conscious Revolution
Weather at the Breaking Point
Looming Threat of Microcontaminants
Confidence Dilemma - AI
AI’s Energy Consumption Surge 

SOCIETY & ENVIRONMENT 
TRENDS
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



SOCIETY & ENVIRONMENT
TRENDS
Societal Change Forsters Technological Disruptions for Utilities

Utilities are inherently connected with society and the envi-
ronment. They serve society, e.g., by providing electricity, 
water supply, and heat. Additionally, utilities are bound to 
operate based on external environmental conditions. With 
climate change becoming a reality, they must anticipate how 
their operations will be affected to ensure long-term success.

Society refers to the collective of individuals, communities, 
and consumers focusing on behavioral shifts. It includes the 
evolving dynamics of social responsibility, ethical consump-
tion, and the drive towards more sustainable living practices. 
The environment is defined as the natural world and climate, 
encompassing ecosystems, biodiversity, and the physical 
conditions on earth. It considers efforts to preserve, protect, 
and restore the natural world for future generations, high-
lighting the interconnectedness of all living beings and their 
habitats.

People’s environmental awareness and willingness to drive 
sustainable change are growing in an eco-conscious rev-
olution [61, 62]. This is reflected in customers demanding 

greater transparency and in the shift in the utility land-
scape towards more decentralized, cost-effective, and 
green solutions, such as installing Photovoltaic (PV) panels  
on rooftops [63, 64, 65, 66, 67]. Weather changes at the tip-
ping point demand an increase in awareness. Regular weath-
er patterns are changing through more extreme summer heat 
waves, leading to the widespread installation of air condi-
tioning in Central Europe [68]. In addition, one-off extreme 
weather events are occurring with higher frequency and in-
tensity, requiring more resilient infrastructure [69]. AI could 
support efforts by providing novel forecasting methods [70, 
71, 72]. In addition to weather challenges, trace-level chem-
icals, and tiny plastic particles accumulate in the ecosystems 
[73]. This poses significant threats to biodiversity, food chains, 
and human health [74]. AI systems could support waste and 
water management practices in preventing pollutant leakage 
into ecosystems and filtering out those already present [75].

While AI applications are experiencing exponential growth 
[76], society must be involved. Confidence in these AI appli-
cations is the most critical factor influencing the acceptance 

and implementation of AI applications. Failure to address this 
issue will likely hinder societal acceptance and realization of 
the benefits [77]. As we navigate the rise of AI, its hidden cost 
becomes evident through a surge in energy demand [78, 79]. 
This reality brings to light the delicate balance between em-
bracing technological advancements and safeguarding our 
environment [80]. The utility sector must address this chal-
lenge, ensuring that progress in AI goes hand in hand with 
sustainable practices [80, 81].

The future direction remains uncertain. The utility sector 
must navigate the complexities of integrating AI technolo-
gies with an acute awareness of citizens’ trust. Ensuring users 
are well-informed and educated about AI’s capabilities and 
intentions becomes paramount. Utility companies must com-
municate transparently and demonstrate how AI can enhance 
efficiency, sustainability, and service quality. By addressing 
concerns and highlighting benefits, the sector can foster a 
supportive environment where AI is leveraged to its fullest 
potential.
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ECO-
CONSCIOUS 
REVOLUTION
Environmental Problems Drive Consumer 
Action and a Surge in Prosumerism

Awareness of imminent climate catastrophes has been rising 
for years, influenced by movements such as “Fridays For Fu-
ture” [82]. However, a new development in this is the rising 
willingness of people to drive change and take matters into 
their own hands [61, 62]. This shift is especially evident in 
the stance of younger generations, who are also willing to in-
vest in sustainable practices and products, reflecting a more 
profound commitment to ecological stewardship [83]. As cus-
tomers increasingly demand transparency to optimize con-
sumption [63], they drive the demand for options for greener 
energy consumption. This represents an opportunity for util-
ity companies to become the tool through which customers 
take action against climate change.

On the other hand, the improving technological capabilities 
also lead to increasing prosumerism and decentralization 
in the utility sector [64, 83, 84, 85], as is evident by the in-
crease in installations of personal solar panels on household 
rooftops [83]. Solar thermal panels, heat pumps, rainwater 
harvesting, and others demonstrate that this shift also goes 
beyond electricity [64, 65, 66, 67].

Facts
	■ 91% of Germans support the transition to a more sustain-

able economy, and 73% of consumers are changing their 
purchasing habits for environmental reasons [86].

	■ As of 2020, 60% to 70% of consumers would pay a premi-
um on their purchases if they included sustainable pack-
aging [87].

	■ Decentralized PV systems can already cover up to 80% of 
the energy needs of private households, and local energy 
storage systems can completely buffer the excess energy 
peaks generated during the day [88].

Key Drivers
	■ The escalating impact of climate change on everyday life 

is a significant motivator for increased public engagement 
with environmental sustainability, driving demand for more 
responsible energy consumption and propelling the shift 
towards decentralized utility systems [89, 90].

	■ The intensifying regulatory pressure to curb carbon emis-
sions and the possibility of combining it with sustainable 
and decentralized utility systems makes communities and 
industries consider these to an increasing extent [91].

	■ The German government aims to enhance the nation’s en-
ergy self-sufficiency, reducing reliance on external sources 
and meeting climate goals [85,92].

Challenges
	■ The social acceptance of and trust in new technologies, 

such as smart meters for monitoring electricity usage, sig-
nificantly impacts their adoption and could slow the imple-
mentation of new solutions [93].

	■ People living in cities do not usually own their homes 
but live in apartments. Investment coordination between 
stakeholders with different resources and interests compli-
cates the advancement of prosumption [94].

	■ Balancing the need to expand and upgrade the utility in-
frastructure by integrating new technologies and an aging 
workforce poses the most significant challenges for utility 
providers [95].

Impact on the Future of Utilities in the Era of AI
The Eco-conscious revolution will force the utility sector to 
adapt its offering to shifting customer demands and the 
changing infrastructure landscape. AI can enable person-
alized services and pricing by optimizing energy use and 
storage and enhancing intelligent water management by 
forecasting demand and detecting leaks, thereby facilitating 
the transition towards a more eco-friendly offering. Overall, 
AI will help increase the utility industry’s customization level, 
allowing for a more efficient distribution of its services and, 
thus, reducing environmentally damaging consumption [96].
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WEATHER AT 
THE BREAKING 
POINT
Changes in Weather Accelerate and Impact 
Utility Consumption and Infrastructure 
Planning
Extreme weather patterns shape short-term utility con-
sumption and long-term infrastructure planning through 
weather-induced one-off natural disasters. Fluctuations in 
weather patterns and seasonal changes directly influence 
consumption. While heating consumption drops during 
warmer periods, reliance on cooling systems to combat 
rising temperatures is heightened, increasing electricity  
consumption [97, 98]. Similarly, rain and sunshine influence 
people’s utility consumption [99]. Forecasts indicate that the 
frequency of extreme temperatures and precipitations will 
keep rising [100], increasing the described effects for utilities.

Additionally, the number and severity of one-off natu-
ral disasters are rising [69], with the Ahrtal catastrophe 
showing a significant gap in natural disaster preparedness  
in Germany [101]. Utilities are affected by natural disasters as 
they are both active players in and impacted by them. They 
have an active role in reducing disasters, such as building 
water reservoirs and designing more resilient infrastructure 
[102]. After natural disasters, utilities must restore services as 
soon as possible to prevent cascading negative impacts due 
to bad sanitation or support recovery efforts through mobile 
data services [103, 104].

Facts
	■ The average annual temperature has risen by over 1.6°C 

(compared to 1881) [105], with Europe experiencing the 
fastest rise in temperatures [68].

	■ The days with temperatures exceeding 30 degrees have 
tripled since 1950 [106].

	■ The winter of 2023/24 witnessed the highest levels of 
rainfall since 1881 and the third-warmest since recordings 
began [107].

	■ Weather- and climate-related disasters in Central Europe 
have risen by 211% from 1981-1990 to 2011-20 [108], with 
winter days with torrential rain increasing by 25% between 
1951 and 2006 [106].

Key Drivers
	■ Increases in global surface temperatures through in-

creased Greenhouse gas (GHG) emissions and natural vari-
ability lead to climate change [109, 110].

	■ Available climate data is rising exponentially in the new 
space economy [111]. Amongst others, ML allows under-
standing of previously hidden patterns, while Deep Re-
inforcement Learning (DRL) can be employed to analyze 
satellite data [112].

	■ AI is set to revolutionize weather forecasting, crucial for 
utility planning, by overcoming the current limitations 
of time-consuming analyses on supercomputers, sig-
nificantly extending forecast lead times, and improving  
accuracy [70, 72, 113].

Challenges
	■ Variations in weather conditions affect the output of re-

newable energy sources such as solar and wind power, in-
fluencing the composition of the energy mix.

	■ As AI is being relied upon for life-critical tasks, human 
interaction, and manual verification could be required in 
critical tasks [114].

	■ Data availability is a limiting factor, especially for rare, diffi-
cult to automatically detect events like earthquakes [115].

	■ Additionally, it can lead to adverse effects if the AI advises 
building a new seawall, which leads to unintended conse-
quences for the marine ecosystem [112].

Impact on the Future of Utilities in the Era of AI
Utilities must prepare for further climate change, leading to 
more cascading effects with ever-changing scenarios in either 
new consumption patterns like the roll-out of air conditioning 
in Central Europe or an increased number of more severe 
natural disasters. Based on those changing external condi-
tions, utilities should understand the application potential of 
AI to address such situations and how it can be embedded 
with traditional technologies. In doing so, the highest safety, 
both in terms of supply security and health and safety, can 
be ensured [116].
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LOOMING 
THREAT OF 
MICROCON-
TAMINANTS
Waste and Water Management Facilities 
Face the Rising Challenge of Trace 
Contaminants
Micropollutants constitute trace-level chemicals, such as resi-
dues of pharmaceuticals or personal care products [117]. Mi-
croplastics are plastic particles with a diameter of less than 
5mm that originate from sources such as the breakdown of 
more considerable plastic waste [118, 119]. Both contami-
nants result from waste created in industrial processes and 
individual daily activities [120]. They accumulate in the en-
vironment to an ever-increasing extent [121]. Due to their 
potential toxicity for different organisms [122, 123], and their 
resistance to degradation [124], they negatively impact eco-
logical systems [120].

Both types of pollutants are projected to increase due to the 
rapid advancement in industrial activities, consumerism, and 
the global population’s growth [121, 125, 126]. This devel-
opment showcases that the boundaries between water and 
waste management are increasingly blurred. Standing at the 
forefront of this challenge, the utility industry is uniquely po-
sitioned to drive innovations and integrated approaches in 
combating micro pollution. The advent of AI enhances the 
ability to detect, analyze, and remove these environmen-
tal pollutants, thereby playing a crucial role in developing 
more efficient and effective waste and water treatment  
processes [127].

Facts
	■ As of 2022, Germany’s per capita municipal waste 

production was 593 kg, significantly above the  
European Union (EU) average of 513 kg [128].

	■ In 2024, the amount of microplastics in the surface ocean 
is estimated to be 0.7M tonnes. By 2050, this amount is 
estimated to be between 1.5M and 2.7M tonnes [129]. 

	■ The average person ingests around five grams of plastic 
per week [130], and people who eat shellfish consume  
approx. 11,000 pieces of microplastic annually [131].

	■ Marine pollution is the top environmental concern that 
Germans are worried about [132].

	■ Some microplastics need at least 400 years to degrade in 
nature [126].

Key Drivers
	■ The primary sources of microplastics are the laundering of 

clothes made from synthetic materials and the abrasion of 
vehicle tires [119].

	■ The global production of plastics has risen from around 2M 
tonnes in 1950 to 460M tonnes in 2019 [133].

	■ While micropollutants originate from several sources, such 
as using personal care products [117], most micropollut-
ants accumulating in surface water resources pass through 
wastewater treatment plants but can not be entirely re-
moved [124, 134].

	■ European wastewater utilities have few economic in-
centives to invest in improved micropollutant removal  
facilities [135].

Challenges
	■ Currently used technologies and processes cannot remove 

all trace-level chemicals from wastewater [136, 137].
	■ The environmental impact of the different types of pollut-

ants has yet to be fully understood [136, 138].
	■ Sustainable solutions must be coordinated between differ-

ent stakeholders across the globe [120, 139, 140].
	■ Many pollutants are unknown because they are either 

ill-defined or undisclosed for confidentiality reasons [139].

Impact on the Future of Utilities in the Era of AI 
As the volume and complexity of pollutants increase, tradi-
tional waste and water management practices are stretched 
to their limits. AI poses immense advancement opportuni-
ties in preventing further pollution and aiding in removing 
existing pollutants. AI-facilitated decentralized treatment 
solutions, such as smart filters, can help reduce the amount 
in landfills or water bodies. AI-enabled sensors could monitor 
water quality, identifying a broader range of contaminants at 
lower concentrations than ever, thereby facilitating tailored 
removal technologies [141].
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CONFIDENCE 
DILEMMA 
OF AI
Surge in AI Adoption Clashes With Low 
Public Trust
Similar to past technological advances, the adoption of AI 
services faces the question of integration, especially in sen-
sitive areas like utilities. The trajectory of AI innovation and 
application diverges from societal trust and acceptance  
[142, 76]. In 2023, several prominent AI researchers pub-
lished an open letter urging AI labs worldwide to halt the 
development of large-scale AI systems to “give society a 
chance to adapt” [143, 144]. On the other hand, in just five 
years (2017-2022), the adoption of AI has skyrocketed from 
20% to 50%. This exponential growth heralds a new era of 
possibilities [76].

However, amidst this enthusiastic embrace of technological 
advancement, a palpable tension emerges - rooted in the 
delicate balance between innovation and societal trust [142]. 
While industry leaders consider AI a catalyst for transforma-
tive change [145], the broader public remains cautious, espe-
cially in Germany [142]. Yet, trust is the most relevant factor 
for acceptance, particularly for critical infrastructure [146]. 
To successfully implement AI, addressing concerns such as 
explainability and reliability is essential, improving general 
knowledge and fostering social acceptance [147, 148].

Facts
	■ Perceived risks in decision-making are lower when a hu-

man is in control [149].
	■ 72% of leaders in the energy sector think of AI as a chance 

for the upcoming transformation. From those, 88% could 
imagine implementing AI in energy management [150].

	■ The public’s trust in AI systems is generally low; 39% of the 
population in Germany is unwilling to trust an AI system. 
Failure to address this issue will likely hinder societal up-
take and realization of the benefits [142]. 

	■ In Germany, half of the population states they do not un-

derstand AI [142].

Key Drivers
	■ AI literacy refers to those who understand how and when 

AI is used. They are more likely to trust and accept AI sys-
tems [142, 148].

	■ Reliability is key in AI applications as it drives trust. If an AI 
system malfunctions, trust will decrease significantly [147]. 
Citizens expect high standards from AI systems regarding 
performance, data privacy, security, transparency, account-
ability, and human oversight [142].

	■ Believing that current regulations and laws are sufficient to 
ensure the safety of AI use and accountability is a strong 
driver of trust. However, many people perceive the current 
regulatory and legal framework as inadequate for ensuring 
the safety of AI [142].

Challenges
	■ In general society, there is a lack of expertise in AI. 87% of 

leaders in the German energy sector see missing knowl-
edge as the main obstacle to new AI applications [150].

	■ The lack of transparent decision-making processes can re-
inforce social inequality and lead to dissatisfaction, making 
it essential to foster confidence in AI systems through ex-
plainability [147, 151].

	■ High trust in incapable technology can lead to over-reli-
ance and misuse, potentially resulting in safety breaches 
and other undesirable outcomes [77].

Impact on the Future of Utilities in the Era of AI
The utility industry faces both opportunities and challenges 
in the era of AI. While industry leaders praise AI’s poten-
tial for the desperately needed transformation [150], public 
skepticism remains, particularly in Germany and North Amer-
ica. As utilities are integral to daily life, trust is of utmost im-
portance. To overcome this skepticism, focusing on a better 
understanding of AI, transparency in decision-making, and 
implementing robust regulatory measures is essential [142]. 
These steps are crucial to ensure the safety and effectiveness 
of AI, bridging the gap between technological advancement 
and societal acceptance.
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AI’S ENERGY 
CONSUMPTION 
SURGE 
The Hidden Environmental Cost of AI 
Progress
In the era of rapid technological advancement, AI is trans-
forming industries and daily life through innovation, yet it has 
high environmental costs [152, 153]. AI’s progress, spanning 
healthcare to autonomous driving, significantly increases 
energy consumption [154, 155]. The complexity and size of 
AI models escalate computational demands [155]. This rise, 
driven by extensive data and complex algorithms, boosts 
greenhouse gas emissions, electronic waste, and waste 
management challenges [156]. These developments prompt 
critical questions about sustainability in the digital age [153]. 
The complexity and size of AI models result from pursuing 
advanced, human-like AI capabilities [155], requiring vast 
data and computational resources. This progress, while 
promising, often comes at sustainability’s expense [155]. 
At the intersection of technological progress and environ-
mental stewardship, the focus shifts towards balancing AI’s 
potential with planetary health [153]. Furthermore, AI’s grow-
ing energy needs pose challenges for utilities, requiring infra-
structure upgrades and a reevaluation of energy sources to 
sustainably support AI’s growth [157, 158].

Facts
	■ By 2040, Information and Communications Technology’s 

(ICT) emissions could reach 14% of global totals, primarily 
from data centers [157].

	■ Microsoft is exploring nuclear power to meet AI’s growing 
energy needs, indicating a shift towards alternative energy 
sources [155].

	■ The World Economic Forum projects that by 2050 AI-relat-
ed e-waste will exceed 120M metric tonnes, necessitating 
robust recycling efforts [156].

	■ Experts concur that the drive for bigger AI models contrib-
utes to rising power requirements despite the potential for 
efficiency [155].

Key Drivers
	■ There is relentless growth in AI technology adoption 

across various sectors [154].
	■ The industry emphasizes developing more powerful AI 

models, increasing energy consumption [155].
	■ The technological progression towards more extensive, 

complex AI models necessitates greater energy consump-
tion for training and inference phases despite efficiency 
gains in hardware [157].

	■ The geographic location of servers and the associated 
cooling energy requirements substantially affect overall AI 
energy consumption, emphasizing the importance of serv-
er placement and data center efficiency [157].

Challenges
	■ Balancing AI’s technological advancements with its envi-

ronmental impact remains a pressing challenge [153].
	■ With their alternative energy solutions, tech firms chal-

lenge traditional energy dynamics [158].
	■ Overcoming the lack of transparency in AI’s environmental 

impact, fostering responsible development and use [159].
	■ Navigating the transition to more sustainable energy 

sources to support the growing power demands of AI 
amidst concerns over the pace at which efficiency innova-
tions can mitigate increased consumption [153]. 

	■ Economic and supply chain constraints significantly hinder 
the sustainable expansion of AI amidst growing concerns 
over its escalating energy demands [153].

Impact on the Future of Utilities in the Era of AI
As energy demand surges, the utility industry encounters 
challenges and opportunities with AI’s growth. This necessi-
tates a shift towards sustainable energy sources and innova-
tive infrastructures to meet AI’s computational demands while 
preserving environmental integrity. Utility companies are cru-
cial in managing rising energy consumption and e-waste, ne-
cessitating improved recycling and waste management strat-
egies. Moreover, the industry must balance technological 
advancements against their ecological impacts. As AI models 
increase in complexity, utilities must harmonize technological 
progress with environmental stewardship.
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Carbon Pricing
Growing Need for In-Depth Reporting
Green Investment Programs 
Smart Meter Rollout
AI and Cybersecurity 

LEGAL & POLICY TRENDS
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



LEGAL & POLICY TRENDS
Legislative Efforts Boost Green Evolution in the Utility Sector

Regulatory measures significantly impact the utility industry, 
as its role as a crucial component of critical infrastructure 
necessitates that its security and service quality meet soci-
etal needs. Therefore, the legislation affecting the sector is 
complex but also very dynamic, often aimed at steering the 
development of the whole industry. The drive for sustainable 
transition while competing with other countries through digi-
talization and new technologies shapes the current legal and 
policy trends.

At the forefront of this change is the expansion of emis-
sion pricing, specifically through the Emission Trading  
System (ETS) established by the EU in 2005. With the fun-
damental transition required to achieve sustainability goals, 
the number of affected industries and the price for emissions 
themselves will continue to increase. This trend will be a pri-
mary driver in reducing emissions and pushing utility compa-
nies to pursue more sustainable strategies [160]. 

Additionally, the utility sector is witnessing a surge in the de-
mand for comprehensive reporting and transparency regard-
ing sustainability actions. Multiple reporting directives at na-
tional and international levels are being adopted to highlight 

organizations’ efforts beyond mere financial performance. 
For example, the introduction of frameworks like the Europe-
an Corporate Sustainability Reporting Directive (CSRD) em-
phasizes the double materiality of reporting, covering both 
societal and environmental impacts [161]. 

In parallel, the European Green Deal Investment Plan (EGDIP) 
and similar global initiatives underscore the state’s role in mit-
igating climate change by fostering green investments [162]. 
These programs aim to propel investments in climate-friendly 
infrastructure and technologies by providing incentives such 
as grants or guaranteed loans. However, the complexity of 
subsidy systems and the prioritization of projects remain sig-
nificant challenges, necessitating careful design to align with 
broader environmental and economic objectives.

Moreover, the shift towards smart grids and agile pricing 
models, supported by the Metering Point Operation Act, 
which mandates intelligent meter rollouts in Germany start-
ing in 2025, represents an upcoming pivotal change in the 
utility sector [163]. AI and digital technologies enhance this 
transition towards real-time pricing, facilitating a more adapt-
able, responsive, and balanced system. While it offers poten-

tial cost savings for customers and improved grid stability, it 
raises essential concerns regarding public trust, data privacy, 
and integrating new technologies within existing 		
infrastructure.

Cybersecurity in utilities is increasingly vital with advancing 
digitization and AI adoption. The industry faces heightened 
risks from cyber threats, necessitating stronger cybersecurity 
standards. The EU AI Act classifies AI applications in utilities 
as high-risk, mandating human oversight, risk management, 
and reporting obligations. Regulatory emphasis underscores 
utility companies’ importance in keeping ahead of compli-
ance requirements, balancing innovation with security and 
privacy concerns [164]. 

These trends underscore significant change in the utility sec-
tor, driven by regulatory changes, technological advance-
ments, and increasing environmental awareness. As the in-
dustry navigates these developments, the convergence of 
legal, policy, and technological forces will shape the future 
of utilities in the upcoming years, demanding a holistic and 
forward-looking approach to unite sustainability, innovation, 
and security.
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CARBON 
PRICING
Emission Trading Systems Driving the 
Regulatory and Market Dynamics	
The EU set the foundation for greenhouse gas emission 
pricing by introducing the ETS in 2005. The expansion of 
included industries in the Act and rapid price increases of 
certificates can become a main driver for sustainable trans-
formation within the utility industry as increasing costs for 
non-renewable energy and industry production will incentiv-
ize companies to adapt their strategies accordingly [165]. Ex-
isting policies have proven to have a positive effect on emis-
sions reduction but have also created challenges through 
uncertain policymaking and regulatory complexities [166]. 
Nonetheless, carbon pricing mechanisms worldwide will be 
a major force shaping the development of the utility indus-
try in the upcoming years through increasing speed and 	
requirements.

Facts
	■ Frameworks like the ETS offer limited emission certificates 

for specific industries like the energy market and aviation. 
The system has been in place since 2005 and prices CO2 
emissions at 55 EUR per ton at the beginning of 2024 [167].

	■ The EU ETS 2 will start including house heating and munic-
ipal waste incinerators, further affecting the utility industry 
from 2027 [160].

	■ Within the EU, national regulations account for gaps in the 
ETS by pricing individual industries not covered by the EU 
scheme. For example, Germany’s Brennstoffemissionshan-
delsgesetz (BEHG) defines a CO2 price for industries such 
as mobility and agriculture [168].

	■ Similar concepts have been introduced in other parts of the 
world, including Korea’s emission trading system and the 
cap-and-trade system in California and Canada [169]. In to-
tal,  61 comparable systems are operational worldwide [170]. 
 
 

Key Drivers
	■ Measures are taken worldwide to reach ambitious targets 

in reducing CO2 emissions, and emission pricing is one of 
the critical components of these strategies. The EU fore-
casts a reduction of 55% of net emissions through the ETS 
by 2030 [170].

	■ With the introduction of compensation mechanisms to 
account for differences in emission prices between coun-
tries, e.g., the EU Carbon Border Adjustment Mechanism 
(CBAM), it will become more attractive to keep emis-
sion-heavy industries within the EU and not evade the ETS 
by moving operations into less regulated locations [171].

Challenges
	■ Geopolitical instability may prompt policymakers to soften 

emission trading measures to reduce citizens’ cost pres-
sure [172]. This could cause uncertainty in realizing the “Fit 
for 55” EU initiative for the energy transformation, impact-
ing utility companies’ planning safety [173].

	■ Regulatory complexity may lead to contradictions with 
legislative goals. For instance, including waste incineration 
in the ETS by 2027 may financially favor landfilling despite 
the EU Landfill Directive aiming for only a 10% share of 
landfilling in 2035 [174].

	■ With the shift towards an auctioning system for ETS  
certificates in 2027, a price increase of 500% could be pos-
sible without a steady increase beforehand [175].

Impact on the Future of Utilities in the Era of AI
The impact of evolving emission trading on utilities will be 
profound. As CO2 costs rise, utility providers must pivot to-
wards renewable energies, innovate, and diversify their pro-
duction to mitigate financial risks. The expansion of emission 
trading to heating and waste management further incentiv-
izes this shift, while potential price surges in certificates ne-
cessitate proactive adaptation strategies. Overall, emission 
pricing acts as a catalyst for the utility sector’s transformation 
towards sustainability. Utility companies can utilize advanced 
AI-powered scenario planning tools to simulate various emis-
sion pricing scenarios, enabling advanced risk assessment 
and identifying new opportunities.
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GROWING 
NEED FOR 
IN-DEPTH 
REPORTING
Ensuring Transparency Across 
Organizations’ Sustainability Efforts
To enhance the visibility and impact of organizational sustain-
ability initiatives, a variety of reporting directives have been 
introduced both nationally and internationally [176]. Initially 
centered solely on the financial risks associated with climate 
change, known as single materiality disclosures, the scope 
has expanded to include companies’ societal and environ-
mental impacts, defined as double materiality [161]. Moving 
beyond individual processes, these disclosures now encom-
pass entire supply chains. Yet, it remains a challenge to har-
monize the national and international standards, gather rele-
vant data, and compare the information between companies. 

Facts
	■ Sustainability reporting was primarily focused on the fi-

nancial impact of sustainability activities, exemplified by 
the Task Force on Climate-related Financial Disclosures 
(TCFD), enabling disclosure of climate change-related fi-
nancial risks in G20 countries [177].

	■ In September 2023, the Taskforce on Nature-Related Fi-
nancial Disclosures (TNFD) expanded upon the TCFD, 
considering organizations’ dependencies and impacts on 
nature in general [178].

	■ The CSRD, adopted by the EU in January 2023, introduced 
the concept of double materiality, requiring companies to 
report on financial and societal/environmental 		
impacts [161].

	■ Germany’s supply chain act enforces transparency across 
entire value chains, requiring impacted companies to com-
ply starting January 1, 2023 [176].

 

Key Drivers
	■ As investors increasingly integrate environmental and so-

cial factors into their investment strategies, companies vol-
untarily embrace transparent reporting practices to align 
with these expectations and strengthen their sustainability 
profiles [179].

	■ Organizations are adopting climate disclosures to meet 
stakeholder demands for transparency and sustainability 
as customers, employees, communities, and NGOs in-
creasingly focus on companies’ environmental practices 
and their contributions to climate change [180, 181].

	■ Competitive pressure drives companies to disclose carbon 
emissions, making low carbon footprints a new market  
diferentiator [182].

Challenges
	■ Efforts to enhance the credibility of sustainability-themed 

financial products and to mitigate greenwashing  
require increased focus of policy-makers on enforcing the  
implementation of disclosure requirements at the product 
level [183].	

	■ Lack of harmonization between international standards, 
e.g., set by the International Sustainability Standards 
Board (ISSB) and EU standards, leads to double reporting, 
reducing informative value and comparability of the data.

	■ Criteria for disclosing qualitative information, e.g., de-
scription of the processes, procedures, strategies, and 
mechanisms of actions, often remain vague, which makes 
it challenging to compare the information between report-
ing companies. Moreover, there continues to be difficulty 
in collecting the quantitative data points [184].

Impact on the Future of Utilities in the Era of AI
Carbon disclosures, propelled by regulations such as the EU’s 
CSRD, are gaining traction globally as governments escalate 
their efforts to address climate change. Investors are increas-
ingly scrutinizing the environmental impact of their invest-
ments. Yet, there remains a deficiency in the measurement 
granularity and a lack of standardization in disclosing com-
pany activities. AI can revolutionize data collection and com-
pliance monitoring by automating these processes. It helps 
extract and organize corporate sustainability data, ensure 
product-level adherence to disclosure requirements, and en-
hance clarity and comparability among reporting companies.
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GREEN  
INVESTMENT 
PROGRAMS
States Accelerating Investments in 		
Net-Zero Transition	
The world is racing against time to transition to a net-zero 
economy. The largest economies in the world - from the Unit-
ed States to China and the European Union - have all started 
to invest massively in green innovation. States lower the risk 
for utility transformation projects by creating incentive pro-
grams such as grants or guaranteed loans. However, complex 
subsidy systems also bring challenges. They require a careful 
design to align incentives with carbon pricing and other ob-
jectives. Moreover, they present a challenge regarding the 
prioritization of the projects, given the competition for fund-
ing among various industries and fragmented institutional 
frameworks [185, 186].

Facts
	■ In 2020, the EU Commission adopted the EGDIP, mobiliz-

ing public and private funds to support 1T EUR in green 
investment over the next decade [162].

	■ The Inflation Reduction Act (IRA) signed into law in August 
2022 in the US, allocates 369B United States Dollar (USD) 
in federal funding to support clean energy initiatives, main-
ly focusing on clean electricity and transmission. Funds are 
provided through a combination of tax incentives, grants, 
and loan guarantees. The IRA advocates for the growth of 
renewable energies by providing corporate and budgetary 
support [187].

	■ In February 2023, the EU followed the United 
States (US) by presenting the Green Deal Industri 
al Plan for the Net-Zero Age as an addition to the EGDIP, 
including faster access to funding and aiming to create a 
favorable regulatory environment to foster a green tran-
sition [188].

Key Drivers
	■ Economies strive to remain competitive in a future net-ze-

ro industry. The IRA pursues objectives emerging from cli-
mate and industrial policies, including ensuring the USA’s 
long-term supremacy as the largest energy producer and 
decreasing dependence on China and Russia, particularly 
regarding raw material supply [186].

	■ Governments aim to reduce reliance on fossil fuels and to 
increase domestic clean energy production, e.g., with the 
EU raising its goal for the renewables share in overall ener-
gy consumption to 42.5% by 2030 [189].

	■ A surge in private investment is needed to propel the 
green transition forward. Implementing IRA accelerates 
US Venture Capital (VC) investments in Climate Tech [190]. 

Challenges
	■ Currently, complex incentive systems are in place, which 

include many conditionalities, compliance require-
ments, and reporting rules, making them challenging to  
navigate [191].	

	■ Projects compete to get funding, and questions arise on 
prioritizing projects based on their potential benefits to 
society [192].

	■ Implementing the subsidies alongside efforts towards re-
ducing energy costs requires improving permitting pro-
cesses to accelerate the energy transition [193].

Impact on the Future of Utilities in the Era of AI
There is a significant shift towards implementing policies 
and incentive programs that minimize the risk for businesses 
investing in climate infrastructure deployment. AI can help 
improve incentive program monitoring and evaluation by 
analyzing large datasets to assess impact and effectiveness. 
Moreover, it could be leveraged during the prioritization of 
the projects, e.g., ensuring that CO2 storage is made avail-
able to hard-to-abate sectors that require it most for decar-
bonization efforts [194].
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SMART METER 
ROLLOUT
Revolutionizing Renewable Energy 
Consumption With Real-time Pricing
A smart meter is an electronic device that measures and re-
cords consumption data in real-time and communicates it 
to the utility provider. Therefore, smart meters are pivotal in 
transitioning towards pricing models, where electricity costs 
are adjusted dynamically based on demand patterns and the 
fluctuating availability of renewable sources. This evolution 
signifies a considerable shift from traditional, static energy 
systems to more adaptable, responsive frameworks [195]. En-
hanced by AI, the grid is evolving beyond mere automation; 
it anticipates demand fluctuations and optimizes energy dis-
tribution accordingly. This integration has two benefits: First, 
it empowers consumers to adjust their energy consumption 
in response to price signals, potentially leading to significant 
cost savings. Secondly, it also promotes environmental sus-
tainability by aligning energy usage with periods of high re-
newable availability [196].

Facts
	■ As projected by the European Commission, investments  

of 584B EUR by 2030 in the EU’s electricity grids 
emphasize the regulatory prioritization of modern  
infrastructure, including smart grids, to support the  
energy transition [197].

	■ Germany’s metering law requires 20% smart meter pen-
etration by end 2025 and 50% by end 2028. Smart me-
ters in German households should be “largely standard”  
by 2032 [163].	

	■ Germany’s Erneuerbare-Energien-Gesetz (EEG) (amend-
ed 2021) incentivizes flexible electricity consumption to 
balance renewable supply variability, setting the stage for 
dynamic pricing [198].

 
 

Key Drivers
	■ The unbundling of the energy market in Europe facilitated 

a more flexible and accessible grid, laying the groundwork 
for the widespread adoption of smart meters [199].

	■ Due to the intermittent nature of renewable energy gener-
ation, matching generation patterns directly to consump-
tion patterns is challenging. A robust smart grid capable of 
managing these fluctuations in power generation at scale 
is crucial [200].

	■ Dynamic pricing, facilitated by smart meters and AI, pro-
motes energy consumption aligned with real-time demand 
and supply, especially from renewables. It enhances grid 
efficiency and sustainability by incentivizing off-peak us-
age, while AI algorithms optimize energy distribution and 
integration of variable renewable sources, driving eco-
nomic and environmental benefits [196].

Challenges
	■ Building public trust and understanding is essential for 

the acceptance of smart meters. Clear communication on 
their benefits is critical. At the same time, updating laws to 
protect data privacy and security is critical to ensure that 
personal energy usage information is kept safe [201].

	■ The technological integration of smart meters with exist-
ing infrastructure poses significant financial and logistical 
challenges. The large-scale deployment across the energy 
infrastructure will require substantial capital investment 
and meticulous coordination to ensure seamless integra-
tion with legacy systems, all while minimizing potential 
service disruptions [202].

Impact on the Future of Utilities in the Era of AI
Utility providers must invest in AI and data analytics to 
leverage smart grid benefits. Integrating smart meters and 
AI enhances energy demand prediction, renewable energy 
management, and customer-centric pricing. This transition 
improves operational efficiencies, reduces costs, and pro-
motes sustainable energy consumption. Yet, utilities must 
navigate the complexities of data management, privacy, reg-
ulatory compliance, and customer engagement to fully real-
ize digital transformation benefits.
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AI AND CYBER-
SECURITY 
Navigating the Regulatory Landscape for a 
Tech-driven Utility Sector
Digitization of the utility sector has become necessary, and 
as a result, it has become more efficient. The shift towards a 
digitized network of devices, the use of AI, and the related 
exponential growth of the IT infrastructure have made cyber-
security increasingly crucial. Cyber attackers keep outpacing 
the development of stronger cybersecurity standards [203]. 
However, there is an increased fragmentation of standards 
worldwide, intensifying the burden on global companies by 
forcing them to comply with different legislation in different 
markets. Moreover, AI’s potential in the utility sector is signif-
icant, with applications like power generation, demand fore-
casting, grid operation, and optimization [164]. The adoption 
of AI in this sector must balance innovation with regulatory 
compliance, data privacy, and security concerns.

Facts
	■ The US Critical Infrastructure Act of 2022 enforces in-

frastructure providers, including utilities, to report sub-
stantial cyber incidents that are likely national threats to  
the Cybersecurity and Infrastructure Security Agency 
(CISA) [204].

	■ According to the EU AI Act, AI applications in utilities, 
such as the management of power lines, are consid-
ered high-risk due to their significant impact on human 
life [164]. These systems are subject to the most strin-
gent requirements, including human oversight, trans-
parency, risk management, monitoring, and reporting  
requirements [205, 206].

Key Drivers
	■ According to the International Energy Agency (IEA), cy-

berattacks on critical infrastructure for the utility sec-
tor have more than doubled from 2020 to 2022, reach-
ing 1,100 average weekly cyberattacks in 2022 [203]. 
 

	■ Cyber resilience tools are tailored to specific user needs 
and policies. Australia’s framework uses ES-C2M2 and 
NIST CSF, with versions for varying criticality, and the EU 
uses CRA and Cybersecurity Incident Response Capabili-
ties for the Electricity Sector, leading to fragmentation in 
standards [204].

	■ The EU AI Act mandates pre-market compliance for high-
risk AI systems, supported by evolving harmonized stan-
dards to ensure AI cybersecurity aligns with technological 
advancements [207].

Challenges
	■ Institutions and businesses are concerned that the risk 

assessment standards are inflexible and cannot adapt to 
emerging technologies, especially in AI [208].

	■ The reliance on outdated systems in the energy sector can 
pose severe cyberattack threats. Microsoft has identified 
unpatched, high-severity vulnerabilities in 75% of the most 
common industrial controllers [209].

	■ The 2023 World Economic Forum (WEF) report highlights 
a significant 25% shortfall in the utility sector’s workforce 
in cybersecurity skills [210].

Impact on the Future of Utilities in the Era of AI
Utilities must navigate complex, ever-changing policies ad-
dressing transparency, privacy, and cybersecurity to ensure 
responsible AI deployment and safe critical infrastructure. 
Legal frameworks underscore the importance of robust risk 
management strategies and ethical AI principles [205]. With 
regulatory frameworks imposing extensive regulations on 
high-risk applications in critical infrastructure, utility-relat-
ed applications will face increased compliance burdens and 
scaling challenges. These regulations demand transparency, 
robustness, and accuracy, particularly in AI systems in crit-
ical infrastructure, due to their potential impact on human 
life [206].

Legal & Policy Trends

30

Trend
Exploration

Ideation
Trend



Roles of AI in Skilled Labor Shortage
Carbon Leakage
High Interest Rates
Energy Price Development
Green Hydrogen Investments

ECONOMY TRENDS
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



ECONOMY TRENDS
Revolutionizing Utilities While Navigating AI and Economic Resilience

Traditionally known for its stability, the utility sector is expe-
riencing a profound transformation driven by AI and techno-
logical advancements, as well as economic challenges. This 
shift is redefining the operations and strategies of energy, 
water, and waste management companies, pushing them to-
wards a more digital and eco-friendly approach. 
AI plays a dual role in addressing the skilled labor shortage by 
automating routine tasks while demanding new, tech-centric 
skills, thus necessitating workforce upskilling. AI’s integration 
enhances operational efficiency, using advanced data analyt-
ics and machine learning to optimize resources, improve de-
cision-making, and enable predictive maintenance. This leads 
to cost savings and contributes to the sector’s sustainability 
and resilience [211, 212].

The challenge of carbon leakage represents another trend 
where production shifts to areas with laxer environmental 
regulations, impacting local climate goals and economic sta-
bility. Addressing this requires innovative policies like carbon 
border adjustments and international cooperation to balance 
economic competitiveness with environmental efforts [213].

Another critical trend influenced by the global push for sus-
tainability is the challenge of carbon leakage, particularly 
in industrial powerhouses like Germany. The movement of 
carbon-intensive production to regions with less stringent 
environmental regulations undermines local climate goals 
and poses economic risks. This complex issue calls for inno-
vative policy measures including carbon border adjustments 
and international collaboration, to ensure that environ-
mental efforts do not inadvertently compromise economic  
competitiveness [214].

The macro economy, marked by fluctuating interest rates 
aimed at curbing inflation, also significantly impacts the utility 
sector. High interest rates can deter investment in essential 
infrastructure, particularly in capital-intensive industries like 
utilities, where the transition to green energy requires sub-
stantial upfront costs. This economic dynamic necessitates 
a careful balance between inflation control and the facilita-
tion of critical investments in sustainable infrastructure [215].
Energy price volatility remains a pivotal economic trend, 
influenced by geopolitical tensions, the fluctuating supply 

and demand dynamics of fossil fuels, and the rapid expan-
sion of renewable energy sources. The transition towards 
renewables, driven by their decreasing costs and lower en-
vironmental impact, reshapes energy markets and pricing  
structures [216]. 

Lastly, the surge in investments targeting green hydrogen 
highlights the sector’s role in pioneering clean energy solu-
tions. With its vast potential to decarbonize challenging sec-
tors to electrify, green hydrogen represents a frontier for sus-
tainable innovation. Despite the hurdles of production costs 
and infrastructure development, the burgeoning interest in 
green hydrogen signals a significant shift towards cleaner, 
more versatile energy carriers, offering both environmental 
and economic benefits [217].

These trends show the utilities sector’s journey in the AI rev-
olution era, underscoring the interplay between innovation, 
sustainability, and economic resilience. The sector’s ability to 
navigate these trends will be crucial in shaping a sustainable, 
efficient, and equitable energy future.
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ROLES OF AI IN 
SKILLED LABOR 
SHORTAGE
AI Helps to Tackle and Improve 
Operational Efficiencies
Exacerbated by an aging workforce and a shift towards AI, 
the skilled labor shortage is marked by a persistent surplus 
of vacancies over ‘normal’ turnover levels, driven by the in-
dustry’s evolving skill requirements amidst green and digital 
transitions [218]. AI plays a complex role, deepening the skill 
gap by demanding new, technology-centric competencies 
and offering a remedy by automating routine tasks.

AI’s impact enhances process efficiency and decision-making 
in the utility industry [219]. Moreover, AI-driven scheduling 
optimization alleviates staffing challenges by maximizing 
workforce utilization and reducing downtime. Additionally, AI 
algorithms are crucial in analyzing sensor data and customer 
interactions, offering energy optimization and cost reduction 
insights, such as peak capturing, heat trend prediction, and 
recycling classification [211, 212]. However, integrating these 
poses challenges due to legacy systems and decentralized 
structures [219]. This transition underscores the need for a 
balanced approach to addressing the labor shortage while 
embracing technological advancements for a sustainable and 
efficient future [220, 221].

Facts
	■ By 2030, 20% of the existing workforce in the EU energy 

sector will retire. On the contrary, it is estimated that 30% 
of jobs in that sector could be automated [222, 223, 224].

	■ The renewable sector needs 2.8M new workers. Regions 
like Germany face a significant worker shortage, with va-
cancies significantly outnumbering unemployed energy 
technicians by a factor of 1.7 [225].

	■ 74% of utility companies are adopting AI to boost produc-
tivity and optimize consumption, showcasing AI’s impor-
tance [219, 226, 227].

Key Drivers
	■ The skilled labor shortage is due to an aging workforce, 

geographic imbalances, and rapidly evolving technology 
that outstrips current workers’ skills [228].

	■ Mismatches between educational programs, industry 
needs, and slow hiring processes worsen this issue [228].

	■ AI is transforming the industry by improving efficiency, 
lowering costs, and fostering sustainability of energy pro-
duction and customer service [220].

	■ The move towards a decentralized and digital energy sys-
tem, coupled with the need for enhanced customer inter-
action and operational effectiveness, is driving the rapid 
adoption of AI [229].

Challenges
	■ Labor shortages raise costs and cause inefficiencies, in-

cluding extended downtimes and lower productivity [230].
	■ Aggravated by the inexperience of available workers, the 

shortages result in poor service quality and project delays, 
thus delaying economic benefits and necessitating sub-
stantial training investments [230].

	■ The legacy systems and decentralized structures limit AI’s 
full potential [227].

	■ The lack of in-house AI experts increases long-term costs 
and impedes innovation, as acquiring AI without requisite 
expertise can lead to underutilization and failure [220].

Impact on the Future of Utilities in the Era of AI
Utilities undergo transformative impacts that significantly 
enhance operational efficiency and sustainability. AI-driven 
solutions address the challenge by automating routine tasks, 
enabling workforce upskilling, and optimizing energy pro-
duction and distribution processes. Advanced analytics and 
AI algorithms offer critical insights for energy optimization, 
reducing costs, and improving service quality. Despite chal-
lenges such as legacy systems and the need for AI exper-
tise, adopting AI in utilities is driving a shift towards a more 
efficient, sustainable, and resilient energy sector, ultimately 
reshaping the utility landscape in the face of demographic 
and technological changes.
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CARBON 
LEAKAGE 
Germany has to Navigate Between Climate 
Policy and Competitiveness
Carbon leakage - meaning businesses relocate carbon-in-
tensive operations to countries with looser climate policies - 
presents a significant challenge to Germany’s climate goals, 
economy, and jobs [213]. Factors driving carbon leakage in-
clude the global competitive landscape, environmental stan-
dards disparity, and industries’ need to stay profitable under 
strict regulations. To counter this, German policymakers are 
exploring measures like carbon border adjustments and in-
ternational agreements for a consistent global response to 
emissions [231], aiming to balance economic growth with en-
vironmental sustainability.

Facts
	■ The share of trade conducted through nations ranked at 

Carbon leakage shifts emissions to countries with lax regu-
lations, undermining global climate efforts [213].

	■ The EU’s CBAM mitigates carbon leakage risk by imposing 
a levy on imports from countries with lower carbon pricing, 
aligning them with the EU’s emissions standards [231].

	■ Carbon leakage can cause job losses and harm industrial 
competitiveness, necessitating policies like carbon border 
adjustments to level the playing field [232].

Key Drivers
	■ High energy costs in the EU, driven by environmental 

regulations, push industries to regions with cheaper, less 
regulated energy, incentivizing relocation and potentially 
increasing global emissions [233].

	■ Industries may move to access cheaper, more accessible 
raw materials in countries with lax environmental stan-
dards, indirectly heightening emissions [233].

	■ Non-EU countries lure EU industries with tax breaks and 
subsidies, prompting relocation and contributing to car - 
bon leakage. This challenges EU environmental goals and 
global emission reduction efforts, underscoring the com - 
plexity of addressing carbon leakage in a globalized econ-
omy [214].

Challenges
	■ Addressing carbon leakage requires enhanced interna-

tional cooperation and coordination on climate policies 
to ensure that efforts to reduce emissions are harmonized 
globally and do not disadvantage any single country or 
region [214].

	■ Despite efforts to quantify and mitigate carbon leakage, 
attributing emissions embedded in trade to specific caus-
es, such as climate policy differences, remains challenging. 
Factors influencing trade and investment flows include 
relative factor prices, raw material availability, non-climate 
policy differences, and political stability [214].

	■ Carbon leakage significantly undermines global efforts to 
combat climate change by merely shifting greenhouse gas 
emissions from one region to another rather than achiev-
ing actual reductions in global emissions [213].

Impact on the Future of Utilities in the Era of AI
Carbon leakage poses significant challenges to the utility sec-
tor, impacting operational costs and regulatory compliance. 
As companies face pressure to reduce emissions, the risk of 
relocating operations to regions with lower environmental 
standards looms. This shift can disrupt the utility sector, lead-
ing to job losses and decreased competitiveness. However, 
AI presents opportunities by optimizing energy production 
and distribution, enhancing efficiency, and facilitating the 
transition to renewable energy sources. AI-driven predictive 
analytics can also aid in identifying and mitigating potential 
carbon leakage risks, enabling utilities to navigate regulatory 
complexities and maintain sustainability goals amidst chang-
ing global dynamics.
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HIGH INTEREST 
RATES
The Fight Against Inflation is Hurting 
Critical Utility Investments
Raising interest rates is a potent tool central banks employ to 
combat inflation by slowing the economy. High interest rates 
disincentivize new investments as taking on debt becomes 
more expensive, leading to less economic activity and, ul-
timately, less inflation. While crucial for ensuring economic 
stability, it also means that significant investments are often 
postponed. Furthermore, hiring slows down, and stock mar-
kets tend to be more volatile during rate changes [234]. Cur-
rent governments struggle to combat inflation, which implies 
interest rates will remain higher for longer. Reasons for this 
include resilient consumer spending attributed to stimulus al-
location during the COVID-19 pandemic, high energy prices 
due to the cutoff of Russian gas, and the issuance of new 
debt [235]. High interest rates heavily impact critical sectors 
such as utilities, as they must carefully balance profit orien-
tation with servicing the public’s needs. Because the utility 
sector is capital-intensive, the increased cost of capital deters 
new investment in infrastructure necessary for the green en-
ergy transition. Government-owned utility companies must 
also navigate an additional layer of complexity, given that 
higher interest payments on the national debt result in re-
duced government spending on services and infrastructure.

Facts
	■ After nearly a decade of ultra-low interest rates set by the 

European Central Bank (ECB), interest rates have steadily 
risen over the last two years to 4.5% in the Eurozone [236].

	■ Germany’s inflation dropped from 3.8% in December 2023 
to 3.1% in January 2024, sparking speculation about a pos-
sible ECB rate cut in Q2 2024 [237].

	■ Energy costs in Europe have experienced a significant up-
swing in recent years, spanning from 2021 to 2022, primar-
ily attributed to geopolitical tensions, notably the Ukraine 
conflict. Throughout EU capitals, there has been a substan-
tial escalation in electricity bills, averaging a 49% increase, 
while gas bills have surged by an astounding 60% [238].

Key Drivers
	■ Interest rate hikes, cyclical in nature, usually follow periods 

of economic growth and rising consumer spending, lead-
ing central banks to increase borrowing costs to stabilize 
prices [215].

	■ “Higher for Longer” interest rates are currently due to a 
stronger-than-expected US economy and significant debt 
issuance by Western governments [239].

	■ Inflation in energy prices is susceptible to geopolitical fac-
tors, and transitioning grids to new sources in response to 
quickly evolving tensions is complex and time-consuming. 

Challenges
	■ Despite high interest rates set by central banks, consumer 

spending is resilient, and the reduction in inflation is slower 
than expected [235].

	■ Interest rates may not return to pre-pandemic rates, which 
means that future borrowing required for the energy sec-
tor transition will cost more, ultimately leading to slower 
progress [239].

	■ Due to geopolitical tensions worldwide, it is tough to pre-
dict interest rates in the next five to ten years, which poses 
significant challenges for governments and private com-
panies when strategizing and planning future investments.

Impact on the Future of Utilities in the Era of AI
Utilities, as capital-intensive entities, face significant chal-
lenges amid rising interest rates. They discourage investment 
in essential infrastructure such as the hydrogen network and 
high-voltage lines, which are crucial for transitioning to green 
energy. Moreover, higher interest payments on national 
debts limit government spending on services and infrastruc-
ture, further complicating the sector’s challenges. Utility pro-
viders must balance profit motives with serving the public, 
making it imperative to navigate these financial complexities 
strategically. Ultimately, the prolonged impact of higher in-
terest rates could hinder the utility sector’s ability to innovate 
and meet evolving energy needs efficiently.
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ENERGY PRICE 
DEVELOPMENT
Volatile Energy Pricing Lies Ahead as the 
Energy Transformation Comes to Fruition
Energy prices have seen considerable fluctuations due to 
supply-demand dynamics, with cheaper renewable energy 
sources like solar and wind power rapidly expanding [240]. 
These renewables are set to surpass gas and coal capacities 
thanks to their lower costs, which benefit consumers by re-
ducing average wholesale electricity prices under the Merit 
Order Policy [241]. Geopolitical tensions, particularly Euro-
pean sanctions on Russian gas, have spiked energy costs in 
Germany. Hydrogen promises to even out renewable energy 
supply fluctuations as a sustainable energy source but faces 
high initial costs, potentially increasing consumer prices in 
the short term. On the demand side, electricity needs are 
growing with the shift towards Electric Vehicles (EVs) and the 
expanding digital infrastructure, such as data centers for AI. 
For instance, the share of Europe’s total electricity consump-
tion from EVs will increase until 2050 [216]. To maintain low 
prices, the supply must match this demand. Additionally, de-
mand-side management, which optimizes power consump-
tion, is crucial to minimize the reliance on high carbon-emit-
ting and expensive energy sources derived from fossil fuels. 
Together, these factors will collectively shape the future of 
energy pricing in the coming decades.

Facts
	■ IEA expects aggregated installed global photovoltaic and 

wind capacity to exceed aggregated gas capacity in 2023 
and aggregated coal capacity in 2024 [241].

	■ Annual solar energy prices were forecast to fall 2.6% on 
average in the decade following 2010, with all forecasts 
predicting a less than 6% price reduction. However, solar 
prices fell 15% – more than five times the expected annual 
rate – during this period, which could have severe implica-
tions for investment and policy decisions based on these 
misleading predictions [240].

	■ The share of Europe’s total electricity consumption from 
electric vehicles will increase from approximately 0.03% in 
2014 to around 4-5% by 2030 and 9.5% by 2050 [216].

Key Drivers
	■ Internal factors influencing European energy prices include 

greater renewable energy penetration in the energy mix, 
increasing electricity demand from the EV transition and 
AI-powering data centers, a growing emphasis on de-
mand-side management, and new investment in Green 
Hydrogen as a carbon-neutral, storable fuel source [240]. 

	■ The most significant external factor influencing energy 
prices is the impact of geopolitical tensions on energy 
sources and the drive for energy independence [216]. 

Challenges
	■ Rising geopolitical tensions and an overall deglobalization 

trend push the European energy market to build internal 
resilience and rely less on imported energy [242].

	■ The high investment cost required to build the capacity 
needed for green energy investment may cause additional 
turbulence in the upcoming transition.

	■ Low adoption of smart metering in Germany reduces con-
sumers’ ability to make informed decisions about their 
consumption [243].

Impact on the Future of Utilities in the Era of AI
The development of energy prices plays a crucial role in 
shaping the utility sector, influencing various aspects of its 
operation and strategy. Fluctuations in energy prices directly 
impact utilities’ profitability and willingness to invest in new 
infrastructure. The energy demand is also sensitive to price 
changes, as high prices may reduce consumption as con-
sumers seek to minimize costs. Energy price trends can also 
expedite the transition towards alternative energy sources, 
as utilities pivot towards renewable energy when fossil fuel 
prices are high to maintain competitiveness. The fluctuations 
in energy prices are a significant determinant of the utilities 
sector’s financial health, operational strategies, and future 
direction, affecting topics from investment decisions to con-
sumer behavior.
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GREEN 
HYDROGEN 
INVESTMENTS 
Rising Capital Targets Green Hydrogen as a 
Game-Changer in Clean Energy 
The green energy revolution is driving a surge of investment, 
with green hydrogen emerging as a promising frontier. Pro-
duced by splitting water molecules using renewable sources 
like solar or wind, green hydrogen offers a near-zero emission 
alternative to traditional fossil fuel-derived “grey hydrogen”. 
This innovation is crucial for decarbonizing hard-to-electrify 
sectors such as heavy transportation and high-heat industrial 
processes [244]. Investors increasingly recognize the poten-
tial of green hydrogen, pouring billions into production fa-
cilities, infrastructure development, and research worldwide. 
This focus on green hydrogen marks a potential shift in the 
energy landscape, offering a versatile, clean energy carrier 
with vast applications. Revolutionizing transportation, green 
hydrogen offers extended ranges and faster refueling times 
for EVs powered by hydrogen fuel cells. Moreover, its ability 
to be stored and transported over long distances can help 
balance supply and demand in renewable energy systems. 
By fostering innovation and navigating policy uncertainties, 
green hydrogen presents a unique opportunity for investors 
seeking both financial returns and positive environmental im-
pact [244].

Facts
	■ Green hydrogen plays a pivotal role in attaining the goal of 

net-zero carbon emissions by 2050, especially within sec-
tors that are challenging to electrify [244].

	■ Investments in green hydrogen projects are rapidly in-
creasing, with a projected global market size of 1.4T USD 
annually by 2050 [217].

	■ Leading regions like Europe plan to import green hydro-
gen from countries rich in renewable resources like solar 
and wind [245].

Key Drivers
	■ Green hydrogen offers a clean fuel solution, accelerat-

ing the transition from fossil fuels and mitigating climate 
change. Its potential to replace conventional energy sourc-
es stands as a beacon of hope in combating environmental 
degradation [217].

	■ Growing investments unlock economic opportunities, fos-
tering new markets across the value chain. This surge in ac-
tivity drives innovation and stimulates sustainable growth.

	■ Falling costs of renewable energy sources and advance-
ments in electrolysis technology make green hydrogen 
production more competitive, paving the way for a cleaner 
and sustainable future [217].

Challenges
	■ Green hydrogen production costs remain higher than tra-

ditional methods, hindering widespread adoption. Ongo-
ing technological advancements and economies of scale 
are driving down costs, making it more economically vi-
able.

	■ Developing infrastructure for large-scale green hydrogen 
production, transportation, and storage requires signifi-
cant investment. However, with increasing recognition of 
its potential, investments are gaining momentum [245].

	■ Uncertain regulations regarding green hydrogen produc-
tion, transportation, and usage can create investor hesi-
tation. A lack of standardized certification processes can 
hinder global trade. Clear and supportive policies foster 
investor confidence and accelerate the transition to a 
green hydrogen economy [217].

Impact on the Future of Utilities in the Era of AI
By employing green hydrogen technology for energy storage 
and grid balancing, utilities can enhance grid stability, ensur-
ing consistent electricity supply during fluctuation hours. In-
vesting in green hydrogen enables utilities to transition from 
fossil fuels, reducing their carbon footprint and supporting 
global climate goals. This investment drives innovation with-
in the utilities sector, fostering the development of cleaner 
and sustainable energy solutions. Additionally, as utilities 
embrace green hydrogen infrastructure and technology, they 
can generate more jobs and stimulate economic growth in 
renewable energy, thus benefiting local communities and 
economies.
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Access to Energy Production
The Zero-Touch Provider
One-Stop-Shops
AI-Driven Dynamic Pricing
Multi-Modal Transport

BUSINESS MODEL TRENDS
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



BUSINESS MODEL TRENDS
Utility Organizations Reshape Their Value Proposition

The utility industry is an essential backbone of every econ-
omy and society, delivering on its promise to ensure the 
continuous availability of public services. It faces massive 
disruption as it transitions away from traditional fossil fuels, 
thus requiring modern control technologies. This complex 
and multifaceted environment, characterized by the need for 
digitalization and high infrastructure investment costs, allows 
new business models to develop. In this evolving landscape, 
business models play a pivotal role in shaping the trajecto-
ry of utility companies. The following five trends have been 
identified.

The first trend focuses on democratizing modern energy 
production, highlighting the utility sector’s current transfor-
mation towards a decentralized production and consumption 
model. It introduces new energy trading schemes, such as 
Peer-to-Peer (P2P) trading and consumer aggregation meth-
ods, giving individuals full ownership of their energy. The 
increase in renewables’ integration led consumers to partici-
pate in production and consumption decisions. This and the 
need for grid resilience in the face of climate change are the 
two key drivers that have emerged [246].

The utility industry is rapidly shifting towards zero-touch 
provision enabled by conversational AI, meeting growing 
demands for personalized yet low-involvement customer re-
lationships. Due to rising digital disruption, utility companies 
must automate customer service interactions to enhance cus-
tomer satisfaction while streamlining their operations to real-
ize efficiencies [247]. Despite current challenges such as skill 
shortages, lack of relevant data, and AI biases, the long-term 
impact points towards fundamentally reshaping custom-
er-facing and back-office processes impacted by AI-driven 
transformations.

Following this discussion, one-stop-shop companies emerge 
as a pivotal force in the renewable energy sector. These entities 
excel in facilitating the adoption of green utilities through com-
prehensive all-in-one solutions for renewable technology [248]. 
They provide user-friendly solutions and digital platforms 
coupled with flexible financing to ensure wider access. This 
strategic approach significantly lowers barriers to renewable 
energy adoption.
AI-driven dynamic pricing, utilized by one-stop-shops, can 
revolutionize the utility sector by tailoring tariffs to real-time 

conditions and consumer behavior. This approach optimizes 
grid load, promotes energy efficiency, and fosters innovative 
business models [249]. However, it also faces challenges in 
consumer awareness and price fluctuations. The integration 
of dynamic tariffs, mandated by law in Germany, reflects a 
significant shift towards a more flexible and efficient energy 
landscape.

Lastly, the rise of new mobility services, fueled by the sus-
tainable transformation of the transport sector, leads to in-
creased multi-modality in urban journeys and thus impacts 
the business models of utility providers. Integrating various 
transport modes, including public transport and emerging 
services like ride-hailing and micro-mobility, is crucial to en-
sure seamless mobility for citizens [250]. Despite complex-
ities in integration, there is a growing trend towards more 
synchronized, user-friendly urban transportation systems.
A thorough understanding of these models is crucial for 
stakeholders in the utilities, energy management, and infra-
structure development sectors.
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ACCESS TO 
ENERGY 
PRODUCTION
Individuals Take Ownership and Access the 
Digital Energy Market
The shift towards a decentralized energy grid marks a pivotal 
transformation, primarily driven by the liberation of the ener-
gy market and individual access to renewable energies. This 
trend towards a prosumer model system is characterized by 
pooling individual consumers into energy communities, of-
fering new energy trading potential on a P2P basis, possibly 
facilitated by blockchain technologies [251]. This democra-
tization of energy production and consumption significantly 
contributes to the decarbonization of the power sector. The 
bottom-up market integration of DERs requires leveraging 
digital technologies to efficiently manage the higher volatil-
ity within the market. In 2023, the net electricity generation 
from renewables displayed volatility of 40%, which presents 
an immense challenge, particularly in adapting to demand- 
and peak-load profiles, underscoring the critical need for grid 
operators to enhance flexibility [252].The shift to a renew-
able-focused, decentralized grid requires a digitized infra-
structure for implementing AI and IoT solutions. This enables 
better supply-demand balance, preemptive maintenance, 
and boosts system efficiency and reliability.

Facts
	■ Germany leads the EU with an installed prosumer electric-

ity production capacity of 21.5 GW, primarily from rooftop 
solar, followed by wind energy [253].

	■ In 2020, the EU led global Virtual Power Plant (VPP) expen-
ditures, with 45% of the total investment and high costs 
attributed to software licensing and deployment services 
for aggregation platforms [254].

	■ Europe has the highest penetration of Advanced Distribu-
tion Management Systems (ADMS) globally, with an ex-
pected Compound Annual Growth Rate (CAGR) of 5.4% 
between 2020 and 2030 [255].

	■ Implementing P2P electricity trading can reduce consumer 
costs by up to 20% across all German communities and 
regions [251].

Key Drivers
	■ The market entry of start-ups focusing on digital services 

The adoption and progress in digital technologies, includ-
ing AI algorithms and IoT devices, are facilitating the auto-
mation of demand responses and more efficient manage-
ment of decentralized grids [246].

	■ The rise of DERs has led to greater consumer involvement, 
with individuals and communities participating in energy 
production and consumption decisions [246].

	■ The need for grid resilience is highlighted by climate 
change, as extreme weather events prompt a shift towards 
mitigating its effects through decentralized energy pro-
ducers and extended flexible storage solutions [256].

Challenges
	■ Many jurisdictions have not prepared their regulatory 

frameworks for the integration of prosumers into the mar-
ket. They lack guidelines for customer-sited storage and 
demand-response technologies [257].

	■ 74% of renewable energy professionals report that a lack 
of new grid investments remains a significant barrier to 
scaling renewables [246].

	■ Electricity demand is expected to triple by 2050, driven by 
electrification. Renewables are set to dominate 50% of the 
energy mix by 2030 and 85% by 2050 [258].

Impact on the Future of Utilities in the Era of AI
As the energy market transitions towards decentralization, 
facilitated by AI and IoT advancements, consumer autonomy 
is enhanced, disrupting traditional utility models and grid fi-
nancing. This shift, favoring P2P trading and energy commu-
nities, poses challenges to conventional grid financing [253]. 
Meanwhile, VPPs exemplify a model that optimizes small-
scale, non-owned energy assets, compelling utility operators 
to transition from traditional suppliers to dynamic managers 
of technologically advanced, customer-centric energy sys-
tems [259]. These developments offer immense potential for 
decarbonization and efficiency improvements but pose finan-
cial and operational risks to utility operators.
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THE ZERO- 
TOUCH 
PROVIDER
Conversational AI Transforms Customer 
Engagement and Increases Efficiency
Engaging with customers is at the core of every business. Cus-
tomers have increasing expectations for personalized digital 
experiences that are available 24/7 [260]. While digital-native 
market actors build in line with these changes, incumbents 
will be forced to adapt their sales and support models [261]. 
Since there is limited potential to differentiate through prod-
uct specifications, utility firms primarily compete on prices 
and customer experience [261]. Historically, this experience 
has been supported by self-service portals and chatbots for 
simple transactions. Advances in AI development open up 
more sophisticated opportunities. In the future, human-like 
voicebots will provide customized support and AI-enabled 
predictive customer assistance [262]. Zero-touch interfaces 
will enable products and processes to run without input from 
users and offer new features, such as voice commands or vir-
tual reality, to make typing or dialing obsolete [263]. In paral-
lel, customer acceptance of conversational AI interactions is 
growing. Therefore, if done well, an AI-enabled transforma-
tion of customer service can create significant value for utili-
ty firms – increasing customer satisfaction while automating 
more than 95% of service interactions [260].

Facts
	■ The conversational AI market is projected to reach 36B 

USD in revenue by 2032, up from 8.2B USD in 2023, led 
by growth in advanced virtual assistants and IoT device in-
tegrations [264].

	■ The Boston Consulting Group (BCG) estimates that AI 
technology, once implemented at scale, can increase pro-
ductivity by 30% to 50% and improve customer satisfac-
tion [262].

	■ According to the renewable energy group Octopus En-
ergy, AI-generated emails achieved 18% higher customer 
happiness scores compared with email responses generat-
ed by humans alone [262].

Key Drivers
	■ The shortage of skilled workers is severely impacting cus-

tomer service personnel and leads to a need for increased 
efficiency and productivity [247, 265].

	■ Conversational AI is revolutionizing the way businesses in-
teract with their customers, allowing new business models 
to be built on top of newly gathered data [262, 266].

	■ Increasing competition from uprising digital-first utility 
providers, shifting customer demand, and limited product 
differentiation force companies to double down on creat-
ing a better, low-touch customer experience, increasing 
organizational efficiency, and enabling competitive offer-
ings [261].

Challenges
	■ Many utility providers have yet to establish advanced 

Many utility providers have yet to establish advanced an-
alytics in customer care that are required to implement AI 
processes [267].

	■ The usage of AI reduces the need for customer service 
representatives. However, this leads to an increase in de-
mand for AI experts, who are challenging to find [260].

	■ Depending on the type of engagement, customers still 
have a preference for personal interaction [268].

	■ AI applications may contain biases that could lead to unfair 
treatment of certain customers. They also risk revealing 
undesired information or private customer data [262].

Impact on the Future of Utilities in the Era of AI
The current adoption of AI technologies in the utility industry 
is still slow, mostly due to a lack of data availability and a 
well-defined AI strategy [267, 269]. However, the transforma-
tion towards a zero-touch provider promises great value for 
utility organizations. AI-powered solutions are expected to 
automate many back-office administrative and customer-fac-
ing functions. Based on a Roland Berger report, 31% of exec-
utives believe that many processes will be changed entirely 
or even replaced by AI [269]. While most initiatives are still 
in the pilot phase, a real impact is yet to be seen in the next 
few years [269].
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ONE-STOP-
SHOPS
Effortless Customer Experiences 
Accelerate Green Technology Adoption
In the evolving landscape of renewable energy, companies 
offering one-stop-shop solutions are revolutionizing ac-
cess to green utilities. They have identified a crucial market 
niche: facilitating a transition to renewable energy with us-
er-friendly digital platforms that integrate tailored financing 
options directly into their service offerings [270]. Through 
innovative financing arrangements such as Energy Perfor-
mance Contracts (EPCs), on-bill financing, and green loans, 
these companies enable consumers to spread the cost over 
time, democratizing access to sustainable energy solutions 
by making repayment more manageable [271]. Subscription 
services, which often include operations and maintenance, 
further reduce the technical and financial risks for end users. 
These models are supported by various incentives, including 
grants, tax rebates, and low-interest loans, making renew-
able technologies more accessible [272]. By addressing the 
financial challenges head-on, one-stop-shops are accelerat-
ing the adoption of renewable energy and shaping a future 
where sustainable energy is accessible for all.

Facts
	■ In the IEA’s “Net Zero Emissions by 2030” Scenario, solar 

PV in households is set to grow from 25M in 2020 to over 
100M by 2030 [273], and heat pump installations are ex-
pected to surge from 180M to 600M, with electric heat 
pumps leading the way in heating decarbonization [274].

	■ Startups offering one-stop-shop solutions allow their cus-
tomers to rent solar systems and heat pumps with no up-
front costs, significantly lowering the entry barrier to resi-
dential solar adoption [248].

	■ Up to 40% of customers would consider purchasing their 
new utility systems (heating, solar, etc.) through alternative 
payment options such as subscription or leasing [275].

 

Key Drivers
	■ There is a trend toward holistic packages integrating tar-

iffs, installation, maintenance, and optimization, simpli-
fying the consumer experience of owning and operating 
utility assets [276]. 

	■ Government incentives and policies supporting renewable 
energy adoption make it more attractive for consumers to 
invest in solar energy and heating solutions [277].

	■ Integration of smart technology and IoT platforms could 
enable more efficient energy management and monitor-
ing, as well as additional services like VPPs, allowing con-
sumers to optimize their energy usage and savings [278].

Challenges
	■ A significant increase in skilled workers is necessary for the 

development, construction, operation, and maintenance 
of renewable energy installations and the broader utility 
infrastructure [279].

	■ Companies face the challenge of navigating complex reg-
ulatory environments that can vary by region, affecting the 
speed and scalability of their services. A clear regulatory 
framework will be crucial for driving innovation in the util-
ity sector [280, 281].

	■ Disruptions in the supply chain can cause delays in obtain-
ing critical components like solar panels and energy storage 
systems, which are vital for renewable energy projects [282]. 

Impact on the Future of Utilities in the Era of AI
Integrating AI in the utility sector, especially in one-stop-shop 
models for green technology, will revolutionize the utility 
landscape. AI’s predictive analytics and data management 
enhance personalized energy solutions, optimizing the con-
sumption of renewable sources. These one-stop shops also 
enable VPPs, offering dynamic pricing and energy trading, in-
creasing the appeal of their offerings. Additionally, AI-driven 
platforms streamline the customer journey, ensuring a seam-
less transition to renewable energy, while innovative financ-
ing will improve accessibility. This marks a significant move 
towards a more sustainable, efficient, and customer-centric 
utility sector, meeting the demands of modern energy con-
sumers.
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AI-DRIVEN 
DYNAMIC 
PRICING
Real-time Demand and Behavior 
Transformation Revolutionizes Pricing 
Strategies
Dynamic pricing has the potential to reshape the utility  
sector by leveraging AI algorithms to adapt tariffs according 
to real-time conditions and consumer behavior [283]. This 
transformation is particularly pronounced in the energy do-
main, where electricity prices fluctuate in response to chang-
es in demand and supply throughout the day. The primary 
objective is incentivizing consumers to shift their energy us-
age to off-peak periods, optimizing grid load, and promoting 
energy efficiency [249]. By deploying smart meters, utility 
operators can utilize data analytics to tailor personalized rate 
plans for individual customers [284]. This pricing strategy is 
applicable across various utility sectors. For instance, heat-
ing costs can be dynamically adjusted based on demand or 
external temperature variations, while waste management 
systems could implement variable pricing models based on 
waste volume or weight. In mobility, ride-sharing and public 
transport services can dynamically adjust fares in response to 
demand fluctuations and traffic conditions, facilitating con-
gestion management and promoting off-peak travel.

Facts
	■ In Germany, startups predominantly offer dynamic tariffs 

(e.g., Tibber, Rabot Charge, Octopus Energy) [285].
	■ Available electricity tariffs in Germany include  

Time of Use (ToU) structures, where each period corre-
sponds to a price level, as well as hourly rates linked to 
day-ahead wholesale market prices, allowing direct trans-
mission of spot market prices [249].

	■ Scientific studies have shown that dynamic electricity tar-
iffs can yield financial benefits for household customers, 
with potential savings averaging between 3.5 to 4.9 cents 
per kWh. These results depend on the assumption of per-
fect forecasting of load and generation [249].

Key Drivers
	■ According to the Smart Meter Law (2023), all electricity 

providers in Germany will be required to offer dynamic tar-
iffs beginning in 2025 [250].

	■ The increasing demand from household consumers, driven 
by the electrification of mobility and heating sectors and 
the expansion of renewable energies, necessitates dynam-
ic pricing as an incentive for flexible electricity use, aiming 
to enhance grid efficiency [249].

	■ With the continued deployment of Intelligent meter-
ing systems and Heating Energy Management Sys-
tems (HEMS), the potential for offering and utilizing 
dynamic tariffs is anticipated to expand significantly in  
the future [284].

Challenges
	■ Dynamic tariffs entail substantial price fluctuations, trans-

ferring the cost risk entirely to the customer, although fu-
ture integration of AI-driven solutions may mitigate this 
variation [286].

	■ Ensuring consumer awareness, comprehension, and ac-
ceptance of dynamic pricing structures poses a challenge, 
as indicated by a representative survey by Verivox, where 
only 35% of German electricity customers are familiar with 
such tariffs [286].

	■ The implementation of dynamic tariffs is hindered by the 
requirement for smart meters, with only around 500,000 
smart meters installed in Germany by the end of 2022, 
leading to a limited number of households meeting the 
necessary technical prerequisites [287].

Impact on the Future of Utilities in the Era of AI
Dynamic electricity tariffs reduce the reliance on convention-
ally generated electricity, thereby accelerating the pace of 
the energy transition [285]. In addition, these rates foster an 
environment that is conducive to innovative business models, 
such as demand response programs. These encourage con-
sumers to adjust their energy use during peak demand peri-
ods, and allow utilities to reward them appropriately [288]. 
Dynamic pricing initiatives are not exclusive to the electricity 
sector; they also hold significant potential for future imple-
mentation in other utility sectors. However, the electricity 
sector is expected to be the pioneer in adopting dynamic 
pricing strategies.

Business Model Trends

43

Tr
en

d
Ex

pl
or

at
io

n
Id

ea
tio

n
Tr

en
d



MULTI-MODAL 
TRANSPORT
Seamless Urban Journeys Require 
Integrated Mobility Services
Given the ongoing urbanization, cities face many challeng-
es, such as significant traffic congestion, pollution, and in-
creased urban sprawl, creating additional urgency for the 
sustainable transformation of the mobility sector [289, 290]. 
Fueled by electrification, the sharing economy, and restricted 
use of private vehicles, this transformation has led to a surge 
in new mobility services like ride-hailing and micro-mobility 
services. Additionally, urban air mobility and new autono-
mously delivered transport services like robo-shuttles are on 
the horizon [291]. For public transport, these new offerings 
lead to a growing multi-modality of urban journeys [290]. As 
citizens are looking for affordable, time-effective, and con-
venient travel options, they increasingly use different means 
of transportation to reach their final destination [291]. Inte-
grating various transport services can address gaps in the 
infrastructure and thus contribute to a more user-friendly 
and sustainable urban transit system [292]. However, in most 
cities, the mobility solutions landscape is still scattered due 
to the complexity of integration between different providers. 
Hence, better interoperability is required to ensure seamless 
multi-modality for customers [290, 293].

Facts 
	■ Global demand for urban mobility services is expected to 

grow from 25.8T in 2010 to 48.4T passenger–kilometers 
by 2050 [294].

	■ Consumers took more than 15B hailed-mobility trips in 
2019, with revenues reaching 130B USD. By 2030, total 
revenues from hailed mobility are expected to increase 
to 450-860B USD. At the same time, the market for mi-
cro-mobility is expected to grow from 1-3B USD to about 
50-90B USD in size by 2030 [291].

	■ A 2022 survey by micro-mobility provider Bolt has shown 
that within 15 out of 17 countries studied, more than 35% 
of its users took an e-scooter to connect to public trans-
port [295].

Key Drivers
	■ In 2021, the European Commission adopted the European 

Green Deal, which also sets ambitious targets for the mo-
bility sector: to reduce greenhouse gas emissions by 55% 
in 2030 and by 90% in 2050 compared to 1990 levels [296].

	■ Advancements in autonomous driving will lead to the 
establishment of new forms of mobility, such as pooled 
on-demand services delivered by self-driving vehicles. 
Urged by a lack of drivers for public means of transport, 
but depending on the evolution of the regulatory envi-
ronment, these autonomous transportation forms might 
cater for up to 8% of global mobility in 2035 [297, 298]. 

Challenges
	■ The shared mobility market is fragmented, with many large, 

established companies competing. Efficient multi-modal 
transportation relies on real-time data sharing between 
service providers for accurate scheduling, routes, and 
availability. However, technical integration is very complex 
and costly, requiring access to granular spatiotemporally 
and appropriately anonymized data [292, 298, 299].

	■ A survey found that up to 65% would still buy a private ve-
hicle even with cheaper robo-taxis available, highlighting 
persistent consumer preference for car ownership [300].

Impact on the Future of Utilities in the Era of AI
Integrating public transport with shared mobility providers 
is crucial for facilitating multi-modal transport. This can be 
achieved by offering services directly or partnering with es-
tablished providers, contingent on the utility provider’s capa-
bility to offer specific services and the ease of integration with 
external offerings [289]. Despite the fragmented current land-
scape, there is a rising trend towards multi-modal transporta-
tion platforms, simplifying journeys by providing comprehen-
sive mobility packages and single-payment solutions [301].  
This evolution signifies a shift towards more integrated, sus-
tainable, and user-friendly urban transportation systems.
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In the upcoming chapter, the outcomes of the process for validating market hypotheses and problem statements are 
explored. This phase primarily revolves around the discovery of white spaces and opportunity areas in the established 
sector of utilities. Through the clustering of the topic, findings are distilled into five key opportunity spaces, and the most 
critical problems and opportunities within the chosen domain are identified. The exploration phase places a priority on 
the testing and re-evaluation of hypotheses with expert insights, alongside an examination of the existing landscape to 
pinpoint key market players.
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One-Stop-Shops
Smart Billing and Contracts
Quality of Customer Support

CUSTOMER INTERACTION
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



The utility sector is no exception to the emphasis on custom-
er experience (CX), which has risen in importance across var-
ious industries. It is transforming from its traditional monop-
olistic tendencies and primary focus on reliability and basic 
customer satisfaction towards a more dynamic, participatory, 
and personalized model. This change is primarily motivated 
by customers’ increasing expectations. Customers demand a 
CX that is as seamless and personalized as the experiences 
they receive from other service sectors [302]. CX can be a 
significant differentiator in the utility market and an essential 
factor in the business model [303].

In an era of digital advancements and global challenges posed 
by the COVID-19 pandemic, customers expect reliable utility 
services, seamless digital interactions, personalized service 
offerings, and proactive communication. Meeting these ex-
pectations is crucial to ensure customer satisfaction [302]. 
The customer’s expectations reflect the evolving consumer 
landscape where digital convenience and personalized touch 
points define brand loyalty. A compelling CX can significantly 

Raising Customer Experience and Loyalty to a new Level

CUSTOMER INTERACTION

reduce churn rates, thereby increasing customer lifetime val-
ue and fostering loyalty [303, 304, 305]. Research indicates 
that customer satisfaction can lead to lower operating costs. 
A study on utility providers highlights how satisfaction can 
enhance market efficiency by reducing complaints, increasing 
customer trust, and ultimately leading to lower service costs 
and higher employee productivity [306].

The energy transition is reshaping the utility industry, requir-
ing customers to navigate complex interactions with various 
stakeholders for investments like setting up PV systems. This 
leads to the growing demand for streamlined experiences, 
requiring energy providers to verticalize and shift towards all-
in-one solutions or so-called “one-stop-shops”, integrating 
assets, services, and financing [307, 308].

Furthermore, customers demand smart billing and contracts. 
With the rise in the volatility of energy prices, electrifica-
tion, and the adoption rate of flexible electrical devices in 
households, consumers are increasingly seeking personalized 

energy services. This includes dynamic pricing models and 
contracts offering static and dynamic components. Yet, tra-
ditional billing systems struggle with this complexity, often 
resulting in customer dissatisfaction and churn [309].

High-quality customer support remains a key challenge for 
most customer-facing organizations, particularly for utilities, 
due to their large and diverse customer base. Embracing ad-
vanced service technologies and evolving support strategies 
offers a way to meet rising customer expectations and turn 
this challenge into a strategic advantage [310].

The utilities sector’s efforts to improve CX are necessary 
and complex. By prioritizing integrated service experiences, 
transparent contracts and billing options, and superior cus-
tomer support, utilities can redefine their value proposition 
[302]. This strategic focus aligns with evolving consumer 
expectations and positions utility providers for success in a 
competitive landscape defined by the quality of CX [308].
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“
We are observing a major trend towards holistic solutions and one-stop-shops.                                                            

”
Moritz von Klot, Investment Manager at Earlybird [311]

ONE-STOP-SHOPS
Streamlining Interactions With Prosumers Through Vertical Integration
The energy transition and the corresponding market decentralization catalyze profound shifts in the utility market, prompting 
customers to make significant investments and requiring interactions beyond conventional energy contracts [307]. For example, 
setting up a PV system at home requires identifying and interacting with hardware manufacturers or distributors, installation and 
maintenance companies, energy suppliers, energy management system providers, and potentially a financial lender [314, 315]. 

In response to this complexity, customers increasingly seek more convenient and streamlined experiences, preferring a single 
point of contact rather than engaging with multiple players. This preference drives a notable trend towards all-in-one solutions 
that seamlessly integrate technology assets, financing, required services, and energy tariffs. Emerging players that cater to 
these demands are rapidly capturing market share in the energy and heating sector.

To remain competitive in this evolving landscape, energy providers must transform into comprehensive one-stop-shops, offering 
end-to-end solutions [308]. However, this evolution presents challenges for established and new market players. Traditional 
providers may struggle to overcome organizational silos and to quickly adapt their business models, while new entrants face the 
daunting task of building trust and credibility with customers who have long-standing relationships with established 
players [315, 316].
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“
The increasing adoption of flexible pricing models is depending on an increasing education for the energy 
market on the consumer side.                                                           

”
Dr. Oliver Schoppe, Principal at UVC Partners [312]

SMART BILLING & CONTRACTS
Meeting Personalization and Transparency Demands of Customers
Consumer demands are evolving in times of increasing volatility, with a growing desire for personalization and transparency in 
energy services. This includes offerings like dynamic tariffs, mixed contracts with static baselines and flexible components (e.g., 
own production), and the ability to react to market fluctuations [317].

However, traditional billing systems are ill-equipped to handle this complexity. The widely adopted annual billing model cannot 
be adapted to ongoing market conditions and often leads to a “bill shock” for residential customers. This frustration point 
triggers roughly 85% of churns regarding contracts’ renewal and suppliers’ change [318]. Furthermore, poor communication 
surrounding these bills creates additional friction in the customer relationship.

On the Business-to-Business (B2B) side, the need for price stability coexists with the desire for flexibility. Large industrial players 
might utilize Power Purchase Agreements (PPAs) to secure long-term production conditions. Still, these options are often un-
available to small and medium-sized enterprises for complexity reasons in the adoption cycle [319]. In addition, flexible contract 
systems allow business customers to buy energy in tranches during the year based on their individual needs and ongoing price 
dynamics [320].

In conclusion, the utility industry must move beyond the one-size-fits-all model to unlock the full potential of a dynamic energy 
market, fostering customer satisfaction through better communication and steering consumption based on capacities. It is be-
ing limited by software constraints in the billing/trading sector and a lack of customer education about the complex dynamics 
of the energy market [321].
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“
The potential to revolutionize the utility customer experience through digital and data-driven solutions is 
clear.                                                       

”
 John Hutchins, Director of Client Services at Slalom [313]

QUALITY OF CUSTOMER 
SUPPORT
Navigating Customer Support Challenges in the Utility Sector
The utility industry is confronting a major challenge in ensuring the delivery of high-quality customer support given its large 
customer base. This issue leads to lengthy wait times on calls or delayed email responses, thus diminishing customer satisfac-
tion [310]. The root of this problem lies in the overwhelming volume of support requests surpassing support teams’ capacity, 
coupled with the complex nature of inquiries requiring a specialized resolution [322].

This situation is exacerbated by a slow adaptation to efficient customer service technologies and a traditional focus on infra-
structure over CX [323]. However, the future looks promising as utility companies are expected to adopt advanced computing 
technologies including AI to automate responses and manage inquiries more effectively [324]. Investments in improved custom-
er relationship management systems and staff training are also anticipated [324].

Addressing poor customer service is critical; it affects trust, satisfaction, and a company’s ability to retain customers amidst 
growing competition. As customer expectations for quick and high-quality support rise, utility companies must evolve to meet 
these demands. Failing to improve customer support could lead to significant customer loss and reputational damage, high-
lighting the need for a transformative approach in the sector’s customer service strategies [325].
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Attracting and Retaining Workers
Enabling Workers
Advancing Towards a More Automated Future

SHORTAGE OF SKILLED LABOR
RECHARGING THE WORKFORCE WITH TECHNOLOGY-DRIVEN 
COMPANIONS
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The utility industry stands at a critical juncture, confront-
ed with an acute workforce shortage that threatens its op-
erations and growth. This challenge, rooted in an aging 
workforce and waning interest in manual labor, presents a 
complex dilemma with widespread implications [326]. A 
staggering 40% of the global workforce is contemplating a 
change in employment in the near future. This statistic un-
derscores the urgency for sectors reliant on specialized skills 
and is emphasized by projections indicating the renewable 
energy sector’s need to influx over 2.8M blue-collar workers 
by 2030 for its development, construction, and maintenance 
endeavors [327].

At the heart of this crisis is the scarcity of skilled workers, 
which hampers the utility industry’s efforts to maintain pro-
ductivity, reliability, and technological innovation. The pre-
dicament is particularly dramatic in Germany, where 80% of 
utility providers expect an exacerbating skills shortage [328]. 
To navigate this scarcity, societal reevaluation of blue-collar 
jobs is required, propelled by enhanced employment con-

Recharging the Workforce With Technology-Driven Companions

SHORTAGE OF SKILLED LABOR

ditions and innovative recruitment strategies that leverage 
digital platforms and benefits programs.

Bridging this skills gap necessitates the adoption of cut-
ting-edge training methodologies, such as AR and VR, for 
immersive and effective learning experiences [329]. Addi-
tionally, utility firms can tap into the skilled labor pool from 
declining industries, such as coal and steel, and upskill these 
workers to replenish the utility workforce [330].

To adapt to these workforce challenges, the industry increas-
ingly uses technology-driven solutions to streamline opera-
tions and reduce reliance on human labor. Automation and 
digitalization not only boost efficiency but also require re-
training for advanced roles, shifting focus to analytical and 
strategic tasks [331]. The deployment of AI and robotics for 
maintenance and field operations heralds a future in which 
technology complements human expertise, facilitating sus-
tainable progress and laying the groundwork for a resilient, 
versatile, and future-proof workforce.

Facing these challenges head-on, the utility sector must 
champion a multifaceted strategy that revitalizes the appeal 
of blue-collar jobs, deploys cutting-edge training, and har-
nesses technology to enhance efficiency and adaptability. 
This proactive approach is essential not just for addressing 
the immediate labor shortage but also for ensuring the utility 
sector’s resilience and competitive edge in a rapidly evolving 
utility landscape. Through fostering innovation and flexibility, 
the utility industry can navigate its current predicaments, set-
ting a benchmark for sustainable and efficient operation in 
the future economy [332].
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“
Reskilling and upskilling will be ongoing processes as the pace of technological adoption quickens, so 
companies will need to create a culture of continuous learning.                                                           

”
The Good Work Framework: A new business agenda for the future of work - World Economic Forum [339]

ATTRACTING AND RETAINING 
WORKERS
Addressing the Talent Shortage for Blue-Collar Jobs
The utilities sector is witnessing a significant shift towards renewable energy sources. To achieve ambitious decarbonization 
goals, solar capacity must increase 30-fold and wind capacity four-fold. Achieving these targets requires an additional 1.1M 
blue-collar workers to develop and construct wind and solar plants, plus another 1.7M by 2030 to take care of operations and 
maintenance [333]. The younger generation’s interest in blue-collar jobs has waned, deterred by, e.g., long hours, challenging 
weather conditions, or bad societal perception [334]. Also, representation of women remains at a low level. In 2023, one in five 
blue-collar workers left their jobs, which means they were 36% more likely to quit than their white-collar counterparts [335].

This growing skilled worker shortage creates challenges with regard to the safety, compliance, and customer satisfaction of 
utility companies. Replacing workers incurs substantial costs, posing short-term difficulties [336].

There are two primary strategies to address this challenge. First, to improve the sector’s societal perception and boost em-
ployee retention by enhancing working conditions, including salary increases. Secondly, to bridge the gap of skilled workers 
by attracting and integrating international talent [337]. Introducing models enabling relocating workers between companies in 
response to demand fluctuations could fulfill the demand for more flexibility, leading to greater satisfaction. Furthermore, devel-
oping recruitment strategies aimed explicitly at blue-collar candidates could renew the industry’s appeal. Utilizing WhatsApp-
based marketing for hiring and implementing AI into the screening process could accelerate the process [338].

Shortage of Skilled Labor
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“
“The urgency of reskilling in the EU is already being felt in certain sectors [...] – the rollout of heat pumps, 
for example, requires a rapid recruitment and retraining of installation engineers.                                    

”
Overall Strategic Analysis of Clean Energy Technology in the European Union - European Commission [340]

ENABLING WORKERS
Minimizing Skill Gaps Through Advanced Training and Upskilling
The utility sector faces a stark skills gap exacerbated by rapid technological evolution. This gap, widened by limited, tailored 
education and a disconnect between existing skills and job requirements, demands innovative solutions [340]. AR and VR 
technologies are pivotal in addressing this challenge, providing immersive learning experiences seamlessly integrated with 
theoretical knowledge and practical application. Incorporating AR and VR into training protocols offers a dual advantage. It 
substantially reduces training-related expenditures and diminishes the dependency on physical trainers while simultaneously 
facilitating personalized, flexible learning environments that can be tailored to individual schedules [341, 342].

Additionally, the recruiting talent is increasingly coupled with targeted training programs to enhance integration and job read-
iness. Leading companies are launching academies providing multi-week training to ease the transition of future employees to 
their new countries. Furthermore, the approach to training is evolving, with new entrants adopting a mix of in-person sessions 
and interactive apps. These methods enhance engagement through gamification and introduce AI-driven learning platforms for 
a more immersive experience [343].

In conclusion, addressing the skills gap within the utility sector demands a comprehensive and innovative approach. The stra-
tegic application of AR and VR technologies for targeted and efficient training represents a forward-thinking solution to this 
challenge. At the same time, the sector’s capacity to draw skilled labor by customizing training for blue-collar workers will be 
crucial in navigating the challenges of the ever-changing technological environment [344].
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“
We estimate that about half of all the activities people are paid to do in the world’s workforce could po-
tentially be automated by adapting currently demonstrated technologies. That amounts to almost $15T 
in wages.                                       

”
McKinsey Global Institute report: Harnessing automation for a future that works [349]

ADVANCING TOWARDS A MORE 
AUTOMATED FUTURE
Harnessing Emerging Technologies for Workforce Efficiency and Replacement
Digitalizing existing hardware and integrating cutting-edge emerging technologies to propel its infrastructure represent a 
significant transformation for utility firms. Traditionally, the sector has relied on skilled blue-collar workers, each trained in spe-
cific disciplines. However, retraining this existing workforce to meet emerging job demands poses significant challenges, both 
time-consuming and costly. Moreover, lacking interest and motivation often hampers professional transitions [345].

The increasing adoption of digital technologies, influenced by regulatory pushes like the EU Clean Energy Package, fosters a 
growing degree of automation and connectivity across utility processes. The widespread deployment of IoT devices facilitates 
remote monitoring and control, collecting essential data to drive efficiencies in utility operations [346]. While digitalization is 
set to enhance the productivity of utility workers in the short term, it also signals a future where traditional roles may change, 
possibly shifting towards prosumer-oriented models [347]. This shift indicates a profound redefinition of job responsibilities 
within the industry.

In conclusion, the utility sector’s embrace of advanced technologies, including AI for strategic analysis and sophisticated robot-
ics for hands-on tasks, marks a pivotal stride towards minimizing traditional labor dependency. Innovations akin to AI for pre-
dictive maintenance and autonomous robots for field operations are streamlining processes, significantly reducing the demand 
for conventional workers. This transformation not only bolsters operational efficiency but also foreshadows a new era where the 
integration of human insight and machine precision fuels sustainable industry advancement [348].
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Predictive Infrastructure Maintenance
Interoperable Platforms and Services
Cyber-Resilient Cities

DATA ENABLED SMART CITIES
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



Smart cities revolutionize urban living by integrating digital 
technologies into infrastructure and services, focusing on 
efficiency, interconnectivity, and sustainability [350]. For ex-
ample, smart energy grids and waste management systems 
rely on real-time data and intelligent sensors to dynamically 
respond to energy demands and optimize waste collection, 
aligning with sustainability goals and thus providing better 
services for their citizens [351]. Governance in smart cities 
should be agile to protect public safety and implement need-
ed strategies for an aging population. Furthermore, data 
privacy is essential to promoting digital and transparent city 
management and gaining citizens’ trust. This is supported 
by the World Economic Forum, which emphasizes the im-
portance of data privacy, security, equity, and ethics in smart 
city governance, noting that these factors significantly impact 
public trust and willingness to use data for public good [352].

A study by Roland Berger on smart cities indicates that the 
utility sector could spearhead this transformation, particularly 
in medium-sized cities. Utility providers earmark about 14% 

Harnessing Big Data to Craft Revolutionary and Sustainable Smart Cities

DATA ENABLED SMART CITIES

of their investment budget for such initiatives. With over 280 
medium-sized cities across Europe, utility companies have 
the potential to serve as the data infrastructure layer that en-
ables innovative city development [353].

For digitalization to thrive, certain structural technological 
conditions are essential, including connectivity, networking, 
harmonization, interfaces, platforms, and the secure han-
dling of data. City administrations increasingly leverage data 
to enhance social planning, mobility, and crisis management 
services. While commercial entities have long harnessed da-
ta’s potential, many cities are just beginning to explore its 
benefits [354].

Smart cities represent the forefront of urban development, 
where predictive infrastructure maintenance, interoperable 
platforms, and cyber-resilient frameworks converge to en-
hance the quality of life, ensure sustainability, and boost eco-
nomic growth. By leveraging smart data for predictive main-
tenance, cities can address infrastructure issues before they 

escalate. Interoperability among diverse digital platforms 
and services is critical, enabling seamless integration and 
expanding smart city innovations beyond isolated projects. 
Furthermore, prioritizing cybersecurity with a privacy-first 
approach ensures the protection of sensitive data, fostering 
public trust in digital urban ecosystems. An example of these 
principles in action is Estonia, which stands out in Europe 
for its comprehensive public digital services [355]. With a di-
versified energy sector, advanced telecommunications infra-
structure, and projects like the Balticconnector enhanced gas 
network integration, Estonia embodies the smart city vision, 
offering valuable insights into the future’s sustainable and 
connected urban environments [356].
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“ 
We are seeing new businesses for predictive pipeline maintenance emerge all over the world.                  

”
Alexander Worbs, Investor at Picus Capital [362]

PREDICTIVE INFRASTRUCTURE 
MAINTENANCE
Leveraging Smart Data to fix Problems Before They Appear
In smart cities, predictive maintenance addresses critical infrastructure problems, thus creating significant opportunities for 
improved urban development, quality of life, and sustainability. Traditional reactive maintenance approaches often lead to 
unexpected infrastructure failures [357]. When this maintenance is optimized, environmental sustainability is among the benefi-
ciaries due to lower energy consumption and smaller carbon footprints, aligning company incentives with global sustainability 
goals [358]. 

These disruptions additionally cause inconveniences for residents and strain the providers’ budgets with high emergency repair 
costs and ongoing resource allocation. Leveraging existing data and building new data pools, e.g., installing new sensors, en-
ables companies and institutions to uncover infrastructure use and failure patterns, allowing for predictive 	maintenance [359]. 
This opportunity spans from energy and water supply to waste management and mobility. Drilling deeper, especially in the 
pipe segment, shows great potential for this technology since up to 23% of water is lost before arrival in case of leakage [360]. 
Similarly, the losses from gas leakages account for 80% of methane emitted into the atmosphere in Europe, so companies 
such as Prevention, Hulo.ai, and Atmio have emerged in recent years, trying to tackle predictive pipe maintenance [361, 362]. 
The benefits are, therefore, clear but often can not be harnessed by incumbent organizations, not only due to missing data 
infrastructure but also because of siloed supply chain functions, inflexible maintenance strategies, and insufficient employee 
qualifications [363].

Data Enabled Smart Cities
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“
Cooperation between public and private institutions has big potential since the government spends every 
second euro.                                                          

”
Dr. Oliver Schoppe, Principal at UVC Partners [367] 

INTEROPERABLE PLATFORMS 
AND SERVICES
Connecting Platforms and Data Systems for Smart Cities
For the past decade, smart city initiatives have been championed globally as solutions to urban challenges, with a belief in 
the transformative potential of digital technologies. Yet, progress in implementing smart city innovations has fallen short of 
expectations [364]. A significant barrier to their success lies in the challenge of interoperability and integration among various 
platforms, data systems, and service providers. Smart city initiatives often lead to isolated islands and pilot projects of innova-
tion that struggle to expand into broader applications. This is highlighted by the fact that in 2020, 92% of smart city investments 
used private platforms, which could lead to public services being controlled by private companies. Furthermore, using private 
platforms also makes expanding and connecting different city services harder [364].

Public-private partnerships (PPPs) emerge as a viable opportunity to bridge the gap between standalone solutions, thereby ac-
celerating the interoperability of platforms [365]. Utilities can provide startups and innovation hubs with valuable data access via 
Application Programming Interfaces (APIs), enabling them to create interconnected products tailored to urban challenges [366].

Utilities can drive smart city interoperability forward by connecting existing players in the ecosystem and leveraging existing 
solutions. Through strategic partnerships, data-driven initiatives, and advocacy for open standards, utilities can contribute sig-
nificantly to realizing interconnected cities. By advancing the vision of smarter, more connected urban environments, utilities can 
reduce operating costs and increase citizen satisfaction.

Data Enabled Smart Cities
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“
Cyberattacks from inside and outside the organization pose the greatest risk of security incidents with 
edge systems. Whether for personal, financial or geopolitical reasons, malicious insiders stealing sensitive 
data and intellectual property is a growing threat.                                                           

”
S&P Global [373]

CYBER-RESILIENT CITIES
Applying a Privacy-First Approach to Build Cybersecure Cities
Striking a balance between data leverage and resilient security mechanisms is critical for smart cities, as protecting sensitive 
information is essential for public trust [368]. Between 2020 and 2022, the average number of cyberattacks against utilities per 
week doubled globally [369]. Therefore, a security-focused approach must be adopted to ensure the safe growth of digital 
urban ecosystems. Investing in robust cybersecurity infrastructure is crucial. Integrating increasingly decentralized IoT devices 
into the network increases the exposure to cyber threats, necessitating proactive security measures [370].

By adhering to the “security by design” principle, utility providers ensure secure integration with legacy systems and facilitate 
safe data sharing across departments [371]. System security must be integrated across three layers: the edge layer, the data-pro-
cessing core, and the communication layer for seamless data flow. Using such a framework represents an opportunity to make 
underutilized data, currently isolated in silos, accessible to others. The development of digital services for critical infrastructure 
must follow the CIA triad: confidentiality, integrity, and availability. Applying these design principles ensures that data is acces-
sible only to authorized users, remains accurate and reliable, and is available when needed. Furthermore, these principles are 
fundamental in safeguarding digital systems against data breaches and service disruptions, highlighting the importance of a 
resilient cybersecurity strategy for any data-driven smart city [372].

Data Enabled Smart Cities
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Leveraging Distributed Energy Resources
Harmonizing the Energy Sector
Enhancing Grid Stability

DECENTRALIZATION
AND DEMOCRATIZATION
INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



The energy sector is on the verge of a transformative shift, 
moving from centralized production to a more decentralized 
system. This evolution is crucial for addressing the modern 
world’s energy challenges, including sustainability, reliability, 
and accessibility. Aggregated prosumers’ PV generation via 
VPPs, storage solutions such as V2G technology, and sophis-
ticated software platforms are pivotal in the transition toward 
decentralized energy [374]. These components must work 
together to optimize the interaction between the increasing 
number of stakeholders and create an ecosystem benefiting 
the energy supply chain and the planet.

The journey towards a decentralized energy system has its 
challenges. The conventional energy mix relies heavily on 
fossil fuels, such as gas, often imported from countries like 
Russia. When geopolitical tension rises, and supply is scarce, 
this reliance exposes consumers to volatility in energy prices 
[375]. Energy price hikes breed a desire for more autonomy 
and price certainty among consumers, thus creating an op-
portunity for their contribution to decentralization [376].

Enabling Distributed, Green Energy Generation

DECENTRALIZATION AND DEMOCRATIZATION

Consumers can enter the arena of democratization and be-
come prosumers by generating PV energy for self-consump-
tion and feeding it into the grid for additional revenues. The 
German government has implemented auxiliary measures 
through the EEG 2023 amendment to incentivize the growth 
of PV power and meet their target of 215 GW of PV power 
by 2030 [377, 378].

Another challenge to grid stability in a decentralized energy 
market is storage capacity, which is needed to balance supply 
and demand [379]. One opportunity to overcome this barrier 
is to utilize bidirectional flows of energy via V2G technology.

Lastly, communities must leverage software solutions to con-
nect diverse energy resources, including solar panels, battery 
storage, and EVs, creating a unified system that benefits all 
stakeholders. These digital platforms simplify the energy 
market’s complexity and bring transparency and accessibility 
to consumers, enabling them to make well-informed deci-
sions.

The decentralization of energy represents a paradigm shift 
towards a more sustainable and consumer-centric system. 
By harnessing decentralized energy sources, embracing 
technologies like V2G, and utilizing software to synchronize 
market players, we can overcome the current limitations and 
move towards a future where energy is more affordable and 
clean for everyone. This transition promises environmental 
benefits and empowers consumers, giving them more control 
over their energy use and contributing to a more equitable 
energy landscape.
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“
Now that energy prices have become a bigger discussion in the last years, I think more consumers are 
looking more critically at their options.                                                             

”
Sophia Escheu, Investor at SpeedInvest [385]

LEVERAGING DISTRIBUTED 
ENERGY RESOURCES
Unlocking Value in Distributed Renewable Energy Markets
The rapid increase in small and mid-size PV energy producers, driven by EU targets for 600 GW of PV capacity by 2030 and Ger-
man government subsidies, highlights a significant opportunity and challenge in the energy sector [380, 381]. With producers 
currently selling energy back to the grid at rates around 8.11 to 12.87 ct per kWh [382] and the local energy aggregation market 
in Europe is expected to be 200 GW, including 75 GW in Germany, poised to double by 2030 [383], there exists a substantial op-
portunity to attract more customers by offering them higher compensation for their renewable energy contributions [382, 383].

Moreover, conventional centralized energy generation hinders the effective utilization of renewable energy sources and risks 
grid stability and sustainability. The gap between the 26% surge in PV capacity in 2022 and the updated feed-in tariffs under the 
EEG for producers highlights a compelling opportunity to drive market entry and attract customers by offering a superior com-
pensation solution [384]. Aggregating these distributed renewable energy sources, for instance, with VPPs, not only contributes 
to grid stability through expanded generation capacity but also allows prosumers to reap rewards from participating in the new 
energy market. Without addressing these challenges, the true potential of distributed energy resources remains unrealized, 
complicating the transition toward a more sustainable and efficient energy system.
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Selected Players

“
The fragmentation of the energy sector is undeniable, presenting a unique opportunity. By creating an 
open platform, we can streamline this diversity, bringing stakeholders together to foster collaboration.                                                            

”
Dr. Oliver Schoppe, Principal at UVC Partners [407]

HARMONIZING THE ENERGY 
SECTOR
Overcoming Fragmentation and Building a Unified Energy Ecosystem
The energy sector is transforming significantly as utilities shift towards a digitized, decentralized, and democratized  
landscape [401, 402]. This shift offers opportunities for new players to enter the energy market. This results in a more distributed 
energy generation, mainly through technologies like solar PV, which can create a market segment with millions of small-scale 
producers. Looking ahead, a report by CE Delft suggests that prosumers could provide 30-70% of the total electricity demand 
depending on the EU member state by 2050 [403]. These producers may have a negligible individual impact but can collectively 
influence the market if they act in unison, facilitated by interconnected digital technologies [404].

On the other hand, the silo structures of software architecture development make the process slower. For instance, the absence 
of a public information platform, as seen in China’s power sector, can prevent the sharing of real-time electricity supply and 
demand data, which is crucial for market development and matching supply with demand [405].

Embracing openness in the energy sector fosters greater transparency in energy pricing, supply, and demand, creating an 
inviting environment for private sector participation and fueling the development of energy markets  [406]. By ensuring that 
information is accessible and exchanges are transparent, we can pave the way for innovation, efficiency, and sustainability while 
building a collaborative and decentralized utility market.
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Selected Players

“
Selling power stored in EV batteries back to the grid during periods of peak demand, not only lessens 
maximum loads on the grid but also allows EV owners to capitalize on high electricity prices.                                                          

”
Rob Bland, McKinsey & Company [400]

ENHANCING GRID STABILITY
Turning Idle Wheels Into Active Energy Allies for a Greener Tomorrow
Projections suggest that by 2030, the EU will have approximately 30M EVs, indicating a transformative shift in energy manage-
ment looming on the horizon [386, 387]. These EVs, empowered to store and release renewable energy, are poised to mitigate 
critical challenges, including synchronizing electricity demand with renewable supply and addressing the inefficiencies in power 
plant utilization [388]. As renewable energy’s share grows, balancing fluctuations with flexible storage becomes crucial, empha-
sizing EVs’ key role [389, 390]. 

With most personal vehicles lying idle most of the day, the shift towards V2G exploits this latent potential, advocating for 
a move to bidirectional charging [391, 392]. V2G technology can transform EVs into vital energy grid components [393]. By 
facilitating EVs to discharge electricity back to the grid, the intertwined challenges of environmental sustainability and energy 
efficiency can be directly addressed [394, 395]. Additionally, V2G enhances grid resilience and efficiency by providing crucial an-
cillary services, such as frequency and voltage regulation, which are imperative for maintaining grid stability [396, 397]. Notably, 
if V2G were to meet peak demand instead of fossil fuels, it could avert 330M tonnes of CO2 emissions globally by 2030 [398]. 
V2G’s role in advancing towards a sustainable energy future is undeniable, promising a cleaner, more resilient energy ecosystem 
where renewable power takes precedence [399].
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ENERGY STORAGE

Energy Demand Shifting 
Adoption of Energy Storage Systems
Maintenance of Energy Storage Systems

INFLUENCING THE FUTURE OF UTILITIES IN THE ERA OF AI



The future of energy storage presents an increasingly press-
ing challenge that can be addressed from two distinct yet 
complementary perspectives: enhancing storage capacity 
and optimizing demand to foster a more efficient grid.

One avenue of exploration involves addressing demand 
dynamics. Striving for greater stability in renewable energy 
sources aims to mitigate the peaks and troughs that often 
characterize their output. Additionally, it is argued that align-
ing electricity price forecasts with industrial consumption 
patterns could facilitate strategic energy usage adjustments, 
thereby promoting load balancing and peak shaving. The 
integration of dynamic pricing with smart metering tech-
nology represents another promising avenue for enhancing 
grid equilibrium. By incentivizing consumption during off-
peak hours, such initiatives hold the potential to mitigate 
the need for extensive energy storage infrastructure, thus 
driving down associated costs. Therefore, leveraging storage 
systems as a means to stabilize the grid emerges as a com-
plementary strategy [408, 409].

Navigating the Evolving Landscape of Energy Storage: Strategies for Grid Optimization and Technological Advancements

ENERGY STORAGE

Turning attention to storage technologies, the focus includes 
both hardware and software innovations. This encompasses 
not only the technical aspects but also considers grid integra-
tion for battery systems, the viability of decentralized storage 
solutions, and the potential benefits of diversifying energy 
storage methodologies to optimize efficiency and affordabil-
ity. Consequently, the demand for predictive maintenance of 
these complex systems integrated into the grid would be-
come much more challenging, which presents opportunities 
for several solutions in the same space [412, 413, 414].

Adopting energy storage solutions is also a major issue in 
the utility industry, which presents a huge opportunity in this 
area. By leveraging banking and financing tools, the adoption 
of batteries can be increased, benefiting both the end user 
and the grid operators. The combination of storage products 
and financing solutions from the grid operators themselves 
would significantly increase adoption, as costs continue to 
fall gradually with ongoing research into storage technolo-
gies [416, 417, 418].

Finally, as the task of transporting vast quantities of energy 
across geographical distances is faced, the economic real-
ities of this endeavor are confronted. Balancing the need 
for grid capacity against transmission costs underscores 
the critical role of storage infrastructure in optimizing ener-
gy systems. Looking ahead, the landscape of energy stor-
age is poised for transformation. Pioneering efforts, such 
as establishing large-scale lithium battery parks in Germa-
ny, signal a shift towards more robust and efficient storage 
solutions. Navigating this evolving terrain, innovation and 
collaboration will be essential in realizing a future where  
energy storage is not just a necessity but a cornerstone of  
sustainable development [418, 419, 420].
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Selected Players

“
Shifting large amounts of energy from one location to another is very expensive and remains to be a big 
challenge in general.

”
Dr. Oliver Schoppe, Principal at UVC Partners [421]

ENERGY DEMAND SHIFTING
Seeing Variable Energy Prices as an Opportunity
Obtaining vast amounts of energy storage is still expensive as supply cannot match demand in the near future. Furthermore, 
only a handful of players in the market use variable energy prices to their advantage - the vast majority of companies and private 
households pay fixed prices for their energy usage [408]. 

This creates plenty of opportunities for stakeholders willing to adjust their energy consumption depending on current market 
conditions. As energy prices rise over the next decades, the ability to bring forward or postpone energy-intensive processes 
will bring significant cost savings [409]. 

In the space of private customers, many possibilities are not yet being leveraged. For example, heat pumps and good insulation 
can be used as temporary energy storage by preheating during off-peak hours. EVs can be leveraged for flexible electricity 
storage at night, potentially replacing stationary batteries. Large AI models could be trained during times when energy is very 
cheap. The same is true for carbon removal schemes that are energy-intensive. One of the biggest problems is the unwilling-
ness of consumers to adapt to their behavior. Significant cost savings would be needed to change the status quo. This, along 
with the fact that utility companies have no real incentive to offer dynamic pricing options, means that development has been 
lacking in the past [408].

Energy Storage

68

Trend
Exploration

Ideation
Exploration



Selected Players

“
Companies and financial institutions are moving slow, which has led to a slower adoption of energy storage 
solutions.                                                          

”
Dr. Oliver Schoppe, Principal at UVC Partners [422]

ADOPTION OF ENERGY  
STORAGE SYSTEMS
Tackling Adoption Issues of Energy Storage Systems for Faster Energy Transition
The growth of renewable energies is a key driver for the energy transition. Nevertheless, the existing electricity infrastructure 
is not equipped to handle its intermittent nature, leading to grid instability, elevated prices, and increased congestion [416]. 
Energy storage systems provide the ability to stabilize the flow of electricity originating from renewable sources, guaranteeing 
the optimal utilization of the grid network [423]. 

While energy storage systems projects are becoming widespread in countries like the UK, the storage strategy in Germany is 
unlikely to meet the expectations of the renewable energy sector due to the relatively low adoption of such systems [417]. This 
is mostly influenced by Germany’s regulatory environment and the project’s financial viability.

One way to address this issue lies in focusing not only on the availability and affordability of battery resources but also on in-
troducing new financial and banking incentives combined with industrial and commercial energy storage systems to incentivize 
people to adopt them. Projects that prioritize the recycling of lithium batteries can also support the lowering of costs. With 
the reduction of the price and further financial incentives that currently do not exist, an opportunity is observed to increase the 
adoption of these systems. This would lead to a quicker and smoother energy transition [418].
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Selected Players

“
The maintenance of battery energy storage systems is a crucial process to avoid costly downtime and risk 
long-term health of storage units.                                                           

”
Alexander Worbs, Investor at Picus Capital [414]

MAINTENANCE OF ENERGY 
STORAGE SYSTEMS
Optimizing Energy Storage with Advanced Analytics and Predictive Maintenance
Due to the energy transition to renewable energy sources, the relevance of different storage systems such as battery energy 
storage systems, compressed air energy storage systems, or gravity energy storage systems is increasing [419, 420, 424]. One 
major reason is that they aid in reducing the volatility in the electricity grid [412]. However, the different energy storage systems 
can be sensitive to various environmental conditions, such as temperature and humidity, affecting their failure rates, longevity, 
performance, and safety profiles. Beyond external factors, maximizing the effectiveness of energy storage systems also neces-
sitates tracking internal conditions, including signs of deterioration and damage.

Overseeing these data points presents a significant challenge, particularly for extensive operations and large-scale energy stor-
age facilities. The diversity of systems available, such as lithium-ion, lead-acid, flow batteries, and non-battery energy storage 
systems, each produced by various manufacturers without standardization, complicates matters further. These systems exhibit 
distinct degradation behaviors, adding to the complexity [413].

Predictive maintenance tools can allow for a detailed insight into the state of the systems and their automatic management 
based on environmental parameters and their internal state, thereby facilitating the optimal timing for repair and replacement. 
Different software vendors on the market currently offer solutions for optimizing charging and discharging. However, their 
maintenance remains a crucial process [414].
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IDEATION
The following chapter describes five novel business models that are of great relevance for The Future of Utilities in the 
Era of AI, especially in view of the identified future trends. Each of the business models are developed to solve a specific 
problem in the identified problem spaces.
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YOUtility.........................................................72

datacase.ai......................................................80

SolarSync........................................................84

WattsUp.........................................................88

71



Energy suppliers face enormous challenges in fundamen-
tally realigning their business models and IT landscapes in 
the face of advancing regulation and the resulting changes 
in market dynamics and customer demands [425]. One ma-
jor area of change is the increasing dynamization and per-
sonalization of energy tariffs. This development is fueled 
by the increasing share of renewable energy sources, which 
leads to a growing need for mechanisms that balance vol-
atility and discrepancy between energy production and  
consumption [426]. In Germany, the adoption of smart 
meters and, hence, the prevalence of dynamic electrici-
ty pricing has been very low compared to other European 
countries. However, starting in 2025, German energy pro-
viders will be mandated by law to offer dynamic tariffs us-
ing smart meters [427]. An increasing demand for dynamic 
pricing options can, therefore, be expected. Other Europe-
an countries have shown a similar pattern in which an in-
crease in Smart Meter adaption results in a rising share of  
dynamic pricing contracts [428].

We Empower Energy Providers to be Dynamic Market Leaders
YOUtility

Realizing smart, real-time pricing requires seamless integra-
tion of various data sources like smart meters and energy 
markets with the operating system of utility providers. How-
ever, adjusting existing Enterprise-Resource-Planning (ERP) 
tools like SAP IS-U requires substantial consulting effort, 
compounded by the fact that support for IS-U is set to end 
in 2027. In general, many energy suppliers face a situation 
where IT systems have been in operation for a long time with 
many proprietary developments and highly individualized 
processes in use. Additionally, many current ERP and billing 
systems have grown over the past 15-20 years and, hence, 
lack the flexibility and modularity required for the transition. 
Therefore, many energy suppliers are reorienting themselves 
regarding their deployed software solutions [425].

Introducing dynamic electricity tariffs offers numerous op-
portunities for energy suppliers. It is important to note 
that this is not only a legal obligation, despite any chal-
lenges they may face. With the help of dynamic pricing,  

suppliers can diversify their product portfolios and appeal to 
customers whose needs are not met by a standard tariff.

YOUtility revolutionizes the energy sector by providing an 
innovative IT solution that enables suppliers to offer and 
manage dynamic tariffs effectively while also simplifying en-
ergy procurement. The core features of the YOUtility Engine 
include seamlessly connecting to energy markets for AI-pow-
ered procurement based on real-time demand, offering a 
modular no-code platform for hyper-personalized contracts, 
and automatically forwarding current market prices to con-
sumers while providing real-time insights into consumption. 
Initially focusing on integrating with legacy systems to en-
hance capabilities, YOUtility’s vision is to establish an agile 
ERP system capable of meeting all demands of the energy 
transformation in the long term.

Annemarie Schimkat

Jan Jakob

Niko Pallas

Thomas Rother

Finn Kosina

YOUtility

72

Trend
Exploration

Ideation
Ideation



	■ Starting in 2025, energy providers will be legally required to offer dynamic tariffs using 
smart meters [427].

	■ The increasing installation of smart meters in Germany is expected to drive customers’ de-
mand for smart tariffs [429, 430]. Countries such as Spain and Norway have already widely 
adopted smart meters. In 2018, 75% of final energy consumption in Spain was based on 
dynamic pricing, and in Norway, approximately 71% of households and 88% of small and 
medium-sized enterprises (SMEs) have chosen Real-Time Pricing tariffs [428].

	■ German legislation also enforces this trend, with the “Gesetz zur Digitalisierung der Ener-
giewende” (GDEW) Act of 2016 laying the foundation for the digital transformation of the 
energy industry. The “Messstellenbetriebsgesetz” (MsbG) Act was introduced to provide for 
the widespread use of smart metering systems by 2032 [431, 432].

	■ Smart metering can only be integrated with SAP IS-U, with significant consulting effort [433], 
while support for SAP IS-U will end in 2027 [434, 435, 436].

Problem

Utility companies must prepare for the widespread implementation of dynamic 
pricing

Solution

	■ YOUtility is addressing the need for a new IT infrastructure to enable dynamic pricing by 
offering a tailor-made operating system for utility companies.

	■ Connecting the energy market with its dynamic prices and the existing IT legacy systems, 
YOUtility modernizes the tech stack of utility companies.

	■ Core functionalities include forwarding market prices from procurement to the customer, 
a modular software architecture, and automated energy purchasing based on actual con-
sumption.

	■ To enable a seamless end-to-end journey, YOUtility covers the whole tech stack from the 
backend to customer-facing interfaces: AI-supported procurement, CRM with complex con-
tract structures, automated billing, and customer interfaces with real-time consumption op-
timization and monitoring.

	■ While, initially, integration with legacy systems is intended to expand existing capabilities, 
the long-term vision of YOUtility is to become the leading agile ERP system fueling the 
energy transformation.

YOUtility is the operating system that enables dynamic pricing contracts for 
utility companies by providing a flexible IT infrastructure
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	■ YOUtility aims to charge energy providers a fee of 2% of the cost per kWh for every (dy-
namic) contract managed by the YOUtility Engine. The model is, therefore, a pay-as-you-go 
model.

	■ With an average of 38k contracts per energy supplier and an average energy consumption 
of 3,100 kWh [437], this translates to an Annual Recurring Revenue (ARR) of 600k EUR per 
supplier when assuming an average price of 26 ct per kWh. [438] 

	■ Considering the advancement of dynamic pricing in other EU countries, with the Total 
Adressable Market (TAM) being 2.6B EUR for 4,400 energy suppliers [439], YOUtility targets 
the 1,300 German suppliers [440], aiming for a 30% market share and a potential 240M EUR 
in ARR.

	■ In the long term, there is a high potential to optimize energy purchases on the day-ahead 
and intraday markets depending on current consumption patterns, creating an additional 
source of revenue by participating in gained savings.

Market

YOUtility steps into the emerging dynamic pricing market and participates in 
the long term by supporting discounted energy purchasing

Competition

	■ Existing market players struggle to deliver software products that are flexible enough to 
support individual and highly dynamic solutions while fully covering the end-to-end cus-
tomer journey.

	■ Market experts indicate that German utility providers rely heavily on large ERP software 
providers like SAP, which are known for rigidity, forcing utilities to seek external consulting 
support when enlarging product portfolios [441].

	■ The sector’s dominating software, SAP SI-U, will see its maintenance discontinued  
by 2027 [442].

	■ As a subsidiary of Octopus Energy, Kraken’s market-leading software offers extensive func-
tionalities and flexibility but is not a strategic choice for competing energy suppliers [443]. 

	■ Therefore, utility companies need access to flexible and modular software solutions that 
their customers and law will soon demand [427].

	■ This market gap represents a pivotal moment for the sector, potentially redefining how 
energy providers meet their customer base’s complex and evolving needs.

Current market solutions either provide a full spectrum of functionalities or pri-
oritize high flexibility, but not both effectively

TAM

SAM

SOM

€2.6B

€800M

€240M

Flexibility

Functionality

HANA for Utilities
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Modifying legacy systems to meet current 
demands can pose a significant financial 
challenge. They may not be sustainable for 
companies as the solutions are built on top 
of existing software, which can be restrictive 
in the implementation and possible features. 
The costs associated with updating or re-
placing these outdated infrastructures can 
strain budgets and divert resources from 
innovation, hindering long-term growth and 
adaptability.

Updating Legacy Systems is Costly
Utility providers encounter challenges 
adapting and customizing their services due 
to antiquated infrastructures. Outdated leg-
acy systems hinder flexibility and innovation 
in this field because external experts and 
internal IT capacities are required to imple-
ment specific features. This slows down the 
rapid deployment of customized offerings, 
leaving providers unable to meet the evolv-
ing demands of the market.

Legacy Systems Limit Customization
By 2025, German legislation will require en-
ergy providers to implement dynamic tariffs 
that reflect real-time consumption and mar-
ket fluctuations. The aim of this regulatory 
push is to increase energy efficiency and fos-
ter innovation across the sector. Consumers 
will be motivated to adjust their usage in re-
sponse to variable pricing, potentially lead-
ing to significant cost savings and promoting 
more sustainable energy practices.

Dynamic Tariffs: The 2025 Obligation
Customers, both in B2B and B2C markets, 
are increasingly seeking tailored tariff op-
tions that align with their unique consump-
tion patterns. This shift towards personal-
ized energy solutions emphasizes the desire 
to leverage lower energy costs during off-
peak hours. It also underscores a growing 
awareness and demand for flexibility and 
cost savings in utility services. 

Customers Demand for Dynamic Tariffs

In today’s rapidly evolving energy market, 
traditional utility providers face a disadvan-
tage due to their inflexible infrastructure. 
Their outdated legacy systems challenge 
their competitiveness and innovation, 
lacking the agility to adapt to changing 
consumer demands and technological ad-
vancements. This inflexibility hinders their 
quick introduction of adaptable services and 
meeting the increasing demand for custom-
ized energy solutions.

Energy Providers are not Ready
The demand for flexible contracts, adaptive 
pricing, and customized billing is expected 
to increase as consumers seek more control 
over their energy usage and spending, as 
well as their adoption of smart meters. This 
change emphasizes the increasing demand 
for customized services that can adjust to 
individual consumption patterns and mar-
ket fluctuations, indicating a significant shift 
in the delivery and management of energy 
services.

Holistic Flexibility Demand

Utility providers are at a critical juncture as 
they require new operating systems capa-
ble of supporting the emerging demand 
for dynamic tariffs. These advanced systems 
will be key in enabling providers to quickly 
adapt to the shift in consumer expectations 
towards more flexible and personalized en-
ergy pricing and offer the innovative services 
that modern users demand.

Operating System for a Dynamic Future

Assumption Tree
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Following several disruptions in recent years, a chance exists 
to create a fresh outlook on the future of employment and 
address the issue of closing the skills divide among employ-
ees. visioncraft supports the transition away from unsustain-
able sectors and assists their workforce in learning new skills 
using a cutting-edge AR solution supported by AI.

The utility industry, a backbone of modern infrastructure, fac-
es a daunting shortage of skilled blue-collar workers. With a 
projected demand for 1.1M specialized workers by 2030, the 
sector is at a crossroads [225]. Specialists command a premi-
um, with salaries 20% higher than their generalist counter-
parts, exacerbating the problem [444, 445]. Traditional train-
ing methods have proven time-consuming and less effective, 
particularly for hands-on skills, which are crucial in the field.

visioncraft introduces an AR copilot designed to transform 
generalists into specialists, empowering utility companies to 
deploy low-skilled blue-collar workers for more sophisticated 
tasks. By utilizing AR glasses to provide real-time instructions, 

Make Every Generalist a Specialist
visioncraft

visioncraft facilitates on-the-job execution, thereby signifi-
cantly reducing the need for prolonged training periods and 
specialist sourcing. This not only boosts workforce efficiency 
but also turns every worker into a potential specialist ready to 
tackle the most demanding tasks.

The solution integrates LLMs with industry-specific datasets 
synthesized through advanced AI algorithms to generate 
actionable insights displayed on the AR interface. This inte-
gration is combined in products like the HoloLens, powered 
by GPT-4, which supports guided operation interfaces and 
intelligent overlay displays, ensuring comprehensive support 
and real-time AI guidance.

visioncraft’s market potential is vast, addressing a global AR 
market in blue-collar industries valued at 49B EUR [446]. With 
a focus on the utility sector, visioncraft targets a specific Euro-
pean market with significant growth potential, underscored 
by a 10.8% CAGR in AR innovation and adoption for the pe-
riod 2024-28 [447].

visioncraft is poised to disrupt the market with a sales-led 
go-to-market strategy, emphasizing affordability and effi-
ciency. By initiating co-development with selected partners 
and launching tailored pilots across diverse utility companies, 
visioncraft aims to optimize its solution and scale across Eu-
rope, leveraging testimonial-driven sales.

visioncraft distinguishes itself from competitors by offering 
a utility-specific, on-site solution that goes beyond tradition-
al off-site training methods. With a pricing model designed 
to be accessible to every utility company, visioncraft ensures 
that companies can readily adopt its technology, promising 
a transformative impact on workforce efficiency and skill  
development.

As visioncraft prepares for its launch in Q4 2024, it stands 
at the forefront of technological innovation in the utility sec-
tor, promising a future where every generalist can become 
a specialist, thereby revolutionizing workforce efficiency and 
capability in an industry critical to our daily lives.
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	■ Utility companies require highly specialized training of workers with training times of 
up to three years. Flexibility to change tasks later is limited and requires additional  
upskilling [343].

	■ By 2030, the worldwide renewable energy sector will require an extra 1.1M blue-collar work-
ers solely for the development and construction of wind and solar power facilities [225].

	■ 80% of utility companies expect a worsening of the skills gap, while 85% expect this to delay 
the energy transition, leading to 53% of surveyed companies expecting rising costs [448].

	■ Salaries for specialists are, on average, 20% higher than for generalists [444].
	■ Traditional training methods are ineffective as they are not individualized, use outdated 

approaches, and do not assure an adequate skills transfer [449].
	■ The shortage of workers is caused by demographic changes, the energy transition, and the 

rising complexity of work [448, 450].

Problem

Specialized workers constitute a significant bottleneck for utility companies and 
the speed at which the energy transition can occur

Solution

	■ visioncraft empowers untrained workers in the utility sector, enabling rapid on-site learning 
and converting generalists into specialists.

	■ Through AI, visioncraft’s copilot transforms utility data into actionable insights displayed via 
an AR interface.

	■ The system integrates visioncraft’s advanced data synthesis for enhanced decision-making, 
providing an intelligent overlay that guides workers through procedures in real time.

	■ The product combines a comprehensive support system with AI guidance and remote video 
consultations, ensuring immediate access to expert advice and facilitating more efficient 
workforce utilization.

	■ Critical equipment information and step-by-step procedural assistance are presented 
through a guided operation interface, streamlining task execution and minimizing the need 
for specialist outsourcing.

	■ visioncraft’s approach boosts workforce efficiency, leveraging existing employees for spe-
cialist tasks and rapidly shifting training.

visioncraft offers expertise at your fingertips, transforming the workforce with 
the Craft AI copilot
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	■ In 2019, the EU utility sector employed 4.6M blue-collar workers. Worldwide, the number of 
utility blue-collar workers amounted to 7.8M [446].

	■ In 2019, the energy sector employed about 41M workers worldwide, within which the pow-
er generation sector hired 11.3M and the transmission, distribution, and storage sectors 
employed 8.5M combined [451].

	■ The global AR market is expected to grow at a CAGR of 11% between 2024 and 28 with 
China and the US leading in innovation and adoption. The COVID-19 pandemic has fostered 
the adoption of AR technologies since they offer remote collaboration, replacing in-person 
interactions [447].

	■ 82% of companies integrating AR technologies report that benefits meet or surpass their 
expectations. Moreover, 38% of companies think AR will become mainstream in their orga-
nizations in the next three to five years, with 29% currently using it for repair and mainte-
nance purposes [452].

Market

visioncraft is addressing a fast-growing 49B EUR global market for blue-collar

Competition

	■ The demand for skilled workers in the utility sector is increasing, creating a vibrant market 
for the opportunity for providers of innovative, utility-specific upskilling solutions that can 
be easily integrated into the workplace [453, 454, 455].

	■ visioncraft is uniquely positioned to excel in the growing utility industry because it focuses 
on flexible and fast upskilling solutions. It offers utility-specific on-site solutions, enabling 
“learning by working” directly on the job [456].

	■ Traditional training companies provide time-consuming, costly, and non-digital upskilling 
solutions, which may not meet the evolving needs of the utility industry [330].

	■ Competitors like Smalt and Montamo offer off-site training solutions, leaving a gap in on-
site utility-specific training [457, 458].

	■ While other utility-specific solutions exist, such as Knowron, they lack on-site usability, limit-
ing their integration into day-to-day operations [459].

visioncraft is the answer to the limitations of traditional off-site training
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With swift progress in renewable energy and 
smart grid technologies, the utility industry 
is grappling with a significant skills shortage. 
This highlights an urgent need for special-
ized training [225]. visioncraft is in charge of 
tackling this issue and is ready to create and 
offer training programs to arm the workforce 
with the critical technical skills needed in this 
rapidly changing sector.

Growing Skills Gap
The advancements in AR and AI can revo-
lutionize training for blue-collar workers, 
turning generalists into skilled specialists. 
This approach leverages AR and AI’s im-
mersive and interactive capabilities to pro-
vide innovative, effective training experi-
ences. Through this, utility workers can be 
equipped with the skills needed to navigate 
their industry’s challenges, surpassing tradi-
tional training methods’ limitations [460].

AR and AI Advancements
The utility sector is experiencing a grow-
ing interest in adopting AR-based training 
solutions, reflecting a broader trend toward 
leveraging technology to enhance work-
force development. This surge in demand 
underscores the sector’s recognition of AR’s 
potential to deliver innovative, immersive 
training experiences. This growing demand 
showcases the industry’s belief in AR’s ability 
to make learning more interactive and trans-
formative [461].

Market Demand for AR Solutions
visioncraft’s AR copilot promises seamless 
integration into existing utility workflows 
and work environments. Additionally, it 
helps boost operational effectiveness and 
workforce efficiency without disrupting daily 
operations. Pilot programs with early adopt-
ers can help gather feedback on its specific 
usability and impact, focusing on ensuring 
the solution fits effortlessly into work envi-
ronments.

Integration Into Existing Processes

Integrating AR and AI technologies for task 
execution is expected to significantly reduce 
the time and costs associated with tradition-
al training methods. This approach reduces 
the gap between knowledge acquisition and 
its application in a real-world scenario. Effec-
tiveness is measured by comparing success 
metrics, which include reduced execution 
time, operational costs, and improved task 
accuracy before and after the implementa-
tion.

Cost and Time Efficiency
The deployment of visioncraft’s AR solution 
is expected to enhance utility workers’ per-
formance and satisfaction. By integrating 
AR into daily tasks, workers will likely ex-
perience an uptick in job efficiency and an 
improvement in morale and satisfaction. vi-
sioncraft’s technology could redefine work-
place dynamics, offering the dual benefit of 
boosting productivity while elevating worker 
engagement and contentment.

Enhancement of Worker Performance

Visioncraft is anticipated to become a cru-
cial and widely adopted tool across the 
utility sector that is integral to companies’ 
operations. Its innovative AR solutions are 
aimed at solving some of the most pressing 
challenges within the industry, which is ex-
pected to drive its adoption as a norm. As 
visioncraft’s technology tackles major indus-
try challenges, it is set to become a standard 
resource across the utility sector.

Widespread Adoption

Assumption Tree
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In an era where AI is reshaping industries, the importance 
of data has never been more evident. Data has the power 
to transform processes, enhance efficiency, and provide in-
sights for more sophisticated offerings. As we venture deep-
er into the age of smart cities and intelligent solutions, users’ 
expectations for smart management and superior services 
are increasing. Yet, companies face many challenges on 
the way to intelligent data usage due to the sheer volume 
of data, compounded by privacy issues, a lack of transpar-
ency, and internal communication barriers. This complicates 
identifying possible use cases for the data since it requires 
a clear understanding of the available information. A stag-
gering statistic highlights the scope of the problem: approx-
imately 80% of valuable data remains unused in Germany, 
representing a significant loss of potential insights [462]. 

datacase.ai solves this problem by generating a compre-
hensive data catalog that acts as the single source of truth 
regarding the data available within an organization. This 
feature provides detailed information about the datasets 

Make Data Management Easy
datacase.ai

rather than the data itself, enhancing organizational trans-
parency and facilitating the identification of data assets 
without compromising privacy or security. Additionally, 
the platform offers a sophisticated data tool that gener-
ates synthesized versions based on actual datasets. This al-
lows for the safe exploration and sharing of data within the 
company, ensuring that sensitive information remains pro-
tected, further accelerating the identification of use cases. 

datacase.ai doesn’t stop there; it revolutionizes generating 
and assessing use cases. Through automated generation and 
a sophisticated evaluation system, our platform sifts through 
various data combinations to spotlight the most promising 
opportunities, ranking them for user consideration. Once a 
valuable use case is identified, datacase.ai simplifies the ap-
proval process for accessing real data. Our system stream-
lines compliance checks and provides a standardized way for 
data access.

 

Our solution caters to mid-sized and large enterprises and 
operates on a B2B Software as a Service (SaaS) business 
model with a monthly subscription model that varies based 
on the number of users. We offer tailored plans, ensuring that 
businesses at every stage can leverage our platform to maxi-
mize their data’s potential.

datacase.ai empowers companies to exploit their data entire-
ly, from initial exploration to final use case implementation. 
By addressing and eliminating the hurdles to data utilization, 
we pave the way for smarter, more efficient use of informa-
tion, unlocking new avenues for innovation and growth. With 
datacase.ai, enterprises can transcend traditional limitations, 
harnessing their data to drive unparalleled advancements.

Elisabeth Goebel

Marcelo Rohn

Ju-Shan Chao

Ruslan Mammadov

Christophe Schmit
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	■ 85% of participating German energy providers’ C-level executives state that digitalization 
and data security are significant topics for the coming years [462].

	■ Companies are overwhelmed with data; roughly 80% of valuable data goes unused in Ger-
many [462].

	■ 42% reported to the Deutsche Industrie- und Handelskammer a lack of in-house expertise 
on data as an obstacle to leveraging it [462].

	■ Incumbents do not have a fully transparent overview of the exact data points they can har-
ness throughout their daily operations [463].

	■ Data exchange is often lengthy and complicated in companies that divide operations into 
different departments because of regulations and company politics [463].

	■ The potential to improve operations or monetize unused data by identifying promising use 
cases often remains untapped due to the lack of data transparency [463].

Problem

Collected data is not currently leveraged due to a lack of transparency, regula-
tory hurdles, and structural barriers within utility organizations

Solution

	■ datacase.ai creates an extensive data catalog for teams, serving as a unified source of truth 
for organizational data. 

	■ The platform creates synthetic versions of datasets with confidential data, allowing for data 
exchange without exposing sensitive information.

	■ datacase.ai features a use-case generation tool that explores various data combinations to 
identify potential business opportunities. 

	■ For each identified use case, datacase.ai automatically evaluates its viability, considering 
feasibility, profitability, and cost-effectiveness factors. 

	■ The application simplifies data approval by implementing a standardized protocol for data 
access requests and automating compliance checks.

	■ datacase.ai facilitates efficient data governance and collaboration, promoting a systematic 
approach to data management that supports compliance and organizational objectives.

	■ The application provides tools for tracking project progress and managing data assets, pro-
moting a systematic approach to data management.

Transform your data into profit: unveil the hidden value of every sensor, form, 
and smart meter with datacase.ai’s revolutionary solution

datacase.ai
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	■ datacase.ai targets the enterprise business analytics market, valued at 147B USD in 2023 
and is expected to reach 321B USD by 2028, with a CAGR of 13.8% during the forecast 
period [464].

	■ The European business intelligence market, valued at 9.53B USD, exhibits a growth rate  
of 7.5% [465]. 

	■ 71% of utility companies plan to invest more than 10M USD, and 21% plan to invest more 
than 50M USD into data ecosystem initiatives [466]. 

	■ datacase.ai aims to secure a significant market share of approximately 10% within the Euro-
pean business intelligence market, translating to an estimated value of 953M USD.

	■ For market entry, datacase.ai focuses on mid-sized and large enterprises and targets com-
panies operating across industry boundaries e.g., energy and mobility, with high-security 
standards and sensitive data.

	■ The increasing demand for data proficiency positions datacase.ai to drive customers’ com-
petitiveness.

Market

datacase.ai’s innovative and value-added approach puts it in pole position to 
capture significant market share in the data analytics market

Competition

	■ In recent years, the competitive landscape has demanded that companies use their data to 
make data-driven decisions. This positions datacase.ai to innovate and excel in this dynamic 
landscape.

	■ datacase.ai’s solution is designed to meet the industry’s need for head-to-tail solutions. We 
identify quality use cases to unlock the potential of existing data.

	■ Current solutions revolve around cutting-edge data analytics and data governance plat-
forms. Notable startups in the space include Tonic.ai and atlan from India [467, 468]. 

	■ Companies like Tibco and IBM offer products that provide a comprehensive and data-driven 
analytics toolset for data visualization [469, 470].

	■ Startups like mostly.ai offer synthesizers for artificial data in privacy-sensitive industries [471].
	■ While these solutions effectively address the lack of data understanding and privacy con-

cerns, there is untapped potential in unlocking data that has not been used due to a lack of 
identified use cases.

From collection to insight, we have got you covered. Opt for datacase.ai’s head-
to-tail solution
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The quality and frequency of data collect-
ed are vital for achieving insightful results. 
Proper data analysis informs strategic plan-
ning and operational decision-making, en-
hances efficiency, and reduces operational 
costs for utility providers. This foundation is 
essential for identifying potential synergies 
in delivering utility services like electricity, 
gas, water, and telecommunications.

Data Collection and Analysis
Under the EU’s General Data Protection 
Regulation (GDPR), utility providers face 
restrictions on data usage, which adds ad-
ditional complexity to how this software can 
be utilized. Balancing data utility with priva-
cy compliance is paramount; therefore, in-
novative data management approaches are 
needed to capitalize on these services within 
the GDPR constraints. Close collaboration 
with legal and regulatory experts is required 
to mitigate this complexity. 

Strict Regulations on Data Usage
As a critical service provider, utility compa-
nies often have long-established processes 
for handling their data management sys-
tems. This challenge hampers retaining, 
accessing, and effectively using historical 
data for operational improvements and stra-
tegic planning. Utility companies may face 
repeated inefficiencies and lose valuable 
insights over time without a robust system 
for managing and preserving institutional 
knowledge. 

Poor Data Knowledge Management
The lack of data transparency across dif-
ferent teams leads to ineffective horizontal 
alignment. This siloed approach to data 
management prevents insight sharing and 
best practices, hindering collaborative prob-
lem-solving and innovation. Addressing this 
issue requires fostering a culture of open 
communication and implementing integrat-
ed data systems that promote inter-depart-
mental collaboration and transparency.

Ineffective Horizontal Alignment

The readiness and availability of advanced 
AI modeling and data analysis solutions 
present a significant opportunity for im-
provement and innovation. The existing 
technological feasibility means utilities can 
leverage new data tools and analysis sys-
tems to enhance efficiency, reliability, and 
customer service. The digital transformation 
approach streamlines operations and sets 
the foundation for future advancements and 
sustainable growth.

Existing AI Modeling Capability 
Utilities often have vast amounts of data 
at their disposal that can be utilized. This 
resource could drive operational improve-
ments and customer service enhancements 
if adequately leveraged. Addressing this lack 
of data usage involves adopting data-driven 
decision-making processes and investing in 
analytics capabilities to transform raw data 
into actionable insights, fostering more effi-
cient and responsive strategies.

Extensive Collected Data

Utilities have significant untapped potential 
with advanced data and technology. Chal-
lenges like GDPR compliance, knowledge 
management, and data silos hinder poten-
tial realization. The sector is ripe for digital 
transformation to enhance organizational 
and service efficiencies. Embracing a da-
ta-driven culture and leveraging technolo-
gies are key to unlocking this potential for 
growth and improved customer satisfaction.

Untapped Potential 

Assumption Tree
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In an era where the imperative to shift towards renewable 
energy sources is more pressing than ever, SolarSync stands 
at the forefront of transforming the energy generation land-
scape. Its mission is two-fold: To revolutionize the utilization 
of Commercial and Industrial (C&I) rooftops by installing 
solar panels and to leverage this untapped potential by ag-
gregating solar energy into VPPs. This innovative approach 
propels the commercial real estate sector into a sustainable 
future and serves as a beacon for the global transition to  
clean energy.

At the heart of SolarSync’s strategy is the recognition of the 
vast, unused rooftop spaces atop C&I buildings, a resource 
that, until now, has been largely overlooked. In Germa-
ny alone, a staggering 363M m² of rooftop space lies dor-
mant, representing a potential market for PV systems worth 
over 1.1B USD [472]. By renting these underutilized spaces,  
SolarSync introduces a new paradigm wherein C&I real estate 
owners can transform dormant assets into sources of reve-
nue, all while contributing to the planet’s health.

The first stage of the solution involves the strategic  

Pioneering a Sustainable Future with Unused Rooftops
SolarSync

installation of solar panels on these rooftops. The unique 
business model eliminates complexities for property owners, 
offering them a seamless transition to becoming contributors 
to the green economy. The second stage focuses on the in-
novative aggregation of the generated solar power. By em-
ploying VPPs as a backup generation source, SolarSync sup-
ports grid stability and can participate in the energy trading 
market by capitalizing on peak demand and shaping energy 
consumption behavior. 

SolarSync is more than a company; it is a movement towards 
a sustainable and democratized energy future. Bavaria’s 
potential market for PV installations, valued at 171M USD, 
presents SolarSync with an opportunity to secure a significant 
share and generate an impressive ARR while revolutionizing 
energy consumption and production [472]. The company’s 
vision is underpinned by robust market analysis, regulatory 
support, and technological advancements. This includes gov-
ernment-subsidized feed-in tariffs and growing demand for 
renewable energy sources driven by the rise in electric vehi-
cle use and the mandatory installation of solar technologies 
in new buildings starting in 2027 [473].

The backdrop to the mission is a landscape marked by  
urgent environmental and economic drivers, such as Germa-
ny’s ambitious target of a 55% CO2 reduction by 2030. These  
targets are only possible through integrating renewable ener-
gy sources, especially considering the forecasted increase in 
energy consumption driven by technological advancements 
and EVs [474]. SolarSync’s solutions are crafted with the  
future in mind, leveraging lower costs of PV modules and 
the anticipated decrease in energy storage systems costs, 
enabling SolarSync to navigate the energy market more  
flexibly [475].

In conclusion, SolarSync is not just installing solar panels 
but laying the groundwork for a sustainable future where 
clean energy is accessible, efficient, and economically  
viable for all. Its commitment to innovation, environmental 
stewardship, and empowering C&I real estate owners with 
new revenue streams marks the beginning of a new era in  
energy production.

Christina Hudgens

Khola Raja

Hamze Al-Zamkan
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	■ According to the German government, there should be 15M EVs on German roads  
by 2030 [476], which will require smart algorithms and technologies such as VPPs to balance 
the grid [477, 478].

	■ Starting in 2027, public and non-residential buildings will have to gradually install technical-
ly, economically, and functionally feasible solar technologies, while solar energy installations 
will become the norm for all new buildings [473]. Therefore, especially business owners have 
to find solutions that can be rapidly implemented.

	■ Germany’s target for solar energy is 215 GW by 2030 [479], while the current production lies 
around 82 GW [480]. Therefore, major investments are still needed to fulfill those targets.

	■ Despite major efforts to reduce energy consumption, such as increasing the energy effi-
ciency of buildings [473, 481], the German government estimates that energy consumption 
might increase to 750 TWh by 2030 [479].

Problem

There is an impending urgency to accelerate DERs, and thereby generate addi-
tional capacity to reach ambitious renewable energy targets

Solution

	■ SolarSync’s business model consists of a two-staged approach: the first stage involves in-
stalling solar panels on C&I roofs, while in the second stage, SolarSync aggregates the PV 
generation, contributing to overall grid efficiency.

	■ SolarSync targets the rooftops of C&I buildings as the generation potential with respect to 
the required installation is marginally less labor-intensive than smaller PV systems.   

	■ SolarSync rents the customer’s unused rooftop area, coordinates the installation of solar 
panels, and provides the upfront investment. Therefore, SolarSync can offer the customer 
a revenue-generating asset while being compensated for contributing to the grid through 
government-funded feed-in tariffs. 

	■ SolarSync aggregates and stores this energy in a VPP network in the second stage. The 
energy produced will be utilized as a green alternative to fossil fuel power plants to meet 
peak demand. The generation data collected will be used to train forecasting algorithms 
for power trading.

SolarSync cultivates unused roof space to generate green energy while generat-
ing revenue for its customers and contributing to grid stability

SolarSync
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	■ SolarSync specifically targets unused C&I rooftops due to huge unused potential.
	■ According to a report from Garbe, there are 362.8M square meters of unused rooftop space 

in C&I buildings in Germany, leading to a potential market for PV systems of 16.6B USD if 
the generated energy is completely fed back to the grid [472, 482].

	■ Solar PV capacity growth in Germany from 2022 was an astounding 92%, reaching 14.4 GW 
in 2023 [483].

	■ Bavaria has 16% of the total unused roof space in Germany. However, only 50% of the total 
roof space could be used for PV installations [472].

	■ The feed-in tariff for transferring the total electricity produced ranges from 13 ct per kWh 
for energy levels up to 10kWh to 6 ct per kWh up to 750 kW [484]. This results in a potential 
market in Bavaria of 2.65B USD. 

	■ Assuming that SolarSync will be able to capture one-third of the total market in Bavaria, 
the obtainable market size in 2024 will exceed 795M USD, thus highlighting a significant 
opportunity.

Market

Unleash the power of solar: realize your building’s untapped potential and con-
tribute to the future of green energy generation with SolarSync

Competition

	■ The competition can be classified according to two key factors: firstly, the target demo-
graphic, distinguishing between single, multi-family homes and C&I buildings. Secondly, 
the type of service offered encompasses either installing PV systems or aggregating existing 
installations.

	■ Enpal and 1KOMMA5° are leading players for single-family homes, with Enpal serving as 
both an installer and aggregator and 1KOMMA5° focusing mainly on installation [485].

	■ GridX and Next Kraftwerke are purely aggregator platforms using already installed PV sys-
tems [486, 487].

	■ Despite being the primary service providers for the C&I sector, Power2Nature and Enviria 
predominantly focus on installation activities.

	■ SolarSync adopts a two-stage approach to engage the C&I sector. In the first stage, the 
focus is on installing PV systems. Following this, SolarSync serves as an aggregator, aiming 
to establish a VPP to feed the electricity back to the grid.

Not only does SolarSync see C&I rooftop PV generation as the way of the future, 
but as a unique opportunity to bring generation to those who use it most
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As of 2024, the German government is sub-
sidizing feeding back energy to the grid with 
guaranteed rates per kWh [488]. Especially 
during the first stage of SolarSync, the team 
expects the feed-in tariffs to not drastically 
change. To verify that, the team is staying in 
close contact with policymakers of the Ger-
man government and trying to ramp up the 
VPP as quickly as possible to reduce the risk 
to external sources.

Subsidized Feed-in Tariffs
SolarSync assumes a robust and scalable 
workforce will be available to manage the 
entire process, from solar consultation to 
installation on C&I rooftops. This includes 
sourcing skilled labor for technical work 
and customer service personnel for con-
sultations. Extensive market research on 
the availability of skilled labor and training 
programs must be conducted to verify this 
assumption.

Workforce for Solar Installation
This assumption entails that the cost of 
purchasing solar panel systems will either 
remain stable or decrease over time, mak-
ing solar energy a more accessible option. 
Additionally, it assumes a steady and reliable 
supply chain for these systems, mitigating 
any risks of delays or shortages that could 
impact the project timelines or costs.

Steady PV Installation Costs
The cost of ESSs is anticipated to decrease 
in the foreseeable future. This reduction 
will enable SolarSync to manage the de-
mand-side energy curve more effectively, 
enhancing its flexibility and participation in 
the energy trading market and providing a 
competitive edge in offering integrated re-
newable energy solutions.

Reduction in Energy Storage Cost

The conversion of farmlands and lake areas 
into solar farms could lead to significant 
environmental consequences, including 
the potential depletion of local biodiversity 
due to reduced exposure to sunlight. This 
assumption emphasizes the importance of 
considering the ecological impacts when 
planning large-scale solar installations.

Solar Farms’ Environmental Impact
SolarSync operates under the premise that 
tenant legislation will continue to be robust, 
adding layers of complexity to installing PV 
systems on residential buildings. Converse-
ly, it is assumed that codes governing C&I 
structures will maintain or enhance their sup-
port for rooftop PV installations. Reviewing 
current building codes and consultations 
with legal experts on potential future chang-
es are needed to verify this.

Solar Installation Regulations

The assumption is that the most effective 
and strategic sector for deploying solar pan-
el systems is on the rooftops of C&I build-
ings. This decision is based on the combined 
factors of available space, the potential for 
large-scale energy production, and the com-
parative ease of installation in these settings, 
positioning C&I rooftops as the optimal fo-
cus for solar energy initiatives.

C&I Rooftops is a Lucrative Sector

Assumption Tree
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Efficient energy storage systems have become essential in 
the global utility market, given the increasing rate of decen-
tralization and the rapid adoption of renewable energy sourc-
es [489]. Projections indicate that by 2030, 80% of all electric-
ity supply will be sourced from renewables in Germany [490]. 
Renewable energy sources are inherently intermittent, often 
resulting in surplus production during periods of low demand 
and shortages when demand peaks [491]. As a result, guar-
anteeing grid stability has become an important challenge 
for utility operators. The fluctuation in electricity production 
necessitates robust solutions for storing excess energy to 
stabilize the grid and provide a reliable energy supply. How-
ever, the scarcity of suitable locations, especially in densely 
populated urban areas, remains a potential hurdle in scaling 
up energy storage capabilities to match this demand [492].

WattsUp is a groundbreaking solution designed to ad-
dress the complexities of urban energy storage in the face 
of increasing demand for renewable energy integration. 
WattsUp’s focus is overcoming spatial limitations that cur-

Finding the Space for Future Energy Storage Systems
WattsUp

rently impede the expansion of energy storage infrastructure 
in densely populated regions. By utilizing the potential of 
small, flexible storage units, WattsUp is uniquely positioned 
to improve grid stability at the local level, even in restricted 
spaces where conventional large-scale storage systems are 
unfeasible. WattsUp offers an adaptable energy storage solu-
tion that meets the needs of communities and utility compa-
nies in urban spaces. 

WattsUp stands out by additionally addressing the challenge 
of space scarcity, a crucial obstacle to the scalability of ener-
gy storage solutions. As land is scarce in densely populated 
areas and the need for renewable energy storage is increas-
ing, WattsUp’s approach of identifying unused space cou-
pled with an integrated service to provide all-in-one storage 
systems differentiates it from other players on the market. 
This approach addresses the need for more energy storage 
options while leveraging existing infrastructure and locations, 
maximizing efficiency, and minimizing the ecological foot-
print of scaled storage systems. 

WattsUp’s integrated energy trading strategy is a crucial as-
pect of its business model, purchasing energy at low prices 
and selling it at peak energy demand, maximizing the sys-
tem’s operational efficiency. Furthermore, WattsUp provides 
the option for on-premise self-consumption to its customers 
(e.g., furniture stores, discounters, or wholesale centers), 
which generate their own energy but are subject to grid fees 
without their own energy storage system. This approach low-
ers their energy costs and grid dependency, demonstrating 
WattsUp’s dedication to sustainable energy solutions and 
economic efficiency.

In conclusion, WattsUp is an innovative energy storage solu-
tion that is scalable, efficient, and economically viable. Its 
focus on utilizing small spaces in urban areas and existing in-
frastructure, coupled with a profitable energy trading model, 
positions WattsUp as a competitive solution to today’s ener-
gy storage problems and a forward-thinking approach to the 
future of renewable energy management. 

Anna-Maria Geist
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	■ Projections indicate that by 2030, 80% of all electricity supply will be sourced from renew-
ables in Germany [489]. However, the lack of efficient energy storage systems threatens to 
undermine these efforts, leading to significant wastage of renewable energy. 

	■ Fluctuating energy prices add another layer of complexity. Without the infrastructure for 
dynamic pricing and smart meters, trading solutions are limited to spot market futures, 
hindering optimal utilization [490]. 

	■ Urban centers like Munich face a unique dilemma due to limited space for energy storage 
infrastructure. This scarcity presents an obstacle to scaling up storage capacity, exacerbat-
ing the challenge of integrating renewable energy into densely populated areas [491]. 

	■ Collaboration among stakeholders is essential to ensure the efficient utilization and storage 
of renewable energy, paving the way toward a sustainable future.

Problem

Germany must innovate in energy storage systems to leverage renewable ener-
gy sources by overcoming storage space challenges immediately

Solution

	■ The modern space offering platform connects individuals and companies with surplus space 
to those needing locations for energy storage infrastructure, thus providing a decentralized 
network for energy storage deployment. 

	■ By collaborating with partners such as supermarkets, WattsUp leverages unused spaces 
within their compounds to install energy storage systems. This allows WattsUp to utilize idle 
areas in dense cities while offering revenue-sharing opportunities. 

	■ The strategy capitalizes on the variability of energy prices by strategically buying energy 
during low demand and selling it during peak demand when prices are high. 

	■ WattsUp empowers participating organizations to harness renewable energy through ini-
tiatives like solar rooftops. By storing excess energy generated from solar panels, these 
entities can offer affordable electricity options to their customers, such as discounted rates 
for electric vehicle charging.

WattsUp leverages underused spaces for energy storage, optimizing renewable 
power use and enhancing urban energy efficiency
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	■ TAM spread impact analysis: In the TAM scenario, leveraging global renewable energy con-
sumption of 8,539 TWh in 2022, with 4.5% representing 384 TWh, and at an average price 
margin of 12.5M EUR per TWh, yields a TAM revenue estimate of approximately 4.78B EUR 
[493, 494, 495]. 

	■ Serviceable Addressable Market (SAM): Focusing on the German market with 8 TWh of lost 
renewable energy in 2022, at a fixed price margin of 25M EUR per TWh, the SAM revenue 
projection is 200M EUR [494]. 

	■ Serviceable Obtainable Market (SOM): Assuming the construction of 2,000 facilities, each 
with a daily trade capacity of 7 MWh, leading to an annual generation of 255 GWh or 5.1 
TWh, and utilizing the same 25 EUR margin per MWh, the SOM revenue forecast stands at 
approximately 127M EUR [495]. 

Market

By transforming energy storage, WattsUp captures lost energy to redefine mar-
ket dynamics and unlock billions in revenue

Competition

	■ Project scale differentiation: Focusing on medium-scale projects sets WattsUp apart from 
Kyon Energy, which targets large-scale installations, and Neoom, which specializes in small 
household setups [496, 497]. 

	■ Energy trading capabilities: Unlike Neoom and Octave Energy, we possess robust en-
ergy trading capabilities. This strategic advantage optimizes energy procurement and 
maximizes revenue generation through smart trading practices, offering added value  
to clients [497, 498]. 

	■ Comprehensive operational support: Competitors, such as Kyon Energy and Octave Energy, 
solely focus on selling energy storage solutions, whereas we offer comprehensive opera-
tional support services [496, 497, 498].

	■ Innovative space offering platform: The unique space offering platform revolutionizes the 
industry by providing a marketplace for surplus space.

WattsUp leads with medium-scale projects, advanced trading, and unique space 
solutions, outpacing its competitors in energy storage

TAM

SAM

SOM

€4.78B

€200M

€127M

Operational

Large Scale

Non-Operational

Small Scale
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WattsUp’s value proposition, offering bat-
tery storage access and allowing customers 
to capitalize on the financial spread of ener-
gy prices, creates a compelling incentive for 
partners. These partners recognize not only 
the immediate financial gains but also the 
enduring value of promoting energy inde-
pendence and sustainability. Furthermore, 
engaging with WattsUp allows partners to 
be part of a broader movement towards en-
vironmental sustainability. 

Sufficient Incentives
WattsUp’s business strategy fundamen-
tally hinges on the belief that a consistent 
25 EUR per MWh spread in the day-ahead 
markets, which accurately reflects the differ-
ence between the buying and selling prices 
of energy, is achievable. The sustainability of 
this financial model hinges critically on the 
predictability and relative stability of energy 
price fluctuations, thereby allowing WattsUp 
to capitalize on these variations without as-
suming significant risk.

Financial Spread
Adequate space for constructing small to 
medium-sized energy storage systems is 
available in Germany. The space can be used 
for energy storage, adhering to regulatory 
frameworks that include obtaining permits, 
meeting environmental and safety stan-
dards, and following land use regulations. 
Moreover, these spaces are strategically 
positioned to facilitate seamless integration 
with the existing energy grid. 

Space Availability
Integrating privately owned energy storage 
systems into the existing electrical grid will 
be a straightforward process, not hindered 
by excessive technical challenges or strin-
gent regulatory barriers. Concurrently, it is 
anticipated that gaining access to energy 
markets for the purpose of trading will be a 
manageable endeavor, allowing private en-
ergy storage operators to flexibly buy and 
sell energy.

Connection to Grid and Markets

Numerous potential collaborators, from 
the automotive sector, including industry 
leaders such as BMW to retail giants such 
as Aldi, show strong interest in partnering 
with WattsUp. This broad spectrum of in-
terest, coupled with the expected minimal 
resistance from these companies, provides 
a solid foundation for strategic alliances, 
subject to thorough empirical validation to 
demonstrate such partnerships’ viability and 
mutual benefits.

Cooperative Partnerships
The deployment of WattsUp’s energy stor-
age solutions is streamlined and facilitated 
by a large number of market players special-
izing in installation services. This allows us 
to focus on identifying prime locations and 
optimizing our energy trading software. By 
working with experienced industry experts, 
we gain valuable insight and anticipate po-
tential obstacles to ensure efficient and ef-
fective system implementation.

Straightforward Implementation

WattsUp exploits financial arbitrage in en-
ergy markets by integrating small to medi-
um-scale energy storage systems into ur-
ban infrastructure, optimizing the balance 
between energy supply and demand. Our 
model, anchored in the realities of financial 
viability, space efficiency, regulatory navi-
gation, and collaborative partnerships, po-
sitions us to exploit price differentials and 
ensure a sustainable and profitable venture 
in the energy sector.

Financial Arbitrage in Energy Markets

Assumption Tree

WattsUp
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The utility sector accelerates the transition towards a net-ze-
ro future, playing a pivotal role as the principal architect 
of large-scale infrastructure projects. The integration of AI 
drives this transformation among utility providers. It mirrors 
the global shift towards sustainability and green energy pro-
duction as grid operators must navigate the complexities 
of modern energy demands, environmental responsibilities, 
and the ever-changing landscape of consumer expectations. 
Serving as the backbone of societal infrastructure, the sec-
tor’s adoption of AI is essential for improving public services, 
optimizing resource management, and achieving carbon neu-
trality objectives. This report examines the challenges and 
opportunities of this green transition, highlighting the role 
of AI in reshaping the utility industry amidst global efforts 
to combat climate change and promote sustainable growth.

By embracing AI, utility providers gain advantages in pre-
dictive maintenance, demand forecasting, and attaining 
carbon neutrality, emphasizing the economic move towards 
sustainable energy solutions. Meeting regulatory require-
ments for innovation and equitable access necessitates 
joint efforts to tackle challenges related to the privacy of 
citizens’ data, protection of critical infrastructure, and eth-
ical application of AI. As utility providers adapt to techno-
logical advancements and consumer expectations, they face 
obstacles like cybersecurity and investment requirements. 

Emerging technologies, increased data accessibility, and 
novel business models offer potential solutions and long-
term benefits for the utility sector. This report focuses on 
the current critical challenges and provides an outlook on 

adopting AI in the utility sector by 2030. It is structured 
into three main sections: Trends, Exploration, and Ideation.

The opening section presents trends across technical, so-
cietal, environmental, regulatory, economic, and business 
model opportunities, examining their future influence on 
the industry. Following this, the report clusters and explores 
significant challenges and opportunities by analyzing actions 
from existing market leaders and innovators. The conclud-
ing part presents the findings of five distinct business con-
cepts, spanning diverse fields from data governance solu-
tions to energy storage systems, dynamic pricing platforms, 
virtual power plants, and AR-based upskilling software. 
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